ARRATIVES

Russhan government

# Russia is acting for humanitarian reasons as
an impartial and neutral actor.

# Georgla is an aggressor in this conflict and
Russia is acting in seif-defence. Russia is acting
in c;?nformity with international law, Georgia is
not.”

Georgian government

# Russia is an aggressor in this conflict and is
violating international law.

# Russia’s humanitarian motives and its claim to
be an impartial actor are false.”

# Russia’s core justification for intervention ~ a
commitment to protect Russian citizens living in
Georgia — are a pretext for other strategic aims.
# Russla is striving for de facio absorption of

Western states and s

# Russla is failing to respect Georgia’s political
independence and territorial integrity and is vio-
lating international law.®

# Rejection of Russia’s claim that it was acting
in and against Georgia for humanitarian reasons
or in the capacity as an impartial facilitator.”

South Ossetia and Abkhazia.

KEY EVENTS

Dec 1990 - Aug 1992 - Jun Jun Nov i 7 Aug : 8 Aug 11 Aug ;12 Aug
Jun 1982 Sep 1983 2004 2005 2006 2008 2008 2008 2008
Armed conflict between Armed conflict Russia The mayor of Referendum in South  © Georgian Russia launch- First Russian Sscond
Georgian government between Georgian delivers ! Moscow sends | Ossatia reaffirming : forces attack es alarge- | humanitarian Russian

and separatists, after government and Abk
South Ossetia declares | hazian separatists, af
itself an independentre- | ter Abkhazia declares

umanitari- : a humanitarian
n aid at the ‘convoy io South ¢
Ossetia.

independence from
: Georgia (backed by
: 99 per cent of voters).

:South Ossetia's ¢ scale invasion { convoy reaches | humanitarian
capital. of Georgia.  : South Osselia. :convoy reach-
: : es South Os-

public within the USSR, {  ils secession. Ends : Russia bagins granting ¢ setia. Russia

Ends with Sochi agree- | with ceasefire and CiS © Osselian : Russian citizenship to : and Georgia

ment and peacekeeping | peacekeeping force, : authorities. © South Ossetians. i agreetoa
operations. : : : cease-fira.

STRATEGIC LOGIC

Russian humanitarian assistance 1o Abkhazia and South Ossetia reinforced
its image as a neutral arbiter both domestically and internationally, and rein-
forced its standing among the Abkhaz and South Ossetian populations. The
scale of Russian aid indicates it was not simply a token gesture. Many aid
agencies, including UNICEF® credited EMERCOM with responding to the
urgent needs of the South Ossetian population quickly and in a reasonably

effective manner.® However, several indicators suggest that Russia's human-
itarian efforts were not motivated exclusively by humanitarian concerns, but
fed into its diplomatic and legal justification for military intervention. Human-
itarian assistance thus enabled Russia to create a narrative of impartiality
and preoccupation with civilian protection, reinforcing its claim to be acting
in seif-defence and in accordance with an international mandate.

IEASURES

DIPLOMATIC/AINFORMATION, Russia’'s Permanent Representa-
tive to the UN claimed that Russia’s actions against Georgla were neces-
sitated both by the dangers faced by Russian citizens as well as by the
need “to provide humanitarian assistance to refugees and other innocent
civilians in desperate situations.”™ This narrative of purely humanitarian
assistance was somewhat undermined by actions that cannot be seen as
humanitarian, such as Russia's deployment of railway troops as part of its
assistance to the Abkhaz authorities.” Russia’s broader narrative of pro-
tecting Russian nationals living in Georgia and of self-defence are reflected
in Russia’s citizen and passport policy, which enabled the majority of Abk-~
haz and South Ossetian residents to becomes Russian nationals en masse
through a simplified procedure.” The protection of nationals and the provi-
sion of humanitarian assistance thus formed mutually reinforcing strands.

MILITARY. Foliowing the outbreak of hostilities in 2008, Russia de-
ployed several thousands of regular forces into Georgia. Nothing suggests
that Russia abused humanitarian aid to obtain a military advantage.

ECONOMIC, Russia has long played a vital role in the economic sus-
tainability of Georgia’s breakaway regions. In April 2008, President Putin
ordered the strengthening of trade, economic, social and cultural ties with
the authorities in Abkhazia and South Ossetia.

LEG AL, Russia employed legal arguments to support its actions in
Georgia, including to justify humanitarian assistance. It repeatedly acted
without the full consent of Georgia when providing aid to the secessionist
regions. Russia thus exploited the tensions between the laws surrounding
territorial soversignty and the imperative to provide effective relief to civil-
ians. The dividing line between the instrumental use and abuse of law is
narrow; moreovey, the law of belligerent occupation, io the extent that it ap-
plies 1o Russia, compefied Moscow 1o carry out humanitarian refief action.

CRITICAL FUNCTIONS

# Excerpt from Georgia’'s National Security Concept (2008): “Infringed
territorial integrity, that s, the existence of uncontrolled territories within
Georgian borders, hampers Georgia's transformation into a full democra-
cy. Therefore, reintegration of the state and restoration of the rule of law on
the whole territory of Georgia is one of the top priorities of the national se-
curity policy. The state reintegration policy envisages participation of Ab-
khazia and the former Autonomous District of South Ossetia in developing
the constitutional order of Georgia.”™

VULNERABILITIES

# The unresolved political status of Abkhazia and South Ossetia, and es-
pecially the fact that Georgia never established its full authority over these
regions, rendered Georgia particularly vulnerable to Russia’s actions.

# The Georgian government could not stop Russia from providing human-
#arian aid without running the risk of escalation, or playing info the hands
of Russia by strengthening Russian narratives.

IATIONAL SECURITY INTERESTS

THREATS

# Strengthening of political and social ties between Russia and the sepa-
ratist regions at the expense of weakened allegiance 1o the Georgian state.
# Undermining of Georgia’s international standing by demonstrating its in-
ability 1o prevent Russian interference in its internal affairs.

# Worsening of Georgia's relationship with Russia by increasing tension
and carrying the risk for violent confrontation,

# Legitimisation of Russia’s actions in the eyes of third parties.

EFFECTS

# Moscow’s humanitarian actions demonstrated Georgia's incapability to
prevent Russian intervention and its inability to assert its authority in the
secessionist regions.

# Before 2008, the Georgian government responded to similar humani-
tarian activities by issuing official protest, or taking practical action (e.g.
subjecting a Russian convoy to cusioms procedures in 2004).

# In 2008, Georgia did not take any action to stop Bussian humanitarian
relief efforts, but continued to call Russia’s narrative of humanitarianism and
neutrality into question. Georgian efforts seem at least to have convinced
third parties, such as Western nations, which questioned Russia’s narrative.
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2004 - Present

-
Exploitation of ethnic
or cultural identities

SUMMARY

The People’'s Republic of China's 'One China' principle — which sees
Talwan as an integral part of China - is a fJundamental part of its foreign
policy. China makes s ‘One Ching orinciple 8 norenegoliable aspent
of its relations with other countries. part of 3 campaign to isolate fa
wan dinlomatically in an attempt to force the Taipel government to ne-
gotiate. The aim of reunification with Taiwan is included in the Commu-
nist Party of Ghina's 2049 ‘Mational Rejuvenation’ centenary goals '~

in paraliel to a number of mote coercive measures {(including employing
diplomatic pressure and econoniic leverage), China pursues its One
China policy through public diplomacy - the mieaps of engaging with
forelgn publics in service of the national interest — in an attempt to per-
suade the Taiwanese public of the benelits of ‘One China subordinated
to Balling. This public diplomacy includes promoting cross-Strait ties

KEY POINTS

% Oplinion polls in Taiwan have shown that Chinese public diplomacy
and soft power efforts in Talwan have not led to more support for uni-
fication, nor a growing sense of pan-Chinese identity. A reason for this
might be the generational gap: in particulal the younger geperation no
longer have strong tamily and cultural ties to the Mainland. Some seg-
ments of the Taiwanese population might find China attractive from a
pragmatic point of view - young people in particular are more open to
studying and working in the Mainland -~ but China's political culture and
socialist market econony are lacking appeal,

2 Mainland China, not least due 1o iis autooratic system, is able to pur
sue ils coergive measuUres and public diplomacy elforls wilth govern-
mental coherence and a unifving harrative of One Ghinal, In contrast,

CONTEXT

# Talwan and Malnland China. Bver since the Chinese Civil
War resulted in the incumbent Kuomintang (KMT) fleeing to the island of
Taiwan while the victorious Communist Party set up a communist state
in 1949, Taiwan and China have operated under two different authorities,
each claiming to be the legitimate ruler of greater China. In 1992, a historic
meeting took place in which leaders from each side of the Taiwan Strait
met and forged an agreement on the existence of one China which became
known as the 1992 Consensus.” While China's commitment to the principle
of ‘One China’ has been unwavering since the founding of the People’s Re-
public of China in 1849, Taiwan's successive governments have been more
ambivalent, most especially in recent years,

Ko AL IORS

Hatlubha ivaivnny
People’'s Republic of China (China);
Republic of China {Taiwan)

through exchange programmes, workshops and expositions, providing
economic and legal incentives making it easier for the Talwanese public
o mwvest or work i the Mainiand, encouraging your people fo sludy
in the Mainland (for example through subsidised housing). as well as
various efforts at influencing Taiwanese media,

in recent years, Talwanese opinion polls indicate the results of these
sfforts have besn mixed ® While Chinese efforts do not seem to have
increased public support for reunification or curbed Talwan's growing
sense of national identity, this should be viewed within the context of
China's broader presence on the international stage, its increasing
economic and military might: ambitions to ‘rejuvenate and reunily the
great Chinese nation’; and continued refusal to rule out the rule of force
to achieve retinification.

Talwan has no such domestic consensus on national identity. Polit-
ical parties in Talwan differ over where Taiwan's roots lie, disagree-
ing on whether Taiwanese identity and language should mirror that of
Mainland Ghina, or whether a distinetly Taiwanese identity should be
nurtired.

2 Public diplomacy is a process of ‘government to people’ commiu-
fication throudgh engagement with forelgn publics, using words and
deeds to shane public opinion, but there should be boundaries. Such
activities should be deemed hostile §f they altemnt to nfluence the
population in a way thal hreatens o be hurtiul o the target nation o
undermines the ruling authority,

E Chinese soercive Measuras. In addition to the public diplo-
macy efforts discussed in this case study, China has long employed more
coercive measures in pursuit of its ‘One China’ policy: China actively pres-
sures countries to formally accept the ‘One Ching’ principle as a prereg-
uisite for official relations with China, leaving Taiwan increasingly isolated
on the world stage. The ‘One Ching’ policy is also promoted in global civil
society and business; for instance, multinational corporations such as air-
lines or hotel chains have faced strong pressure from Beijing not to list
Taiwan as an independent country.” Taiwan is also heavily dependent on
China economicaily (China receives 40 per cent of Taiwan’s exports), giving
China leverage over Taiwan. China's strong and growing military presence
and refusal to rule out the use of force if peaceful means fail provide a
threatening backdrop to its public diplomacy efforts.

State Council Information Office {(SCI0) the nerve contre of China s public diplo-  ~ Xi Jinping Fresident of the People s Republic of China (since
macy apparatus, monitors Chinese media/interne! as well as external communications . 2018

Public Diplomacy Division Jocaled within the Chinese Ministry of Forsign Affais’ | Hu Jdintao President of the People’s Hepublic of China
information Departiment . cons - oo

Tatwan Altairs Oltice Chinese aoency which implemenis Taiwan-related policy dic- Tsai lng-Wen President of Talwan (since 2016}, DPP, advocales
tated by the State Council, Incluging trade, media and cultural activities maintaining the status guo in cross-shead melgtions
Kuomintang (KMT) major Taiwanese palitical paity (cuirently in opposition), leading Ma Ying-Jdeou President of Taiwan (2008 - 2016), Kuomintang,
Pan-Blue coalition parties which support eventual unification with Mainland China largely pro-unification

with the ROC as the jegitimale government, advocaltes a Taiwapnese Identity rooted Chen Shui-Bian President of Taiwan (2000 - 2008), DPE (first
in Mainland China noh-Kuomintang President), pro-independence

Democratic Progressive Party (DPP) cument majority ruling party, anti-communist

and pro-independence, advocates a distinct Talwanese identity

Mainland Aflairs Council Talwanese government agency fasked with Mainland-re-

lated affairs

Taiwanese Ministry of Culture promotes Taiwanese cultural and creative industries
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ARRATIVES

Chiness government

# China will never allow any part of Chinese territory to
separate from the Mainland in any form.®

# Talwan is an inalienable part of China and recognition
of this is vital for any country wishing to maintain official
relations with China.

# The Chinese government has the right 1o resort fo any
means necessary io safeguard territorial integrity and
achieve the reunification of the two sides of the Strait.”

# Reunification is parl of ‘the great rejuvenation of the

Tatwaness Kuominlang
Pan-Blue coalition)

# Mainland Ghina and Taiwan are both
parts of the Chinese nation, and the gov-
ernment in Taipei is the legitimate ruler of
this territory.” Status quo is favoured for
now.'

# Taiwanese identity is of Mainland Chi-
nese origir; the official Mandarin language
brought over in 1249 should remain.

Talwansse DPP Pan-Greens)

# Taiwan is a separate country from Mainland
China and should be recognised as such.”

# Taiwanese identity is distinct from Main-
land China (e.g. indigenisation policies of
2000-2008). Why should Beijing Chinese
be spoken in a non-Mainland nation? What
about dialects of Southern Chinese spoken
in Tajwan by the settlers from the 17th cen-
tury onwards, and languages of the original

Chinese nation” {President Xi’s vision for China).”

inhabitants and tribes pushed into the moun-
tains by the settlers?

KEY EVENTS

Mar ~ Apr . Dec 2016 ~ May
3 Nov 1992 May 2000 2004 Mar 2008 2014 Jan 2016 28 Feb 2018 ¢ 2018

1892 Consensus’ after : The pro-inde- China's MFA The KMT's Ma Activists stage DPP’s Tsai ing- China implemants 5 countries switch

a semi-official meeting © pendence DPP” establishes Ying-Jeouis a 3-week oo~ Wenis elected : measures tomake :  diplomatic relations
between Taiwan and Chen Shui-Bian a Division elected presi- cupation of president, advo- : it easierfor Tai- : from Taiwan to China
the Mainland in which : becomes the firs of Public dent, advocates Taiwan's legis- cates status quo | wanesetoinvest, | inexchange for aco-
the One-Chinaprin- | non-KMT politi- Diplomacy. better relations lature against a {independence), : work and studyin nomic benefits,
ciple is agreed on (no © cian to serve as with Ghina. proposed trade the Mainfand.

agreement on legiti-
mate ruler),

president.

dsal with China
{'Bunflower
Movement’).

STRATEGIC LOGIC

China’s efforts of achieving reunification by winning the ‘hearts and minds’
of the Taiwanese people take various forms, First, China directly targets the
Taiwanese public with public diplomacy o promote a latent pan-Chinese
identity and increase public support for reunification. Secondly, China uses
economic incentives to boost economic ties between China and Taiwan

and Taiwanese reliance on the Mainland as well as showing the Talwanese
public the benefits of closer relations with China. Finally, China has imple-
mented various legal measures to belter facilitate Talwanese engagement
with Ghina,

EASURES

DIPLOMATIL, China's Taiwan Affairs Qffice (TAO) frequently makes
public statements on the ‘One China’ principle, and - in place of official
diplomatic visits - senior TAQ personnel pay official visits to Taiwanese
nationals studying or working in the Mainland.

INFORMATION. China encourages pro-Mainland businesspsople to
buy Taiwanese media outlets, exerts pressure on Taiwanese media outlets
which have investments or plan to invest in the Mainland, and purchases
advertorials in Taiwanese media to promote pro-China narratives.”” China
also organises programmes and exchanges 1o develop closer ties between
the Chinese and Taiwanese public and promoting a pan-Chinese identity,
directed by the TAQ."”

ECONOMIG/FINANGE. Ghina has created a range of incentives
and programmes aimed at bringing Talwanese businesses and citizens to
the Mainland to open up businesses and waork, including sponsorad work-
shops in the Mainland, subsidised housing, tax breaks, and even financial
grants for Taiwanese youths.” There have also been alleged financial links
between the Mainland and the pro-China ‘Chinese Unity Promotion’ party
via the Triad gangs; investigations on this are ongoing in Taiwan.'

LEGAL. n March 2018, China implemented 31 legal measures making
it easier for Taiwanese people to study, work and invest in the Mainland.'

CRITICAL FUNCTIONS

# Deterrence and defence against any hostile military action.”

# Ensuring US presence and commitment to Taiwan and the region.

# Good crogs-Stralt relations to ensure peace and stability, and avoiding
action& that Beijing could regard as provocative and use as an excuse to
react.

# As many international allies as possible, and a strong economy to bal-
ance against China.

VULNERABILITIES

# Reliance on other countries for political support against potential Chi-
nese assertiveness and in favour of Taiwanese autonomy.

# Talwan's military is far smaller than China’s and is heavily reliant on the
US for protection.

# Economic rellance on China, which is Talwan’s largest trading partner.
China’s economic superiority enables China 1o leverage influence with Tai-
wan and third-party countries.

# Small, yet vocal, pro-Beijing and pro-reunification political parties and
civil society groups. Social, familial ties between Taiwan and China.

# Talwan's free press is villnerable to culside financial and editorial influ-
ence, e.g. through sponsored content.

ATIONAL SECURITY INTERESTS

THREATS

# Further isolation on the world stage.

# Continued refusal of China to rule out the use of force against Taiwan,
and risk (however unlikely) of abandonment by the US.

# China’s economic clout presents a threat as China increasingly focuses
on the commercial and business interests of unification, or at least of en-
couraging closer ties with the Mainland.

# Influencing of public opinion through the Chinese strategy of encour-
aging pro-Mainland businesspeople to buy Talwanese media outlets and
purchasing advertorials in Taiwanese media.” This renders the public more
susceptible 1o pro-Mainland narratives and could reverse the maturing
sense of Taiwanese national identity.

EFFECTYS

# The number of countries recognising Taiwan has decreased due fo tar-
geted Chinese efforts (five switched allegiance in the last two years).

# China’s policies and economic incentives have successfully increased
Taiwanese economic dependence on China and facilitated greater num-
bers of Taiwanese people working in the Mainland. Especially young peo-
ple are more pragmatic in their views of China-Talwan relations and are
open to working in the Mainland,”

# Despite China’s public diplomacy efforts, polis have not shown an in-
crease in pro-reunification views. Instead, a growing sense of national
identity has been discernible, with an increasing number of people identify-
ing as "Taiwanese’ rather than ‘Chinese’ or both ‘Taiwanese and Chinese’.”'

000253



Gl mena
February 2014 - Seplember 2015

ThEA A
Territorial violation;
Espionage and infiltration

SUMMARY

On 5 Beptember 2014, Eston Kohver, an employee of the Estonian Se-
curity Service (KAPO), was abducted at gunpoint by unidentified as-
sailants in the border region between Estonia and Russia. The Estonian
government maintained that a group of people had come across the
border into Estonian territory to detain Kohver while he was working on
an investigation into ¢ross-border smugaling and a corruption case in
the Pskov region.’ He was later formally detained by the authorities of
the Bussian Federation and transferred o a prison in Moscow, where
he remained prior 1o trial proceedings in Pskov. On 19 August 2015,
Kohver was sentenced to 15 years in prison. 13 years of the sentence
was judged for espionage and 2 years for illegal crossing of the border
and carrying a weapon in Bussian tenitory,

According to the Estonian Ministry of Interior, Kohver met with Federal
Security Service (FSB) officials several times at the border control point
due to the investigation he was working on, therefore it Is highly likely

Kby FOI

1S

& The Russian soveryunent framed events as that ol 4 Cold War stalus
conflict with the West, porlraving Western countties, especially NATO
nations, as being hostle to Bussia This narative of stalus confliet
supported the interests of the Russian political establishment, which
needs a well-established adversary (o distract atlention away from do-
miestc issues, I reinforced the national image that President Putin has
curated, that of international respect being rightfully restored to Bussia
as a poweriul actor in the international system,

& Cases of espionage are usually handied outside of the public eye, but
as Bussian TV covered the story soon atter the detention, the Estonian
govermnment was promioled o resoond initially plaving down the inci
dent and suggesting that it was not polilically motivaled but the work of
local Bussian commanders involved in the smuggling trade

& The case highlights the importance of understanding how thieals in
the information environment constanily evolve with changes in sha-
tegic context, and that relatively minor incidents can be framed by an
adversary 1o sustain a panative benelicial 1o thelr stratenic alms,

CONTEXT

B East-West relations at the time of the Incident. The
status conflict between Russia and the West escalated in late 2013 when
the EU-Ukraine agreement was stopped by President Yanukovich, pro-Eu-
ropean demonstrations started in Kiev and there were rising tensions due
to the Russian annexation of Crimea, conflict in Ukraine and downing of

KEY ACTORS

Federal Security Service of Russian Federation {FSB) state so-
cunity organisation and successor of the KGB. Related prmarily to
Internal secuiity, but also plavs a 1ole in overseas aspionage efforts
Estonian Internal Security Service (KAPO) responsible for main-
teniance of national security through collection of information and
implementation of preventive measures as well as investigation of
offences’

Estonian Ministry of Fareign Affairs

Malinhe s e
Estonia, Russian Federation

that the FSE was aware of his dutles and location ! Based on publicly
available information, it is almost certain that Kohver was detained dur
ing a planned operation by professionals who targeted him al a specific
location, and that at some point there was an incursion into Estonian
territory from the Russian side of the border’ Meanwhile, the Bus.
sian Federation maintained that Kohver had crossed the border into
Russian tenitory and was enganed In esplonage activity.” The ditferent
versions of events put forward by both sides caused confusion and
escalated an isolated local event into a diplomatic row,

A month later, in Septenmiber 2015, Kohver was exchanged for Alexs
Dressen, a convicted Russian spy and former official of the Estonian
Secret Service. The swap look place somme days before the visit of
President Viadimir Putin 1o the United States on a bridge over the Piu-
54 river which separates Russia's westerm Pskov region and Estonia’s
Pblva county.’

e

IMAGE - The bridge exchange on 27 September 2015,

MH-17." Two days before the detention of Kohver, US President Obama
visited Estonia and made public statements about support to the Baltic
nations. On the day Kohver was detained, the NATO Wales summit decla-
ration condemned Russia’s intervention in Ukraine and leaders agreed to
reverse the decline in national defence budgets.

Eslon Kohver emplovee of the oty Depariment of Esfonian Secunity Police
Maxim Gruzdey contact that Eston Kohver was expected fo meet at the border,
Griuzdev was 4 Hussian resident with double citizenship (Estonian and Russian)
Jevgeni Aksyonov public atiomey appoinied by Russian Federalion to defend
Kohver

Alexei Dressen nalive Hussian-speaking former KAPU official of Volga German
origin, who was born in Riga in 1968

Uno Puusepp a former KGB employes, later a KAPU technical specialist for len
years
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ARRATIVES

Aussian government

# Kohver was detained in the territory of the
Russian Federation,”

# Kohver planned to hire an FSB employee
called ‘lvanov’ 1o work against Russia and for
Estonia and the West.

# This investigation was carried oul In strict
compliance with Russian law and under the
rules of criminal procedure, international law
and the rights of an Estonian citizen.”

Estonian government

# Eston Kohver, an Estonian official, was kid-
napped in the territory of Estonia and forcefully
taken to the Russian Federation.”

# The borderiine was unguarded during the
incident and tracking units were switched off
presumably due to the ongoing anti-smuggling
operation Kohver was involved in.

# There was a backup security team to support
Kohver, but the team was unable to interfere
during the kidnapping.” The Estonian Border
Guard arrived at the scene within minutes and
identified traces of a struggle and svidence that
someone had come from the Russian Federa-

Europsan Union

# Russia’s actions were a clear violation of in-
ternational law and it should act to fulfil interna-
tional obligations.”

tion and went back there,'®

TS

3 Sep

KEY EVE

18 Feb 2014 4-5 Sep

5 Sep 19 Aug 2015 27 Sep

NATO Summit in
Wales, announce-~
ment of defence
budget increase and
condemnation of
Russian involverment
in Ukraine.

U8 President Barack
Obarmna visits Estonia.

Estonia and Russia
sign @ new version

of the border treaty;

conflict in Ukraing

puts the ratification
of the Ireaty on hold.

Kohver is sentenced
to 15 years in prison,

Kohver is exchanged for
a convicted Russian spy
and former official of the
Estonian Secret Service.

Kohver is kidnapped
on the border
between Russia and
Estonia.

STRATEGIC LOGIC

It is unclear if the actions undertaken by the Russian Federation were in-
tended to be limited in scope and simply got out of hand, or were deliber-
ately calculated to create strategic tension. Despite attempts by Estonia to
downplay the event, the incident was exploited by the Russian media, with
domestic coverage promoting a ‘Cold War' narrative and Estonia used to
represent NATO as an organisation inherently hostile to Russia. it is difficult
to identify if the Kremlin wanted to elicit any specific response from Esto-
nia because the Russian Ministry of Foreign Affairs was mostly unrespon-
sive as events unfolded. The periods of significant media attention from

Russian media {press releases on detention, the demonstration of belong-
ings related to Kohver, the swap operation and documentary on Puusepp)
were mostly aimed at Russian domestic audiences. The main aim appears
to have been o present the West as hostile to Russia and signal to NATO
nations that cooperative security can be a messy business. It is also pos-
sible that Russia wanted to gain a bargaining chip to be exchanged for an
FSB spy, or that it was simply testing a Western / Estonian response to a
border incursion.

EASURES

DHPLOMATIC, Russia kept a low diplomatic profile during the period
of detention. The few comments made by the Russian Foreign Ministry and
commentary tended to refer 10 the case as a criminal matier not worthy
of such international atiention, suggesting an attempt to allow room for
de-escalation of the whole affair.”” The Embassy of the Russian Federation
in Estonia drew parallels between the detention of Kohver and the deten-
tion of Yaroshenko and Seleznev in the United States, which reinforced the
narrative of status conflict with the West."

INFORMATION. Russian media coverage was relatively low profile
apart from three phases: Immediately following the detention {including
the demonstration of Kohver's belongings on TV), when former employee
of KGB and iater KAPQ Uno Puusepp appeared in a documentary of him
shown on the Russian channel NTV, and during the swap operation at the
Piusa River. The detailed media reports on the bridge exchange of Kohver

and Dressen had echoes of an exchange in 1962, when Soviet spy Rudolf
Abel (Vilyam Fisher) was traded for Gary Powers from US Air Force on
the Glienicke Bridge of Havel River. In contrast to Kohver and his family,
which did not appear in the media or made any public statements, Alexel
Dressen gave several interviews and comments 1o the Russian media after
his release. Russian media presented events to domestic audiences as a
way of confirming the narrative that Western secret services conduct Cold
War-style operations against them, with Estonia serving the role of ardent
supporter of the West (US and NATO), who actively participate in anti-Rus-
sian provocation.

INTELLIGENGCE / LEGAL. The operation during which Kohver was
detained was pre-planned and carried out by professionals and they were
aware of Kohver's location.” The FSB admitted responsibility for the act
but did not acknowledge it ocourred on Estonian territory,

CHRITICAL FUNCTIONS

# The 2010 Estonian National Security Concept defines internal security
as aiming to guaraniee a safe living environment and a society which is
resilient to respond to threats.”

# Protection of constitutional order,

# Guarding the external border,

# Combating international organised crime.

& Development, preservation and protection of common values associated
with social cohesion and a sense of security.

YULNERABILITIES

# Inadequate border security and criminal activities such as unfawful bor-
der crossing, human trafficking and smuggling.

# Unclear legal status of the Estonian-Russian border {which is also the de
facto NATO and EU border),

ATIONAL SECURITY INTERESTS

THREATS

# Risk of diplomatic row escalating to include other measures,

# Lack of unified response to incident from NATO allies could affect cohe-
sion and unity of the alliance.

# Russian press release on Kohver's detention that prompted the Estonian
government to respond, unusual in intelligence cases.

EFFECTS

# Estonia invested significantly in modernising its border security despite
this being an issue of low political importance with fimited economic
benefit,”

# Fuelling of a Cold War-style East vs West narrative,

# Increased perception of risk of similar incidents scourring in other na-
tions sharing borders with Russia and fear of escalation.

# Reinforced public support for Estonian Security Services.
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May ~ October 2014

Thnaanl A
Territorial viclation

SUMMARY

From March 2014 there was a marked increase in close military en-
counters between Russia and NATO nations and partner nations, oc-
curring on a regular basis and over a wide geographic area. These
included alrspace violalions, near-miss mid-air collisions and maiitime
encolnters.' [n the same year NATO scramblad in response o more
than 100 aeroplanes in Europedn airspace, more than three times than
it did in the previous year.” Some incidents could be considered rou-
tine of low risk, but high risk incidents have 2 high probability of casy-
alties or a direct mililary confrontation.

Einland experienced two phases of such violations with two ocourring
in May and three in August 2014, In addition to the increased risk of
collision with civillan acroplanes, incidents were evaluated as threat-
ening by Finnish officials conceming the stability of the relationship
between Hinland and Bussia Furthermiore they were reforenced in the
Finnish debale on potential NATO membership, n particular during

KEY POINTS

@ The airspace viplations that occurred in Binland were part of ap in-
cragse i close military encounters bhabween Bussia and the West in
2014 ranging from routine to high risk. High risk incidents have a high
probability of casualties or a direct military confrontation and have a
severs risk of sscalation.

o Airspace violations are an example of how force posture, through
the use ol airpower, can be used 1o achieve strategic effects. The
framing of such incidents affects the way in which they are interpreted
by audiences. Natiopal authorities need to be responsive, specific and
consistent when commupicating about such events, in order to miti-
gate the risk of unintended escalation.

© The violations of Finnish airspace in 2014 were barely covered in
Russian media but covered extensively in Finland, Russia’s silence in-
direclly created confusion within Finland as the public looked fo the
politicians for answers which were not provided by media or political
commentary.

2 According to both linguistic analysis and public polling, at no point
did Finnish public opinion siray from the status guo of non-membership
of NATO, Seeded in Finnish maedia is a public expectation to maintain
balance and a wariness lowards Russia’s polential reactions (verbally
linked to Russia's unpredictability), This is seen to limit the NATO
debate from straying too far from the status guo ol non-membership,

CONTEXT

m Alrspace violations. An arspace violation occurs when a pilot
enters controlled airspace without appropriate clearance. The term ‘vi-
olation’ does not necessarily imply a deliberate act. Such violations are
usually committed by ‘non-cooperative’ military aircraft which have no
flight plan in the ATM {Air Traffic Management) system, no communication
with civil ATC {Air Traffic Control), no active transponder or no coordination
with civil ATC.

Ko ACTORS

Bussian Embassy Helsinki

Russian Ministry of Defence

Karelia Ay Command

Finnish Border Guard (Division under interior Ministry)
Finnish Foreign Ministry

Finnish Defence Ministry

M s e
Russian Federation, Finland

the run-up 1o Finland and Sweden signing Host Nation Support Agree-
ments with NATO in September 2014,

During and afler the incursions, Finland Kepl s comimunication and
information channels with Hussian represeniatives open, which de-
creased the risk of escalation and spontancous reactions of actors, As
public debate and statemernts of Finnish officials focused strongly on
technical and safety issues of ingursions, the possibility for coopera-
tion and progress with Busais recarding agreements increased, Bven
though the Einnish response managed the impact of the incidents with
regard to escalations of Finland-Hussid relations, they put pressure on
the Finnish government to address military and border safety issues
and increased the focus of public debate on possible Russian threats
if Finland were to join NATO . Sionificantly in the later part of 2014 Bus.
sia’s unpredictability and actions in Ukraine incrensed public debate
arpund NATO membership in Finland, more so than violations,

IMAGE - Finnish Karelia Al Command £-18 | SHUTTERSTOLK

m Flight transponders. Transponders transmit the plane’s identi-
fying letters and/or numbers, call sign, the transponder’s serial number,
aftitude, air speed, and heading, as well as GPS coordinates, The presence
of transponders makes the data public and available not only to pilots and
air traffic controliers, but to everyone with an internet connection. Not all
Russian military aircraft have a “ransponder’ on board. Russian military
planes are equipped with transmitters that automatically transmit encoded
data to Russian military radars.

Carl Haglund Finnish Defence Minister 2012 - 2015)

Sauli Nilnists Flonish Precident (2010 - riesent)

Erkki Tuomioja Finnish Foreign Minister (2000 - 2007 and 2011 - 2015)
Alexander Stubb Finnish Prime Minister (2014 - 2015)
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ARRATIVES

Russian government

# Rejection of any account of incidents which blame the Russian military for risky or

unprofessional behaviour.

# Not only Russian aircraft, but also aircraft of all NATO countries fly over the Baltic
Sea without switching on their identification devices. The number of such flights by

NATO over the Raltic Sea is twice that of Russian planes.’

# Amplifying reliance of Finland on bilateral economic ties in messaging, particularly

following EU economic sanctions against Russia in July 2014.

Finnish government
# These violations are serious and further steps will be taken,
including stepping up air surveillance.

# Formal request for the Russian authorities o provide
clarification of violations.®

# We wish to seek agreement to ensure that no flight will be made
without transponder.”

# Rheloric is centred around 'unprediclability’ of Russia.

KEY EVENTS

20 May 2014 21 May 31 May 18 Jun

23-29 Aug 4 Sep 28-30 Oct

Finnish President Detence Minister
¢ gonfirms that Karelia
i AirCommand was !
I unable to respond,
* acknowledges

 scarcity of Defence
¢ Forces resources.”

2 violations of
airspace by
Russian aircraft, ©
one intercepied
by Karglia Air ¢

Command,

¢ Request by Finnigh

MOD to Russian
authorities to

clarify violations.®

makes case for

spending. °

states that Finland's
NATO membership
¢ would not be a threat,

increased degence

Finland and
Sweden sign Host
Nation Support

3 violations of
airspace by Russian
aircraft, ignoring

: 7 Russian aeroplanes
: conduct a mission over the
: international airspace of the

reqguests (o leave agreements with 1 Gulf of Finland, intercepted
airspace. Finnish Air NATO, allowing i Dby the NATO Baltic Air
Force is put on alert, NATO troops to Policing Mission.

assist them in case
of emergency.

enabling an increase
in survei!ia‘xpce
flights.

NATO calls the activity
‘significant militgry
manoeuvres.

STRATEGIC LOGIC

Ambiguity is a significant factor in this case study. The alrspace violations
may have been a deliberately hostile act intended as a demonstration
of both Russia’s military capability and thelr will to act in the alr domain
outside of the accepled rules of international aviation. The Russian Fed-
eration may not have intended to violate Finnish airspace and may have
been merely negligent within an assessed margin of risk, but there is no
evidence to indicate that they acted to prevent violations or regretted such

incidents when they cccurred, When taken in context with an overall in-
crease in military activity at that time, it is assessed that the Russian Alr
Force was authorised to act more aggressively towards NATO nations and
partner nations such as Sweden and Finland. 1t is also likely that the Rus-
sian Federation was assessing patterns of response by testing the prepar-
edness of specific military capabilities and the capacity for international
cooperation,'

IEASURES

DHPLAMATIG, Statements from Russian government/military officials,
denying allegations of airspace violation, Violations can be interpreted as
being political messages, especially when they occur close to important
diplomatic events (e.g. Obama visit, NATO Summit Wales). Incidents can be
interpreted as as a way of putting Finland under pressure to sign a bilateral
agreement which would risk undermining NATO and EU unity,

ENFORMAYION. By denying any wrong-doing and not commenting
on the timing of the incidents, Russia created doubt about what had hap-
pened, why it had happened and what the next move might be.

MIELITARY, Russian military aircrafts entering Finnish airspace, often
with their on-board transponders turned off {allowed since military aircrafts
are not bound by the International Civil Aviation Organisation’s rules of the
international airspace) and without filing flight plans.”

ECONOMES, Following the July 2014 EU sanctions against Russia,
Russian narratives re-focus on Finland’s bilaleral economic reliance on
Russia.

CRITICAL FUNCTIONS

# Constructive dialogue with Russian Federation.

# The option of NATO membership is continuously evaluated based on
national security and defence policy interests. Any defence development
should not create any practical impediment to a future military alignment.

# Intensification of Nordic defence cooperation, especially with Sweden.

# Maintaining the functioning of Finnish society based on transparency,
extensive liberties and rights, whilst ensuring sufficient government control
and emergency management capacity.

VULNERABILITIES

# With specific reference 1o incident management, scarcity of the resourc-
es of the Defence Forces of Finland slows tracking and response time o
violations, in some cases making the Finnish Alr Force unabile to respond
if a viotation ocours.”

# |_ack of bilateral agreements on air safety.

# Lack of public information on ‘due regard’ ~ the behaviour required of
piiots while near civilian aircrafi.

IATIONAL SECURITY INTERESTS

THREATE

# Alrspace violations pose a direct threat 1o civilians in cases where they
do not issue a flight plan or maintain contact with civilian air traffic contro,
which has caused several near-coliisions. These incidents carry 2 risk of
escalation, the consequences of which could be a serious deterioration of
relations and escalation of measures on both sides.

# Demonstration of Russian capability to use force has propaganda-relat-
ed aim of intimidation and coercion. Political messaging: further integra-
tion/NATO membership of target can/will cause further actions by Russia.

EFFECTS

# Increased Finnish attention to the possible effects of NATO membership
for Finnish and regional security, including a 2016 assessment report of the
Finnish Ministry for Foreign Affairs.’

# Increased support for Finnish Defence Forces (aithough difficult to iso-
late from other faciors such as Crimea).

# Increased military spending/availability of forces to the NATO Baitic Air
Policing mission, consequently increased ability of the Alliance to maintain
a high tempo of operations in reaction to Russia's actions."”
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.
2007 - 2014

ThBaal anaa
Energy dependency

SUMMARY

South Stream was an olfshore gas pipeline project designed to deliver
natural gas from the Hussian Federation throuoh the Black Sea o Bul
garia, Serbia, Hungary Slovenia Austria laly, Croalis, Macedonig
Gresce and Turkey IE was o conbroversial proiect. posing a direct
threatl 1o the viability of the Blibacked Nabucoo pipeline, planned
to connect the Bl to gas reseryes in the Caspian Sea In Novernbey
2007, Gazprom signed an agreemient with the ltalian energy company
Eni to estabiish a joint project company. Bulgaria signed a preliminary
agreement with Bussia in January 2008 with epergy companies from
other nations involved following soon after,

Gazprom already supplied a third of EU gas, and the Nabucco pipeline
was intended to decrease this dependency. In 2009, Ukraine, Hun-
gary, Bomania, Poland and Hulgaria also reporied gas shorlages,
prompting concerns around Russian economic leverage and snergy
blockades on Eastern and Central European nations,

Apart rom the controversial methods used 1o advance the pinject
its overall ownership structure directly violated the Eli’s Thid En-
ergy Package passed in 2008 Instead of amending the project to
comply with EU law, Gaeprom and the Russian governiment lobbled

KEY POINTS

W South Strearn was not Snancially viable which indicates its motiva
tions were more geopolitical: to provide political and economic lever
age over GEE states; consolidate European dependence on Russian
energy exports; exert control over Ukraine without threatening other
custormers and to undermine the Nabuceo pipeline as an alternative
supply option.

. ‘Pipeline diplomacy’ s @ powerful Bussian foreign policy tool to
leverage strategic influence and weaken the EL) through non-military
means. South Stream demonstrated Russia's intent to use sconom-
ic leverage to undermine the enforcement of the EU's legislation and
energy policies. Despite the explicit energy policy and legislation

CONTEXT

m Hussian influencs in Bulgaria, Several political parties in
Buigaria have long fostered financial, political, geopolitical and strategic
relations with Russian politicians. Russia-linked corruption is still preva-
lent in Bulgaria, as with many former Soviet-aligned states. Gazprom is
the sole provider of natural gas for Bulgaria while the Russian companies
Rosatom and Lukoil dominate the nuclear energy sector and oil industry,
respectively,” The annexation of Crimea in 2014 put Russia under closer
observation especially afier rumours that Gazprom sent a draft to the Bul-
garian Ministry of Energy of the legal amendments proposed in Parliament
two weeks later.

KEY ACTORS

Gazprom Hussia’s largest natural gas company

Ministry of Energy of the Russian Federation

Bulgargez Buigarnia’s largest natural gas distiibution company. The ma-
Jority of the gas is purchased and imported from Russia thiough Gazprom
contracls

Eurapean Commission

Euni llallan multinational oll and gas company

Waion v v
Russian Federation, Bulgaria

participating EU member siates to ignore EU legislation and exclude
South Stream brom applicable BU requdations. sugoesting that the
prolect was never inlended 1o be consiructed or pperated according
to Bl rules

A new Bulnanan government with historic and financial Hes with the
Kremlin took office in April 2012 and accelerated work on the South
Stream project despite the obvious contradiction with EU regulation
and opposition from Brussels, in April 2014, the Bulgarian legisiature
amended the country's energy law in a way which challenged EU
regulations and gave legal authority to the South Stream ownership
structure, creating friction between the EU Gommission and the Bul-
garian governiment. As Gazprom was alteady exporting to Bulgaria
vig Ukraine, the situation raised guestions as to whether Gazprom
was mote interested in creating interpal differences in the EU than
opening new markeis. Following pressure trom opposition parties
and the EU Comimission, Bulgaria's government finally backed down,
and in December 2014, President Pulin announced the cancellation
of the project.

prohibiting a prolect such as South Stream. several LU countries still
supported it for domestic reasons in deflance of EU law,

U There s a significant risk of 'state capture o large eneray infrastiuc-
ture proiects. State capture is a type of political corruption where exter
nal actors inflience a state s decision-making to their own advantage
and the detriment of the national inlerest. This highlights the impor-
tance of understanding the impact of business interests on state func-
tions at local, regional and national levels particularly through corpo-
rate lobbying. Transparency and accountability are crucial in ensuring
that such large projects are subject 1o enough public scrutiny,

B Buropean energy securily. In 2014, 38 European countries
carried out energy security stress iests to simulate disruption in Russian
gas imports. The results concluded there was a possibility of a substan-
tial impact, mostly in eastern member states and the Energy Community
countries of Albania, Bosnia and Herzegovina, Georgia, the former Yugo-
slav Republic of Macedonia, Kosovo, Moldova, Montenegro, Serbia and
Ukraine.

Alexander Novak Minister of Energy of Bussia (2012 - present)

Sergei Shmatko Minister of Eneigy of Bussia (2008 - 2012)

Alexei Miller CED of Gazprom

Bovko Borisov Prime Minister of Bulgaria (2009 - 2013, 2014 - 2017,
2017 - present). Founder of political party GERB

Plamen Oresharski Prime Minicter of Bulgania (2012 - 2014 Member of
the Bulgaron Socialist Party
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ARRATIVES

Husslan government

# South Stream is a significant contribution to
providing Europe with energy security and will
allow Gazprom to create alternative and secure
natural gas supply routes to consumers.”

# With the abandonment of this project, the EU
will not benefit from Russian gas.

# Buigaria is ‘deprived of the possibility of be-
CRit)

having like a sovereign state’.

Bulgarian government

# South Stream will provide a direct connection
to gas sources and is beneficial to Bulgaria. Bui-
garia will be a ‘regional hub’.

# 1t will eliminate transit risks, and secure un-
interrupted Russian gas supplies to millions of
European consumers.

# South Stream will improve the European
energy map and be an integral part of the EU’s
energy security system.

European Commission

# South Stream is part of Russia’s long-term
strategy 1o leverage influence in the EU and is
in conflict with EU law; therefore it should be
opposed.”

# We will not accept any blackmalling on energy
matters, Bulgaria is not a small country, it has
the whole of Europe behind it.”?

KEY EVENTS

Jun 2007 Jan 2008 May 2009 Sep 2009 Nov 2013 Apr 2014 Apr 2014 Jun 2014 Dec 2014
ltatian Eni Russian : Gas companies | EU Third Energ Serbia hosts Russiafilesa | Thekurcpean  Bulgaria halis Russia cancels

and Russian | government [ from Russia, | Package (TEP) welding ¢ complaint with ; Parliament adopts : constructionfor ©  South Strearm,
Gazprom : signs avariety of ©  Haly, Bulgaria, enters into cersmaony. ; the World Trade ;© anon-binding @ non-compliance @ blaming Western
announce  : agreemeniswith :  Serbia, and force, Organization resclutionto  : with the European @ sanctions and

plans to build  © Buigaria, Serbia, | Grescesign against the EU oppoese South rules on energy tack of EU con-

agreements for |
sonstruction.

anew pipeling
to connect
Flussian gasto
South-eastern
Europe.

: Greece, and ltaly. :

2008 energy Strearn,

market laws.

! competition and
public procure~
mants,

¢ struction permits.

STRATEGIC LOGIC

South Stream would provide the Russian Federation with political and
economic leverage In South-eastern and Central Europe, increase Euro-
pean dependence on Russian energy exports, diversify transit capacity
by bypassing Ukraine and undermine the Nabucco gas pipeline project. it
is likely that the Russian side planned to force a compromise with the EU

using the demand for gas as a bargaining chip and to present the project as
a falt accompli because construction had started. This approach ultimately
failed following a collapse in negotiations between the EU and the Russian
government because of Russia’s aggression in Ukraine.”

IEASURES

DIPLOMATIC, Statements of exaggerated profits and unsubstantiated
costs propagated by Russian and Bulgarian officials, even from the Presi-
dents of the two countries.”

ENFORMAYION. The repetition of unsubstantiated figures to cause
confusion, outward fabrication of facts such as the stage of contract sign-
ing and secret mestings between the Bulgarian government and Gazprom
officiaie.”® The constant repetition of the ideograph ‘regional hub’ by var-
ious actors in and about Bulgaria was used to gather more public support
with the promise of political and economic advantages.

ECONOMIC, As the leading gas supplier and recipient of a third of
Bulgarian exports, Russia had the upper hand in negotiations over the pro-
ject.” Russia controls a third of Bulgarian economic output.”® Russia sup-
plies a quarter of the EU’s gas needs, but 80 per cent of that of Hungary.”

FINANCIAL. Promises to include companies close 1o the government,
and alleged bribery of energy experts on rotation.”

LEGAL. Indirect access to both the executive and legislative branches of
Bulgaria through corruption schemes propelled by kleptocratic and nepo-
tistic characteristics of the government.”

CRITICAL FUNCTIONS

# The Black Sea region’s importance in economy, trade and security. Giv-
en Bulgaria's active role in maintaining peace in the region and its commit-
ments as a gquard of the external borders of NATO and the EU, the stability
of the Black Sea region plays a vital role in Bulgarian national security,

# Government control of key aspects of the economy.

# Secure and reliable delivery of energy.

YULNERABILITIES

# Substantial dependency on Russian energy imports leaves EU countries
vulnerable to economic leverage. Lack of energy import diversification can
create a dangerous dependency.

# Media monopalies run by MPs from the Bulgarian Socialist Party and the
Movement for Rights and Freedoms; conflict of interest as media moguls
are both connected 1o Members of Parfiament and own construction firms
involved in the project.

# Corruption, high-level corruption in particular.

ATIONAL SECURITY INTERESTS

THREATS
# Russian influence over political decisions by controlling future energy
supplies, through Russian-owned energy infrastructure in the EU,

# Russian economic leverage by holding the majority of energy exports to
certain EU member-states.

# Corruption threatens the existence of and compliance with social, legal
and moral rules, reinforces organised crime, undermines the credibility of
authorities, weakens their functioning and discrediis reform.

EFFECTS
# £ countries acted in conflict with EU legisiation, creating divisions be-
tween member states.

# Undermining of Bulgarian obligations towards the £EU.

# Making Bulgarian government more amicable to concessions: the new
centre-right government in 2010 was sending signals of halting three major
Russian-sponsored energy projects {Belene Nuclear Power Plant, South
Stream, Bourgas-Aledanroupolis ol pipeline) but after that slowly com-

menced administrative work on the projects.”
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.
2011 - 2012

THEaa AR
Exploitation of ethnic or cultural identities

SUMMARY

in Eebruary 2012 g referendum was held in Latvis o determine wheth.
er or nol to amend the constitUtion and denote Russian as a second
state language. Although the majotity of participants voled against this
proposed change, the episode exposed and temporarily aggravated
fractires in Latvian sociely, where language is a sensitive topic - Rus-
sian was obligatory during the years the nation was occupied and part
of the USSR, In 2011, 37.2 per cent of the population had Russian as
their first language

in January 2010 and eight months before patliamentary elections, the
right-wing party ‘National Allilance proposed a referendum to amend
the constitution and mandate the exclusive use of Latvian in publicly
funded schools. However, they only gathered 120 4332 of the 153,282
signatures required to force 3 referendum. In response to the National
Alliance initiative, the youth movement ‘United Laltvia started a cam-
palgn for a referendum to amend the constitution and make Hussian a
second state language. Together with the newly created organisation
‘Native Tongue they collected 187,378 signatures for their petition.

Nils Usakovs, the Mayor of Figa and leader of the political alliance Har-
mony Centre, was likely a key figure in swaying more moderate Russian
speakers lo participate, particularly in the gollection of signatures for
the petition. Harmony Cenbre had the largest vote share 0 elechions
but was absent from government, having falled to establish a ruling

KEY POINTS

2 Ine National Alliance was criticised for the politicisation of language
policy at a time when L atvia was successiully moving towards an inte-
grated society and mutual understanding of issues relating 1o language
and ethnicity had significantly improved.”

2 Issues such as ethnicity, citizenship and political rights have the
potential to create social divisions which can be exploited by hostile
aclors. This case highlighls the imporlance ol ndependent research
to pinpoint areas of potential contlict between different identity groups
and identify vulnerabilities.

CONTEXT

u Language and cilizenship. The language issue in Latvia is
ciosely related to the sensitive issue of citizenship. inhabitants who im-
migrated to Latvia during the Soviet occupation (mostly Russians, Bela-
rusians and Ukrainians) did not automatically receive Latvian citizenship
after independence in 1991, They have the status of 'non-citizens’, and can
apply for citizenship through a naturalisation process but otherwise do
not have the right to vote.™ In 2012, there were a total of 304,806 non-citi-
zens {by 2018 this figure had declined to around 228,000)." Despite initial
criticism in the 1980s, Latvia’s integration policies were widely seen as
working before the referendum.”"

KeY ACTORS

United Latvia youth movement, started campaign for language reférendum
Native Torigue NGO esisblished explicilly Tur the referendim

Harmony Centire social democialic political alliance, including the largely
pro-Russian ‘Harmony” parly which won the most seals in the 2011
patliamentary elections but was excluded from the governing coalition
National Alliance “All for Latvial” righi-wing Lalvian political party which
proposed initial referendum to exclude Russian from schools

oo ada e
Hussion Federation, Latvia

coalition with another party, USakovs initially denounced the referen-
durm as Unpecessary but then signed the petition after National Alllance
cabinet members voled agamnst funding the referendum. He took the
position that it was not simply a language issue, bul about a “lack of
respect towards a considerable segment of the population.” When the
country went to the polls, around three-gquarters of volers said they
were against the amendment, with only the eastern region of Latgale,
with its bigh concentration of Russian-speakers, having majority sup-
port for the change.”

Evidence which supports any assesament that the Russian Federation
was attempting 1o influence the oulcome of the vole relates fo key ac-
tors in the Yes' campaign, statements by Bussian ofticials and support
from Kremiin-backed media, The L atvian Security Police assessed that
some funding did come from Bussia, but coudd not orovide detalls for
security reasons, The Initiators of the referendum, Viadimir Lindermans
and Jevgéniis Osipovs, have well-documented links to the Russian
Federation, slthough they deny receiving any direc! support.” The Se-
curity Police highlighted Aleksandr Gaponenko, who admilled receiv-
ing hunding from Russia through various NGOs, as a key figure behindg
Native Tongue. Moreover two TV channels were found in breach of
their licence for commercials which supoorted the Yes yote and i
was suspected that the funds came hiom Bussia’

4 Societal resflience can be enhanced by reducing potential areas
of conflict between identity groups and promoting 3 national identity
based on shared valuss and a joint vision of the future rather than eth-
nisity or language. A strong civil society Is crucial for creating the room
in public discourse for the expression of divergent views. Such de-
politicised spaces’ can help bulld better social cobeslon and political
consensus by enabling more democratic policy-making.

u Hussia’s compatriot policy. Compatriot policy loosely defines
the Russian diaspora by a mix of ethnicity and self-identification. A key
aspect of this policy is the preservation of the Russian language through
the funding of iocal NGOs. However, these aim “not to build cultural ties
and public diplomacy in its best sense, but rather to serve as a conduit for
Russian foreign policy through the local Russian community as well as be-
ing instruments of political influence.”” Russian Minister of Foreign Affairs,
Sergei Lavrov, said that “diasporas are our powerful resource, and should
be used at full capacity.”™ The policy came under increased scrutiny in
the ‘near abroad’ — nations that were once part of the Soviet Union - after
Putin used the protection of Russian-aligned ethnic groups in Ukraine as
justification for the annexation of Crimea in 2014,

‘Yes vote suppotiers:

Viadimirs Lindermans former leader of the Latvian branch of the National
Bolshevik Parly and a leader of ‘Nalive Tongue

Eduards Svatkovs leader of ‘United Latvia'

Jevaeéniis Osipovs leader of the radical-lell ‘Osipovs parly

Nils Usakovs Mayor of Riga (since 2008), leader of “Harmony Cantre”
Aleksandrs Gaponenko o non cilizen and Director of the natliule of Bt
ropean Studies in Riga

‘No’ vole supporters (gl elecled parties supported the 'Against vote
apart from Harmony Centrel

Andris Berzins Fresident of Latvia (201] - 2015)

Valdis Dombrovskis Prime Minister of Latvia (2000 - 2014)

Raivis Dzintars leader of Natinnal Alliance "All for Latvial’
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ARRATIVES

Yes-vole supporiers

# Russian residents in Latvia have been treated as second-ciass citizens,
and their human rights have been violated over the years.™"

# The Russian language referendum is a response to the attempt by Latvi-
an nationalists to exclude Russian from state-schools; this would be detri-
mental for academic results.”

# Latvia is pursuing a policy of narrow-minded nalionalism which does not
allow for other ethnicities.

# i Harmony Centre had been invited into government, the Russian-speak-
ing minority would be belter represented and there would be less support
for the referendum.”

Mo-vole supporters

# This referendum is an attempt to weaken Latvia’s sovereignty, inde-
pendence and identity.”"

# The country has much greater priorities than language, such as econom-
ic recession.”

# A referendum will not solve the country’'s problems, which go much
deeper than language, but will cause further divisions.”

# Accusations of the referendum being financed by Russia {e.g. by MP
Ralvis Dzintars from the National Afliance).”

KEY EVENTS

30 Jan 2010 15 Feb 2011 9 Jun 2011

Nov 2011

16 Jan 2012 20 Jan 2012 18 Feb 2012

National Alliance
petition fails to gain

National Alliance | ‘United Latvia’ an-
starts a petition for  nounces 3 petition in
areferendum to ex- | favour of a referen-
clude Russian from | dum on the status of

state-schools. : Russian as a second
i state language.

i force areferendum, |

: 'United Latvia’ peti-
: tion collects enough
enpugh signatures to | signalures to trigger :
areferendum.

 Janis Kukainis, head 30 MPs attempt to get | Referendum on whather

: of World Federation of | parliament to suspend | Russian should be granted
Fres Latviang, writes | theupcomingref- | the status of an official lan-
i anopenletterto dias- | erendum. Parliament  guage in Latvia. A total of
! poralatviansurging | refusestodo s0.” 1,088,593 people vots, Le.
i them to vote ‘No’ in the | 711 per cent of registered
: referendum,” : voters. 74.8 per cent vote

against the proposal,

STRATEGIC LOGIC

The Russian Federation considers the neighbouring Baltic nations to be part
of its traditional sphere of interests. Russian involvement in the Latvian ref-
erendum should be seen in the context of its ‘compatriot policy’, which in-
cludes support to Russian language speakers abroad.” This policy attempis
to establish a master narrative of a unified identity group - regardless of any

underlying complexity — and mobilise them in support of foreign policy goals,
while undermining the ruling authority of the target nation. In this case, es-
tablished networks were used in an attempt to destabilise Latvia from within,
using a range of measures 1o exploit a fauit line in society which had been
exposed by the unnecessary domestic politicisation of a social issue.

IEASURES

DEPLOMATIE, Russian political representatives (President, Foreign
Minister, MPs) pressured the Lalvian government to change its citizenship
policy. The Russian Ambassador to Latvia blamed the Latvian govern-
ment's policies for causing the referendum, accusing it of not addressing
interethnic issuss.” Russian Foreign Minister Sergei Lavrov portrayed the
referendum as a legitimate desire for justice, commenting that “people
want to be heard. They want 1o achieve that their rights 1o speak, think and
raise children in a native language are respected.™”

INFORMATION. The Baltic branches of Russian TV channels under
direct or indirect control of the Russian government {e.g. the popular First

Baltic Channel) supported the referendum.” NTV and REN TV Baitic, both
registered in the UK and subject to Ofcom codes of practice, were found in
breach for misleading advertisements urging people to sign the petition.™
Flyers appeared in Daugavpils with the slogan "Let’s not be servanis to
nationalists.”™

FINANCIAL. In May 2012, Latvig’s Interior Minister Rihards Kozlovksis
said that some of the funding for the referendum had come from Russia,
but did not provide any more details, citing protection laws and the fact that
this information was classified.

CHITICAL FUNCTIONS

# Safeguarding national sovereignty, territorial integrity, and democratic
constitutional order.

# Provision of fundamental values established in the Constitution of the
Republic of Latvia.

# Maintaining a strong civil society that has a unified understanding about
its value orientation.

# Maintaining the identity of the Republic of Latvia in regard to the Western
world that wanis to see Latvia as an independent, democratic, and legiti-
mate country.”

VULNERABIITIES

# Diverse ethnic composition of society with a relatively large Rus-
sian-speaking minority. Existing tensions between different identity
groups, such as complaints by ethnic Russians of being discriminated
against, can be exploited by outside aclors.

# Issue of non-~citizens who cannot participate in elections, cannot hold
governmental employment but have 1o pay taxes.

# Inclination of Russian-speaking groups to be mobilised along the lines
of ethnicity and language.

THREATS

# Targeted division which increases tension between different groups in
society. In defending the Latvian language, the Latvian government risked
being seen as marginalising the Russian minority, thus further enirenching
their opposition to the government.

# Efforts to create distrust between society and government by portraying
the government as violating human rights of non-citizens.

ATIONAL SECURITY INTERESTS

# Attempts to internationally discredit the Republic of Latvia and aggravate
the domestic policy in the Republic of Latvia.

#® Russia’'s compalriot policy could be perceived as disruptive since it en-
courages compatriots to advocate for change of domestic policy in other
countries, It thus directly undermines the ethnic integration policy of Latvia
which is fargely based on fanguage.”

EFFECTS

# The referendum re-emphasised the issue of citizenship and limitation of
non-citizens' rights, and enabled criticism of the Latvian government by
Russia’s official leadership.

# The Latvian Ministry of Foreign Affairs acknowledged that the referen-
dum revealed sensitive issues about Latvian society. The government
further recognised the need for more integration and naturalisation meas-
ures in Latvia, with an emphasis on non-citizens given assistance to learn
Latvian.”

# Exacerbation, even if just temporary, of the ethnic/language clash within
the society. Yes'-campaigners vowed that the referendum was not the
end and that Bussian-speaking citizens would continue to fight for equal
rights.®

# Entrenching of radical views on both sides of the debate.
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2007 - 2017

ThBaal anaa
Arcademic Grouns: NGOs

SUMMARY

Ihelnstitute of Democracy and Cooperation 1DC) was founded in 2008
and describes itself as a 'think tank’ which focuses on “the role of his-
tory in contemporary politics, the relationship between soveraignty of
states and hurnan rights, east-west relations, and the role of NGOs and
civil soclety in democracies” Whils the 1DC has no formal connection

to the Russlan government, its board members and directors are close
alliss of the Kremlin and the positions they take closely align with the
Kremilin's agenda, overtly sUpporting and justifying Bussian Federation
policy and ideoclogy.”

The Paris branch is led by former Bussian Duma member Natalya Na-
rochnitskaya and British historian John Laughiand, while the New York
branch (closed in 2015) was led by Andranik Migranyan, former advi-
s0o1 to Boris Yeltsin, The 1DU's perspeciive is based on Europe-Russia
cultural Hes, Bussian nationalism, and Fussian sxeceplionalism built on
Orthodox Chiristianity and it presents research through this perspective
fAcross a range of issues including the Syrian War, BU politics, human
rights, nistorical revisionism, and religion. Its efforts appear to be pri-
marily focused on conferences, university talks and UN side-events, as
well as media appearances on a range of pro-Kremiin outlets.

CONTEXT

# Hussizn ‘sofl powsr {0008, The IDC was founded during a
period when Russia was evolving its approach te ‘soft power’ in the early
to mid-2000s. During this period, the Russian government invested sig-
nificant resources in such tools as Russia Today {later RT) and the Russ-
kiy Mir Foundation. Some of these institutions were inspired by Western
models, while others were Russian innovations.”” Russian soft power today
is characterised by a tendency to exploit vuinerabilities in other societies
rather than promote the strengths of its own society.” Russian soft power
should be understood as different to Western conceptions of soft power,
While Western soft power is usually defined as a mixture of a government’s
actions and the result of civil society activity which is independent of their
government, the Russian version is based more heavily on govemmental
and quasi-governmental institutions that promote a government-directed
image of Russia.® Putin defined it as “a matrix of tools and methods 1o
reach foreign policy goals without the use of arms but by exerting informa-
tion and other levers of influence.”™"

KeY ACTORS

Natalya Narochnilskaya Head of the Paris branch Has connections with
the Krenilin as a former member of (he State Duma and Vice choitman ol
the Duma’s Foreign Affairs Committes.’ Holds high level or advisory posi-
tions in the Russkiv Mir Foundation, the Historical Perspective Foundation,
and the Foundation for Supporting and Frotecting the Rights of Comipatri-
ofs Living Abroad "

John Laughland Direclor of sludies, A Brlish citizen who holds a doc-
torate in philosophy fron) the University of Oxford. Known pomanly for his
Ewroscepltic views,

ARRATIVES

B

# The liberal world order is flawed.

# Russia is a major actor in the international order.

# There is a need for a new multi-polar world order which mitigates the
ability of NATO and the US to do harm.

M s e
Erance, Russian Federation

Ker POINTS

© Certain Bussian and Bussia-funded GONGOs, NGOs and think
tanks exist to promote the political agenda of the Kremilin in order to
achieve Russian foreign policy goals. 1tis likely that the {DC Is one such
example, although there is insufficient publicly available evidence to
conclude definitively that this is the case ™

1 The IDC promiotes themes ranging from problems with the liberal
world order, double standards in international community behaviour
towards territorial sovereignty, the American subjugation of Christian
values, the need for a multi-polar world and Russia as an important
actor in the international order,

U Organisations such as the DU seek to legitimise their agenda by
portraying themselves to be intellectually robust, honest and eauiva-
lent to other reputable NGOs and think tanks. Such organisations are
made distinct by their opaque financing, informal links to hostile state
actors and a lack of empirically-driven research. Like other entities
aligned with the Kremlin they generally seek to point out the weak-
nesses of other stales rather than promote Russia’s own strengths,

I Addressing the potential threat from such crganisations requires
an approach which respects freedom ol expression and associalion,
Governments should: collaborate with other nations fo investigate net-
works, raise awareness of organisations which have unclear links to
adversaries 1o prevent tacit endorsement and increase the level of ac-
countability and Hnancial transparency,

PROVOCATIVE NA

IMAGE — The IDC’s John Laughiand commenting on NATO's mission on RT in 2014.

Anatoly Kucherena founder of IDU A Bussian academic and lawyer
Known Tor representing exiled lformer Ukrainian leader Vikior Yanukovych
and NSA whistleblower Edward Snowden. He serves on the Public Cham-
ber — a civil society advisory board for the Kremiin — and sits on the board
which oversees the Federal Security Service (FSB).

Andranik Migranyan Director of IDC s New York branch from 2008 2015,
Held posts on the Council on Forelgn and Defense Policy of the Bussian
Federation, the Public Chamber of the Bussian Federation, the Presidential
Councll of the Bussian Fedaration and the Valdai Discussion Club

# The international community shows double standards and hypocrisy in
world politics {especially in regards to inconsistent recognition of seces-
sionist movements),

# American Christianity is being subjugated by liberal values.
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KEY EVENTS

2007 - 2008 May 2008 4 Jui 2013 23 Nov 2013

Dec 2013

25 Nov 2014 28 Jun 2015 2015

ThelDC forms; | TheiDC releases

offices in New | its first publication
York and Paris | “Orangs Webs”

open. : which argues that

the Orange Revo-

TheiDCor- {  TheliDCholds

ganises a Parls  { confersnce on 'the
:symposium on the :  family’ in Leipzig.
: defence of family ¢ Speeches by Olga
;  valugs, whichis | Batalina and Blena
I olution (2004-2008) | atended by the
I was a Weslern : French Christian | and Vice-Chairman !
s plot.”® Excerpts from © Democratic party | of the Family Affairs
¢ the publication are : leader Christine : Commitiee of the
: hosted on RT before : Boutin. ¢ Russian Duma,
: its official release.

Laughiand de-
{ nounces pro-Europe | alaconigrence or-
: protests in Kiev and | ganised by the State : granyan explains that
the ultranationalist
Svoboda party, ac :
* Mizutina, Chairman | cuses Western media | crisis of confidence : situation with human
of propaganda. |

I The iDC is granted
pacial consultative
tatus by the United
Nations Economic
and Sociat Council
(ECOSOC)

The IDC New York
office closes. Mi-

Laughland speaks

i Dumain Moscow | the IDC's "mission is
{ on “Overcoming the | over,” because “the

in Europe,"“ rights in the US has

N LS
improved.” i

STRATEGIC LOGIC

There is no conclusive evidence available in the public domain to support
the assessment that the IDC has direct financial links with the Kremiin,
or that the Kremlin directs or enables its activities. However, it promotes
narratives that are very closely aligned with those of the Kremiin; John
Laughland is a regular contributor to Russian state television and the lead-
ership’s multiple roles with other Bussian entities discreditthe IDC as an in-
dependent institution, It could therafore be considered a component of the

Kremlin's soft power measures in support of foreign policy objectives. "

Consistent with other Russian soft power measures, the IDC seeks to
point out the flaws of other societies over and above the promotion of the
strengths of Russia.” It is assessed that the primary target audience of the
IDC Hes in political circles and policy-makers.

IEASURES

DIPLOMATIC, The IDC has sought to achieve legitimacy and influence
through diplomatic entities and events.”

INFORMATION. The IDC deals with international topics such as
Syria and Ukraine that are of interest to the Kremlin, primarily reflecting a
pro-Kremlin perspective of history. Narochnitskaya and Laughland lever-
age the perceived legitimacy of a European think tank to bolster their status
as authorities on relevant issues.

Events in which guest speakers from sympathetic organisations attend add
an external, bui echoing, voice. These events seem to receive minimal me-
dia coverage in France but are occasionally covered by pro-Kremlin-media
sources.

The IDC has also oceasionally appeared in a range of English and French
language media outlets which had varying reach. The most significant of
these media outputs are Laughland’s regular articles for RT France which
tend to focus on divisions, problems and hypocrisies in EU politics and the
US as well as fopics of interest to the Kremiin such as Ukraine, Catalonian
secessionist movements and Syria.”®

FIMANTIAL. The IDCisfunded by unidentified "private donors’. Laugh-
land claims funding comes from the Foundation for Historical Outlook in
Moscow, which is financed by unspecified private Russian companies.™

CRITICAL FUINCTIONS

France's national security functions relevant to institutions like the IDC in-
clude:

# National cohesion.”

# Informed public debate.
# Trust in government institutions.

# A healthy civil society in which a diverse range of voices (citizens, organ-
isations and businesses) can participate in the contestation and construc-
tion of progress in society.”

VULNERABILITIES

# Anti-American sentiments in France. The “US versus Russia” dichotomy
presents an avenue through which pro-Russian propaganda may resonate
disguised as anti-Americanism,

# Conservative-secular cleavages in French society. The IDC focuses
on controversial issues such as the legalisation of same-gsex marriage,
presenting arguments which align with more conservative viewpoints in
society.”

IATIONAL SECURITY INTERESTS

THREATS

# Creation of ambiguity by adversaries in an unstable and uncertain stra-
tegic environment, which in turn threatens 1o increase existing tensions in
society.”

# Strengthening the interest of farright movements and polarisation in
France through disruptive discourse.

# Undermining of public discourse, if arguments based on heavy bias and
selective use of facts are perceived as scientific facts.”

EFFECTS

# The IDC is assessed 1o have limited resonance at the mass public level,
due to its narrow communication output, minimal resources and limited
reach. it has low levels of engagement on soctal media channels and rela-
tively low presence in mainstream media.”

# The IDC is perhaps marginally more effective at the political deci-
sion-making level through its events which feature high-level Russian fig-
ures, as well as through its engagement with figures from fringe or nation-
alist parties.

# The effect of IDC appearances at decision-maker level discussions and
events may sensitise these audiences 1o Kremlin-aligned perspectives.

# Surveys of French public opinion suggest anti-Russian sentiment is still
high (70 per cent of respondents displaying anti-Russian opinions and 85
per cent distrusting Putin).*®
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e e Thnaanl A
2006 Economic leverage, Political aclors

SUMMARY

Zambia s one of the most important destinations for Chinese invest-
ments in Africa,’ The southern African state is one of the world's largest
copper producers. and Ghina, the world ¢ largest copper consumer,
has been eager 1o secure continued access fo raw materials. Chinese
investment in the Zamblan mining and construction sectors, by both
state-owned and private companies, has been actively encouraged
by the Chinese government, which alse provides development aid re-
lating 1o agriculture, telecommunications and Infrastructure. This in-
vesiment has been accompanied by an Inllud of Chinese workers as
many companies prefer o imporl skilled labour ralher than rain and
contract locally.”

Although the Zambian government generally welcomed Chinese n-
vestment anli-Chinese sentivent amongst the Zambian population
had steadily increased and became a pivotal issue in the 2008 pres-
idential slection. Many Zambians were angry about the displacement
of emall Ineal husinese by the Chinese poor working conditions and
delaved payvment of wages and the use of Chinese workers instead of
hiring local people. The death of 50 workers during an explosion at g
Chinese-owned mine in 20056, Zambia's worst industrial accident in 30
vears, led to public outrage over the circumvention of safety standards
and labour laws by many Chinese -owned companies.

KEY POINTS

# Chinese investinent wag welcomed by the Zambian govermment but
seen as Huealening by a significant part of the popuiabion. The two
opposing views of Chinese presence - as being either benelicial or
harmiul — undedline the political nalure of any assessment of hostility,
Framing economic dependency as malign is particularly resonant when
successfully linked 1o concerns held by the local population regarding
foreign influence. The 2006 Zambian elections essentially became a
refarendurm on Chinese influsnce.”

% Economic leverage can translate into domestic political influence,
The Uninese ambassador announced that China would cut relations
with Zambia and development aid and nwestment would be ot on
hold i1 Michael Sata was elected president and took steps 1o recognise

CONTEXT

= Chinese sngagement in Afrioa. China has been investing in
the African continent for decades, undertaking large infrastructure projects
including railways, poris, dams and bridges and telecommunications, as
well as investing in areas such as mining, agriculture and manufacturing.
There are currently over 10,000 state-owned and private Chinese firms
operating in Africa.” Reports regularly surface of predatory joan practic-
es and Chinese corporations circumventing labour laws or environmental
standards. Some Western observers maintain that China's interest in the
continent is part of a 'new scramble for Africa’ and focused on exploiting
its abundant natural resources. However, much of China’s economic ac-
tivities and ‘soft power’ efforts have underlying political objectives (e.q.
building support for its ‘One China’ policy), and China consistently evokes
the narrative of solidarity and 'win-win’ situations.

# Background on Zambla. Zambia gained independence from
Britain in 1964, Compared to other sub-Saharan African stales, Zambia
has since enjoyed relative political stability, despite enormous internal

Ko AL IORS

Chinese Embassy in Lusaka mos! imporion! contact for Chinese lnves.
tors in Zambis, funclions 3s exlended arm of the Chinese political leader-
Ship and is dirsctly involved in investment negotiations”

Movement for Multi-Farty Democracy (MMD) centre-lefl party that was
in power in Zambia from 1991 2011

Patriotic Front (PF] social democralic party, inifially founded in 2001 as
personal vehicle of Michael Sata

Maine s e e
Zambia, People’s Republic of China

Opposition presidential candidate Michael Sata tapped into fears over
Chinese influence, campaigning with a manifesto which was overtly an-
H-Chinese. Sata criticised China's ‘exploitation’ of Africa, calling Chi-
nese companles Yinfestors’, and pledging to expel Chinese businesses
Yo Zambla, He also courted Talwanese businesses and described
Talwan as a ‘sovereign state at which point Ching intervened. Their
ambassador n Lusaka convened a press confetence, accusing Sata's
party of signing an agreement with the Talwan authortles and stating
that if Sata was elected president and recognised Taiwan, China would
cul diplomalic lles, and investments would be stalled unill bilateral re-
lations returned to normal, The announcement was widely reported as
an open threal,

Sata lost the elechion Byl gained 29 per cent of the vole with his
party taking every seat in the capital | usaks and the Copperbell e
gion, where Chinese presence was narticiiarly high, After the results
were announced note broke out in Sala's strongholds, predominantly
targeting Chinese-owned shops” Responding fo the backiash, China
focused on soltening Hs unage by providing more incentives sich
as bullding hospitals and sports venues” The financial crisis of 2008
and subsequent global recession also led to Zambians taking a more
favourable view of China, as Chinese companies were able to mitigate
the worst impact of the sconomic downtum in Zambia,

Talwan. It is not clear if the Chinese intervention had a decisive effect
on the election oulcome, and it may even have been counterproduc-
tive, by reinforcing public opinion that Chinese investment was linked
to llegitimate influence in the Zambian government and reigniting co-
lonial-era memories of the struggle for independence.”

% The absence of credible data on issues such as migration can lead
o threat inflation, as the vacuum created by a lack of factual informa-
ton allows alarmist speculation 1o fill the gaps. Authoritative figures on
Chinese prasence in Jambia were incomplete. contradictory or nac-
cassible, which enabled Michael Sala fo ¢ite scare numbers of 80,000
Chinese people living In the country - more realistic estimates range
from 13,000 to 22 000 peopls.!

ethnic and lingual heterogeneity.” The country also has relatively strong
trade unions and civil society organisations. The country’s population has
grown from 12.4 million (2008) to 17.8 million (2018). Formerly a one-party
state, Zambia's recent multiparty elections have been recognised as large-
ly free and fair”

= History of Sino-Zambian relations. Zambia established re-
lations with China directly after independence. The relationship, described
by former Zambian President Kenneth Kaunda as an ‘all-weather friend-
ship’, was driven by ideological and geopolitical considerations from the
1860s-1980s: this included development aid and grand infrastruciure pro-
jects, such as the TANZAM railway between Zambia and Tanzania, as well
as support for Zambia’s anti-apartheid campaign and collaboration during
the Cold War period.” More recently, China has been focusing on trade,
and on investments in the Zambian construction and mining sector.

Li Baodong Chinese Ambassador to Zambia (2005 - 2007)

Hu Jintao President of China (2003 - 2013)

Levy Mwanawasa President of ZJambia (2002 - 20081 MMD, died in office
Michael Sata Leader of Palriolic Fronl (PR}, presidential candidaie in 2006
and 2008, President of Zambila (2011-2014), died in office
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ARRATIVES

Chinese government

# Growing bilateral trade is beneficial to both countries.
# Chinese aid and investment in areas such as mining, in-
frastructure or agriculture has improved ife for Zambians: tion."”
it contributes to the country’s gross domestic product and
creates job opportunities.”

# If Sata is elected president, recognises Taiwan and ex-
pels Chinese investors, then China might sever ties with
Zambia.

# Chinese investors are 'scared’ to come to Zambia be-
cause of Sata’s 'unfortunate’ remarks; further investments
have been put on hold until the uncertainty surrounding
bilateral relations is resolved.'

relations.”

na’ policy.”

Lambian government

# Sino-Zambian relations consist
of mutually beneficial coopera-

# China has long been a reliable
ally of Zambia, both in terms of
development and international
# Zambia supports the ‘One Chi-

# Written apology to Beijing by
Zampian President Mwanawasa
over Sata’s comments.”

Michasl Sata

# Chinese economic engagement in Zambia amounis
o exploitation and plundering of natural resources.”™
# Campaign slogan ‘Zambia for Zambians’; Zambia
has “become a province of China.”™

# Chinese companies are too often importing their
own people for work that could be done by locals.

# Chinese managers are ill-treating Zambian work-
ers, only employing them on shori-term contracts
with no benefits, and are not respecting safety regu-
lations or environmental standards.”

# Accusations of large-scale repatriation of profits
and tax exemptions.”

KEY EVENTS

1960s~ : 1980s- |  Apr | Jul | Jan~-Sep 4 Sep 28 Sep 3~6Feb | 20Sep
80s 2000s 2005 ;o 2006 2006 2006 2006 2007 2011
China provides Privatisation of 52 workers 6 workers opulist election Chinese ambas- Zambian Presiden- Chinese SBata wins pres-
devslopment Zambian mining killed in are shot campaignof [ sador lo Zambig Li tial Election: Sata President Hu idency in his
aid to Zambia, sector, Accessto [ explosionat ; duringriots ; Michael Sata | Baondong tells pres: performs strongly, Jintas pays  ;  third attermpt,
mainly driven resources (esp. | Chinese-owned . over delayed . (PF)capitalises | that China “shall ut uitimately loses 4 . although he has
by ideological copper) becomes : mine, sparking :  wagesata ongrowing | have nething to do toned down
and geopolitical : most important driv- | anger atlackof | Chinese- anti-Chinese | with Zambia if Sata Riots break out in : anti-Chinese
considerations, | er of Sino-Zampian | safety stand- | owned mine, sentiment. ¢ wins the elections Sata's strongholds, zeo- rhetoric,

relationship.” : ards.

: and goes ahead ta nomic Zone.

552

targeting Chi-
ese-owned shops.?® |

: recognise Taiwan.

STRATEGIC LOGIC

Chinese engagement in Africa is motivated by a mix of profit and strate-
gic interests, State-driven investment in Zambia's mining and construction
sector is primarily aimed at gaining access to the country’s natural resourc-
es. The aid and investment from China also has political aims, including
building a long-term relationship and generating support for its ‘One China’
policy. The ambassador’s statement that China would break off relations
with Zambia if Michael Sata was elected was interpreted by the Zambian

opposition and many Western commentators as an overt and direct in-
tervention in the election. China was accused of attempting io leverage
Zambia’s economic dependence on China o change voting behaviour.
Nevertheless, the position articulated by the ambassador was also con-
sistent with Beijing’s ‘One China’ principle, which is a fundamental element
of China’s foreign policy and a key prerequisite for its relations with other
countries,

EASURES

DHPLOMATIC, The Chinese state backs Chinese investments in Zambia
at the highest political level, Negotiations on Chinese development assis~
tance and investments take place through the FOCAC (Forum on China-Af-
rica Cooperation), as well as during official state visits,*® Not all Ghinese
investments in Zambia are aimed at making profit: for instance, Chinese
investments in agriculture {(e.g. irvigation systems) or support to Zambia’s
broadcasting services {e.g. providing FM transmitters) are of a charitable
nature aimed at development and poverty reduction,” although they are
likely also designed in pursuit of political objectives, such as gaining sup-
port for the ‘One China’ policy.” The elections of 2006 were the first time
that China openly got involved in the political process of Zambia through
public statements.

ECONOMIC/FINANGCIAL. In 2006, China was the biggest investor
in Zambia (USD 209 miliion),*” and 200 Chinese companies were recorded
in the country.™ Chinese FDlis dominated by large state-led, policy-driven,
publicly owned companies, although private companies are gaining more
importance.” The majority of Chinese FDI to Zambia targets mining or min-
ing-related activities, although FDI also flows into the construction, agricul-
tural or manufacturing sector.™ The state-owned Bank of China established
a branch in Zambia for the political and non-commercial purpose of facili-
tating the day-to-day activities of Chinese companies in Zambia.”

CRITICAL FUNCTIONS

# Free, fair and independent elections.

# Low unemployment, reduction of poverty.

# Enforcement of legal standards regarding safety and envirorment
throughout the country.

# Encouragement of Foreign Direct Investment and development aid from
allied countries.

VULNERABIITIES

# Zambia’s economy is highly dependent on the copper sector, and by
extension on the fluctuation of international market prices.™

# Zambia is one of the poorest countries in the world; around two-thirds of
the population live below the poverty fine.”

# Corruption, especially among labour law enforcement officials that are
willing to overlook lack of safety reguiations.™

# Unemployment is close to 50 per cent in Zambia (2006).%

# Increasing economic dependence on Chinese investment, particularly
in the mining sector.

ATIONAL SECURITY INTERESTS

THREATS

# The increasing use of Chinese labour by Chiness companies in Zambia
leads to inoreased informal employment or even unemployment among
Zambians.”

# Foreign interference in elections o influence the voting behaviour of the
population.

# Health and safety of Zambian workers is threatened through managers’
non-observance of labour law.

# For the incumbent MMD government, popular discontent with Chinese
economic engagement threatens the future flow of FDI and aid from China.

EFFECTS

# Statements by the Chinese ambassador had no negative effect on offi-
cial Sino-Zambian relations.*

# Perceived interference by ambassador reinforced the narrative of hostile
Chinese influence.

® Anti-Chinese sentiment decreased during the global recession 2008-
2011 despite falling copper prices, Chinese companies were able to
maintain workplaces and mitigate the impact of the economic downturn,
as the Chinese financial sector was relatively insulated from the crisis.
In his future election campaigns, Michael Sata used ‘anti-exploitation’
rather than ‘anti-Chinese’ rhetoric,*
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2001 ~ Present

Thnaanl A
Religious groups

SUMMARY

The Serbian (nthodox Chureh (Srpska Pravesiavne Criva ot 5801 s g
self-ooverning church within the Bastern Orthodox Church a lamily of
13 self-governing bodies defined by the nation in which they are locat-
ed. Although the Serbian constitution guarantees the seculay nature of
the state the SDC playe & hiohly imporiant role i the constroction of
Sarbian pational identity and holds a privileged position in combarison
to other rellgions in Serbia ” In 2011 BAG per cent of the Serbian
poopulation describad themselves as orthodox.

The BPC has strong connections 1o the Russian Orthodox Ghurch
{(ROU. Moscow Pabriarchate) and thelr cooperation has increased
over the |ast ten years. The ROC is closely connected to Russian lan-
guage, history and faith, Bussian political life and the Russian Feder
ation’s intelligence apparatus. It Uses an Eastern Orthodox Christian
tradition to promole a pro-Russia stance as the only viable path for
Eastern European stales, speaks out against NATO and the EU and
condemns the 'moral degradation’ of the West® The Kremlin likes to
poriray i1self as a chamipion of traditional conservative and nationalist
values rooted in Eastern Orthodox Christianity, in opposition to West-
ern liberalism.

KEY PO

U The SPC is an independent body and shouid not be seen as a 'Rus-
sian agent’, but rather as a uselul ally for the Kremlin 1o achieve foreign
policy oblectives as well as g sultable channel 1o reach relevant Serbi
an audiences. The ROG and the 8P share many interests and goals,
Ihe 8PO tries to influence political events in ways that are in line with
the Rusalan agenda (especially relations with Serbia's neighbours, Ser
bia’s bid for EU membership, and the Kosovo issuel

1S

U The 8PC actively pushes a pro-Russian outlook such as the pio-
muotion of both real and fictitious historical and religious links between

CONTEXT

m Fussia and the Western Balkans. The Western Balkans is a
territory of ongoing competition between Russia and other actors, such as
the US and EU, and a key region regarding the control over energy supply
routes to Furope.” Putin has stated that Russia will not accept Kosovo's
independence and has been blocking its accession 1o the UN with its veto
in the Security Council.”

= Serbiz’s bid for BU membership. Serbiais moving towards
EU integration, Including membership by 2025, but a lack of momentum
has led to doubts over EU commitments 1o the region, which in turn has
created vulnerabilities for Moscow {o exploit. Between 2009 and 2015 poll-
ing indicated a decline in public support for Serbian EU membership, and

KEY ACTORS

Serbian Orthodox Church [SPC)
Russian Orthodox Church (ROC)
Obraz Serbian farrght orthodox

M s e
Serbia, Russian Federation

Although the BROU and the 8DC have close Hes and share many inter
esls, they should not be seen as a single entity with unified policies.
The 8PC s generally nol as conservalive as the ROC. although some
of the more hard-line SPC clergy hold similar attitudes lo the BO0's
opposition to Western values, PG opposition to the West is primarily
linked ta the Kosovo recognition [ssue the 8DG insisls that Kosovo s
part of Serbia, and must not be fraded for EU membership (which is
only possible for counbries without open border disputes)

The Bussian governiment has attemipted to ingrease its influence in
Serbid through and within the SPC through financial and diplomatic
means. In 2016, Bussian energy company Gazpron invested EUR 4
million in the creation of mosaics for Saint Sava in Belgrade, the larg-
est Serbian Orthodox church.” Russian politicians and diplomats fre-
quently present themselves as orthodox, refer 1o or Use the language
of the SPC in public statements, and publicly interact with the church
to improve thelr public image and address the predominantly orthodox
audience in Serbia. Similar strategies are used by extremie right groups
in Berbia who are supported by hard-line SPC clergy, such as their
protest against the LGRT movement in the country.

Serbs and Russians and organising protests against the independence
of Kosovo or Western liberal valles such as LGBI events. By pro-
moting anti-Western sentiment and perpetuating ethnic tensions, the
8PC s actions broadly align with Bussia's interests in the region,

U As orthodox churches often focus on one specific ethpic group and
often have extensive influence at avery level of society they are a par
ticularly effective mieans to exploit the (sthnic) divisions over nation
states in the former Yugoslavia region.

in 2015 the majority of people saw Serbia’s interests best served by main-
taining strong ties with Russia, with the idea of Russia being ‘orthodox
brothers’ as the most commonly cited reason.”

# The BPC and Kosovo. The SPC perceives Kosovo as the cradle
of its medieval civilisation; many of the SPC’s most important churches
and monasteries are located in Kosovo, and the Patriarchal Monastery
of Peé in Kosove is the historical seat of Serbian Patriarchs.” Since the
Kosovo War, many SPC churches and monasteries have been damaged
or destroyed by Kosovo Albanians, and several priests were killed, The
Serbian government has accused Pristina of not looking after SPC sites
properly, or even colluding in their destruction,”

. Patriarch lrenej head of Serbian Orthodox Church (since 2010)
. Patriarch Pavle head of Serbian Orthodox Church (1990 - 2009)
__ Patriarch Kirill bead of Russian Orthodox Church (since 2008)

ullranationalist group, banned since . patviarch Aleksy H head of Bussian Orthodox Church (1990 - 2008
2012 . Bishop Teodosije Sibalic spiritual leadsr of Orthodox Serbs in Kosovo
. Sava Janjic prominent SPC Abbot in Kosowo, opposes Brussels agreement
. Bishop Amfilohije Radovic head of the SPC in Monlenegro: strong anti-NATO views, called for referendum on
_ Montenegro's NATD membership
. Miadian Diprdievic key financer and supporter of opposition figure Dragan Bilas; close Hes 1o Russiz; protects
. ‘oppressed Serbs in MNE, Croatia, Bosnia and MKD via 5PC
. Aleksandar VUCi€ President of Serbia isince 2017), Prime Minister (2014 - 2017)
. lvica Dadie Prme Minister of Serbia (2010 - 2014 2017
. Ana Brnabi¢ Pame Minister of Serbla (since 2017), first woman and first openly gay berson fo hold that office
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ARRATIVES

Serbinn Orthodox Church

# Hard-line SPC clergy openly supported Milosevic during the 1990s,
publicly blessing Serb nationalist paramilitaries who committed war
crimes in Croatia, Bosnia and Kosovo."” Moderate SPC clergy participated
in pro-democratic protests, and asked Milosevic to step down after the
Kosovo war,™"

# Opposition to LGBT events such as pride parades; promotion of wradi-
Honal Christian values.

% Opposition 1o independence of Kosovo: mixed positions on Serbian ac-
cession to the EU.” Use of religious nationalism 1o promote a pro-Russia
path as the only viable alternative for Eastern European states.

Russlan government

# Steps taken towards EU integration are a ‘forced democratisation of the
region’ that is not supported by the people. The EU wants to pull Serbia
away from the “traditional Slavic-Orthodox brotherhood’ or concept of
‘pan-Orthodoxy’ based on the historical ties between the people of Russia
and the people of Serbia.”

# Support for Serbia over the Kesovo recognition issue.

2008 2010

Jan 2013 Jul 2013 MNov 2014 Jan 2016

A group of peo-~ SPC holy sites Kosovo declares Clashes and van-

ple led by priests :  in Kosovo are i independence; : dalism surrounding
disperse the first | vandalised and | notrecognised by [ the Pride Parade,
attempted Pride : destroyedon Serbia. 1 involving far-right

activists and some
church represanta-

ParadeinBel- : amassscale
grade, beating  : during protests of ©
up many partici- : Kosovar Albani-
i) N 20 2
pants. : ans. people wounded;
Pride ?aradg:,)s for 3
years,”

© Over 100 Serbian
stroyed in Kosovo:

fives, resulting in 150 ¢

¢ government prohibits :

Patriarch Iringj ROGC and SPC
visits Patriarch  : primates meez‘Ser-
Kirill in Moscow, : bian PM Vugi¢™ ang

calling on Russian : President Nikolic:®

i supporttopre- | aiming 1o sustain ties !

: serve Kosovg and | with Russia despite

: Metohijaf” : EU membership

bid; Patriarch Kirill
accuses Europe of
‘abandoning Chris-

tian values'.?”

SPC pushes for

: referendum on

: NATO membership
in !\Aon%enegrof8

Orthodox grave-
stones are de-

several churches
23
are looted.

STRATEGIC LOGIC

The RQOC and, by association, the SPC, are used o promote a spiritual
dimension of Russian foreign policy by promoting a particular set of val-
ues. Russia’s apparent aim is to use the SPC, along with a range of other
‘soft power’ measures to destabilise the region, delegitimise the EU and

integration process, reduce the likelihood of cooperation with NATO, and
slow the progress of both transitional justice and the normalisation of rela-
tions with Serbia and Kosovo.™

IEASURES

DHPLOMATIS, Russian politicians and diplomats put themselves for-
ward as being Orthodox and speaking the language of the church 1o exploit
its strong position and high levels of trust to advance their political interests
and policy priorities.”

INFORMAYION. Orthodox links between Russians and Serblans are a
key source of public trust in Russia and its willingness to operate in the in-
terest of Serbia.®" High level of public trust in Russia and post-Soviet Union

of Orthodox Serbs and large number of followers make sure that messages
from the Church or affiliated to it reach a broad, receptive audience.*

FINANCIAL, Funding from the Russian Orthadox Church and private
sources to the Serbian Orthodox Church, for example contributing to (UN-
ESCO-supported) church restoration projects {mainly in Serbia, Kosovo
and Metohija in particular).”®

CRITICAL FUNCTIONS

# Successful democratic transition of the countries in the region.

# Favourable conditions for joining the EU, sustaining democratic process-
es and a foreign policy orientation towards Europe. The majority of Serbs
wants to join the European Union, aithough many believe that Serbia will
never become an EU member.*

VULNERABILITIES

# Economic and social problems, including the social status of displaced
and internally displaced persons in former Yugostavia, "Inadequate inte-
gration of certain minority communities and groups in the wider social en-
vironment” of Serbia.*®

# Unresolved political status of Kosovo, lack of progress in implementing
the 2013 Brussels Agreement.

# Lack of momentum in EU integration, partly justified by a fack of progress
on critical issues such as corruption and political reform,

# Weak state institutions.

ATIONAL SECURITY INTERESTS

THREATS

@ “Distinct national, religious and political extremism and the destruction
of cultural heritage [...]. Ethnically motivated acts of violence that contrib-
ute to the creation of insecurity and fear among members of the Serbian
people and minority ethnic communities.”™

# Competing security threats between NATO/EU and Serbia regarding
Kosovo and Metohija,

# Risk of increased support among Serbian Orthodox audience for closer
relations with Russia and away from EU accession, by directly discrediting
the EU and promoting anti-Western and pro-Russian sentiments,

EFFECTS
@ Disruption of the normalisation of relations with Kosovo by SPC inter-
ference {with the backing of ROC), which is necessary for EU accession.

# Discrediting of pro-European politicians in the eyes of the Orthodox Serb
audience {g.9. statements defying Ana Brnabic, the first openly gay minis-
ter serving in a Balkan country).”

# Serbia’s far right {connections with Orthodox Church, aligned themselves
with SPC ideology and position) has employed the threat and use of vio-
lence to push the state to outlaw (certain) constitutional rights of the LGBT
community {prohibition of Pride Parades after viclence in Beigrade).™
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SUMMARY

The Communist Parly of Bohernia and Moravia (KSOM) was onoe the
unguestioned political panah of Gzech politics. However, this changed
shortly after the October 2017 perliamentary elections. The KSCM's
return from the political wilderness has taken place primarily through
the shigleaic sponsorshin of Coech President Milos Jeman who was
narrowly elected to a second term In January 2018 The preaident s
steadfast support for controversial Prime Minister Andre] Babis also
required resurrecting the communists in order for the PM's cabinet
to secure a majority vole of confidence, which finally ook place on
12 July 2018 after an eight-month period of poiitical uncertainty. As
2 resull Moscow-friendly President Jeman is in g position 1o oxert
extraordinary influence over the cumrent Uzech government.

The KSCM's rise to a position of effective influence thiough its Pat-
ant of Tolaration’ with the dominant goveming party ANO (Action of
Digssatistied Uitizens) nresents several potential secunty threate 1o the
Czech Republic, NATO and the EU. The party, for example, opposes
the Czech Repiblic’s active commitment to NATO, and wants fo |ift all
sanctions against Russia, a stance congistent with its backing of Krem-
lin policy in Eastern Ulaine and Crimea. In late May 7018, the KSCM,

KEY POINTS

= Nocredible evidence of policy coordination with the Krernlin or fund-
ing from Bussian sowrces exists. The KSUM instead consistently aligns
taadf with Krembin policy positions in order 1o oppose Hs baditiona|
nemesis NATO, and to support the Kremiin's vigorous reassertion of
Russian power in the old Soviet mould, which brings Grech Commu-
nists back 1o their old geopolitical roots and alliance commitiments. The
party is more divided on opposition to the EUL

% The relationship of mutual convenience amoung the president, prine
minister and KSCM has craated an informal Gzech domestic political
alliance which is unlikely 1o take a tough line against the Kremiin on dip-
lomatic and security issues, as the decision 1o prevent a parliamentary
investigation into the novichok incident clearly suggests. This extends

CONTEXT

Communist groups in the Szech Bepublic. The K8CM is
the legacy party of the Communist Party of Czechoslovakia (KSC), which
gave up effective soversignty Tor more than 40 years in exchange for the
Kremlin’s political support and Soviet control over Czechoslovakia’s po-
litical, economic, social and cultural development, The KSGM have never
apologised for crimes committed during the communist era. Czech Cormn-
munists have been consistently hostile toward NATQ since 1990, even when

KEY ACTORS

KSCM (Komunisticks strana Cecha Moravy - Communist Party of Bohemia
and Moravia)

ANO (Akce nespokojenych obéanil — Action of Dissatistied Citizens) cur-
rently the dominant party in Crech politics and the personal political vehi-
cle of PM Andrej Babis

CBSD Ceska strana socidlne demokraticks ~ Crech Social Democratic
Fartyd, junior partner I cunent minorlty coalition povernment

SPD (Suoboda a piimd demokracie -~ Freedom and Direct Democracy) far-
right antf-immigration, Eurosceplic party

Halo Noviny (Hello Newspaper | longsianding print and electionic news
outlet of the KSCM

e
Russian Federation, Gzech Hepublic

in cooperation with strategic allies, defended Kremlin interests by col-
{luding 1o block a parliamentiary discussion of the use of the nerve agent
novichok in the UK in March 2018 which Moscow has linked io the
Crzech Hepublic on numerous occasions, The KSGM . in concert with
the radical night leg, 58D party) bave also aided the ongoing Kremiin
influence campaign in the Coech Reoublic through the promiction ol ||
liberal rhetoric which undermines demooralic inshitutions, This includes
support for anti-integration, anti-immigrant, anti-Muslini, anti-NATO,
and anti-Brossels nolicies. a trepd which is likely to continue,

As their position on the povichok incident demonstrates the KSCM
are unlikely to support policies which would pro-actively defend the
Czech Bepublic and NATO against threats from Hussia, The party is
instead likely 1o maintain a posture toward the Kremlin which leaves
the Uzech Bepublic increasingly vulnerable to hostile measures, The
party's aging electorate and difficulty in recruiting new voters, howev-
er, augur a continuing electoral decline, This will likely terminale thepr
influence after the current governmient leaves office and President
Zeman's political sponsorship project ends.

to possibly faciilating Bussian penetration of the Coech nuclear ener.
gy sector tuough 8 no-bid conbract tor Kremlinecontiolled Hosatom to
rebuild two nuclear power plants®

2 Uonversely, debunking false narratives about critical security-related
issues, notably immigration, should also be included in regularised, ex-
pertise-based pariamentary discussions of threats. The existence in the
Czech Republic of Islamophoebia without Muslims” serves as an exam-
ple of what can happen when propaganda-based narratives on conse-
quentialissues spread unopposed and political exdremists exploil them
in prder to divide society, attract support, and enshrine les as truth,

they did not aligh themselves with the Kremiin during the Yeiltsin era when
Russia was weak and preoccupied with domestic turmoll, and engaged
in launching a “Partnership For Peace” with the transatiantic security alli-
ance. Since Viadimir Putin’s reassertion of Russian power projection in the
international system, notably via his campaigns in Ukraine and Syria, the
KSCM has openly aligned itself with the Kremlin on crucial security issues.

Milog Zeman Urech President since 2013 re-elecied 2018)

Andrej Babis Czech Prime Ministe: (since July 2018), Chairman of the ANO
bolitical party (since 2012), billionaire businessiman and owner of two major
newspapers .

Voitéch Filip KSCUM Chairman (since 2008), Member of the Lowear House
{&ince 19986) .

Jifi Doleis reformist Vice-Chairman of the KSCM, MP (since 2002)
Zdenek Ondracek pro Kramiin MP since 20130
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KEOM

# The UN, not NATO, should be the foremost guarantor of the security of
the Czech Republic and the rest of Europe.*

# Russia, China and Iran should function as balancers of US and transat-
lantic power in the international system.

# Opposition to the Czech Republic’s active commitment to NATO, includ-
ing its participation in military exercises in the Baltic region.®

# |deological links with Russia are no longer rooted in communism but
have shified toward a more open embrace of pan-Slavism.

& The KSCM will remain strongly pro-Moscow as long as the Kremlin acts
as a balancer of US, NATO and EU influence in Eastern and East Central
Europe.

# The Russian annexation of Crimea is legitimate and the Russian-sup-
ported uprising in Fastern Ukraine is a civil war. EU and US sanctions
against Bussia over Ukraine should be lifted.

KEY EVENTS

12 Mar 2017 21 0ct 27 Jan 2018 5 Mar 21 Apr 31 May 10 Jul 12 Jul
President Zeman Electoral disaster on President Zeman se- ; Roughly 40,600 i President Zeman KSCM supports ‘Patent of Toler FPM Babis
urges Czech Social the lgft: the KSCM i cwesa second ter_m in : people demonstrate ; speaks at the KSCM ; the Kremilin fine : ation’ signed by . receivesa
Democrats 1o drop lose 18v0f 33 seats ‘ office. Sponsorship of i Aacross the country to | nalional congress and President : KSECM and ANQ majority of 105
their longstanding in parlxameqtary ‘ the KSQM as apoten- | prolest the glection irj Nymburk, ngan by col- : sets the terms of ; votes, includ-
ban on céoperatiﬁg elections, while the | tial coalition supporter | of communist-era while protesters luding toblocka  : the communists’ @ ing 14 from
with the KSOM. Social Democrats and “democratic  :  anti-riot officerand @ gather outside in pariamentary in- | return to political | the KSCM, in
lose 35 of 50 seats. party” ramps up, : KSCMMP Zdengék | disapproval of thelr | vestigation into the | influence. ¢ support of his
: . Ondradek to head the | head of state legit- | novichok attacks in | coalition.

parliamentary com-

of internal security

i forces. He eventually

resigns.

: ¢ imating what many
;. mission for oversight :

the UK.
consider a criminal ©
organisation.

STRATEGIC LOGIC

Kremiin policy requires pre-empting popular demands for political change
at home by making democracy appear weak, chaotic, failed, and inferior to
the oligarchic system it must perpetuate in order to maintain the position of
the current Russian elite. A large part of the Russian effort is aimed at op-
portunistically exploiting polarised debates in the Czech Republic, as well
as supporting like-minded individuals, groups and political parties such
as the KSCM. The KSCM does not appear to receive foreign funding, and

there exisis no credible evidence of policy coordination with the Kremiin,
Instead, the KSCM consistently aligns itself with Kremiin policy positions in
order to oppose NATO, and to support the Kremlin’s vigorous reassertion
of Russian power in the region, The KSCM’s alignment with Kremlin poli-
cigs on key national security issues makes effective defence against hybrid
threats less likely.

EASURES

DHPLOMATIC, Czech communists no longer have close diplomatic
ties 1o the Kremilin, They instead act as a willing proxy on key policy and
security issues. The main locus of official Russian diplomatic and political
influence has shifted to President Zeman and his team of largely Krem-
lin-friendly advisors.

INFORMATION. KSCM hostility toward NATO and the EU have made
them a reliable aily in the information war and establishing disinforma-
tion-based narratives in the Gzech mainstream and alternative mass me-
dia. Two KSCM MPs aided the Kremlin cause by spreading pro-Kremiin
disinformation in the Donbas region via local TV during an illegal visit in
sarly 2016.°

FINANCEAL. Although past ties are well known, it is difficult to find
credible evidence of financial links between Russia and the KSCM.

INTELLIGENGE. Moscow’s priorities include covert infiltration of the
Czech media’ to spread Kremlin propaganda concerning Ukraine, NATO
and the EU; exacerbating social and political tensions in the region; and
relativising truth to encourage the idea that ‘everyone is lying’ and ‘nothing
can be believed.’

LEGIAL, Persistent corruption weakens Czech law enforcement and
justice. The current PM being under criminal investigation for EU subsidy
fraud, and his reliance on support from the KSCM, considered by many to
be an organisation with a criminal past, highlight this.

CHRITICAL FUNCTIONS

# Public confidence in the state and rule of law, a crucial pillar of which is
the fight against corruption in high politics.

# Public confidence in the mainstream media.

# Commitment to liberal democratic values, maintaining strong links to the
western and transatlantic alliance.

VULNERABILITIES

# Low political will of the informal Zeman-KSCM-ANO alliance to tackle
threats to national security from the Russian Federation.

# Less than one-third of Czechs strongly support EU rmembership and
roughly 40 per cent wouid prefer neutrality to NATO membership.” The
potential for manipulating public opinion and political decision-making
remains high.

ATIONAL SECURITY INTERESTS

THREATS

# Increasing political radicalisation due to largsly disinformation-based
anti-immigration messaging.

# Measures targsting media and information sectors disrupting democracy.
# Continued Kremiin exploitation of Czech politicians (including President,
PM, KSCM) to justify further hostile acts including Eastern Ukraine, Crimea,
novichok attacks.”

EFFECTS

# Lingering corruption charges against PM hurt Czech reputation in EU
and elsewhere abroad.

# Approval of mainstream politicians is low.

# KSCM's opportunistic cabinet support weakens Czech democracy and
trust in government,

# Russia ramping up exploitation of informal, Kremlin-friendly Zeman-
KSEM-ANO-SPD alliance to threaten NATG cohesion {e.g., plausible deni-
ability in novichok attacks exploited at home in Kremiin-controlled media
and abroad after Zeman’s statement echoing Kremlin narrative}.'’
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Exploitation of ethnic and cultural identities

SUMMARY

The Bronze Soldier s the informal name of a controversial Soviet-era
war memorial, which was located in the centre of Tallinn, Estonia’s
capital city, untl April 2007, To many Hussian-speaking groups in Es-
fonia, the monument symbolised the victory of the Soviet Union over
fascist Germany. To ethnic Estonians, it was a permanent reminder of
Soviel gocupalion and Lhe alrocities comimitied by lhe regitme against
the Estonian people. Starting in the mid-1890s, the statue became in-
creasingly popular as a location for the RBussian-speaking community
to gather every vear to celebrate ‘Russian Victory Day’, After the statue
becarme the site of g number of activist stunts incidents of vandalism,
protests and clashes, the situation became untenable. A bill to demol.
ish the memorial was relected in 2007 bt & plan was ordered by the
Estonian President 1o remmove the sialue and il surrounding graves
from the oty cenlre,

Russian-speakers and pro-Bussian NGOs mobilised to protest the
removal of the monument, After the monument was covered Up on 26
April, a crowd of over 1,000 people, mostly ethnic Russians, gathered
at the site. Later that night, cars were set on fire and shops were loot-
ed in the city centre, during which a Russian citizen was stabbed to
death. Around 1,000 people were detained and 150 people, including
police officers, were ipjured, with protests also spreading to other
cities in Estonia.

The civil disturbances were not isolated incidents related to the statue’s
removal. A series of cyber attacks were launched against the websites

KEY FOINTS

U The events of Bronze Night featired a range of ditferent measures
enoloved by the Russlan Federation {diplomatic, financial, cyber,
NGOs and sconomic) that were integrated and synchronised in support
of broader strategic objectives.

& The Russian modus operandi is o create pressure and intensity so-
cial divides, then take advantage of orises onee they emerge. |l is likely
the Russian Federation was not directly responsible for orchestrating
the civil disorder, but that it increased tension, making a crisis more
likely 1o occeur, actively supported the protests and did not discourage
the conflict from escalating.!

CONTEXT

& Mistory of the ‘Bronze Soldier’ Memuorial, The monu-
ment had been erected by the Soviet authorities in 1847 and was originally
namead the ‘Monument to the Liberators of Tallinn’. After independence in
1091, this was changed to ‘For those Fallen in World War I1.° Every 9 May,
ethnic Russians gathered at the memorial to commemorate Russian Victo-
ry Day’ with the event becoming more popular in the mid-1890, increasingly
with the presence of Soviet symbols (such as Soviet Army uniforms). Like
other Soviet monurments in Estonia, the memorial had long been controver-
sial and became a focal point for activisls ~ it was vandalised and covered
in paint several imes. In May 2006, confrontations between Estonlans and
Russian-speakers in front of the statue prompted the Minister of Interior to
prohibit demonstrations the next day. The same year, an Estonian nation-
alist threatened to destroy the statue if it was not removed, and the police
started to guard the memorial round-the-clock.”

KeY ACTORS

Estonian Internal Security Service (KaPo)

Ministry of Defense Belocation of the monument was ied by the MoD,
Ministry of Interior Main task of guaranteeing public order.

Reform Party (Reformierakond) Estonian political party. Proposed mov-
ing the statue jn 2006 which may have [ncreased support for them. Became
largest party (28 per cent) in March 2007 sleclions.

Night Walch group {Nochnoy Dozor] Youth group formed in mid 2006 fo
protect the monument,

Nasi organisation Officially endorsed Fro Kremilin youth group based in
Russia.

Sainn taua v
Estonia, Russian Federation

af the Estonian government, media and financial institutions, consist-
ing largely of denial of service attacks and website defacements. in
the days following the relocation, protesters surrounded the Estonian
Embassy In Moscow, threw stones at the building and mobbed em-
bassy workers, calling for an apology by the Estonian govemment
and a reversal ol the slatue remwoval Russian government officials
encouraged Russians to boyeott Estonian goods, rail links between
Estonia and Russia were severed due to ‘unscheduled repairs, and
border checks between the two countries were lengthened, By 30
April, the statue had been moved io the Gemetlery of the Esionian
Delence Foroes in Tallinn,

u Inflammatory political rhetoric can exacerbate divisions between
different identity groups, creating vulnerabilitics which are exploit-
able by malign aclors. Building resilience fo sueh thieals recuires
audiencefocused research to understand fracture lines between
groups, enabling effective policy-making which needs to be driven by
strong political leadership.

1 Asstrong civll society and independent media seclor can reduce soci-
etal lensions by enabling Inclusive public discourse and supporling the
development ol a national idenlity based on shared values, rather than
ethnicity language or identity

u Compatriot policy. The concept of ‘compatriots abroad’ is defined
under Russian foreign policy as “individuals who live outside the borders
of the Russian Federation itself yet feel that they have a historical, cultura,
and linguistic linkage with Russia.”® Since 1994, this concept has devel-
oped into a number of laws, state programmes and policies 1o slrengthen
ties with the Russian diaspora in the ‘near abroad’ of former members of
the Soviet bloc, and leverage such groups 1o influence policies and deci-
sion-making in the country of thelr residence. The issue of compatricis
came under greater scrutiny after the annexation of Crimea in 2014 was
justified by the need to protect Russian minority groups in Ukraine.

Andrus Ansin Pame Minister of Estonia 20052014 leader of Bolfonm
Earty

Dmitri Linter, Maksim Reva, Dimitri Klenski leaders of Night Walch
group.

Mark Sirok leader of Nasi organisation,

Jur Béhm Estonian nationalist whose miolest af the 3 May celebration in
2008 received a lot of media attention,
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Husslan government

# The Bronze Soldier commemorates the Soviet viciory i the Great Pa-
triotic War.

# We condemn people who desecrate memorials to war heroes.’

# Estonia is indulging neofascists and inciting extremism.™

# Soviets were liberators, not occupiers, and their activities were justified
measures against fascism.

# Russian-speakers should stand up against authorities and defend the
statue.

Estonian government

# The busy centre of Tallinn is the wrong location for such a memorial.

# Such memorials are symbols of ocoupation. Relocation of the statue will
de-escalate the situation and prevent confrontation.

# This is an internal matter for Estonia and does not require discussion with
the Russian Federation,

# These events conslitute a well-coordinated and flagrant intervention into
the internal affairs of Estonia.”

KEY EVENTS

10 Jan 2007 26 Apr

27 Apr

27 Apr - 9 May 30 Apr

After site around the monument
is cordoned off in preparation for
excavalions, around 1,000 mostly
ethnic Russians gather at the site,

Protests turn viclent in the evening,
including vandalism and looting.
The Estonian government decides
to move the status immediataly to
restore order.

Government
passes War Graves
Protection Act and

announces a plan to
relocate memorial 1o
a military cemestery,”

The statue is moved to a
secure location in the early
hours of the morning. In the

evening, viclent protests and

looting reoccur. Civil disorder

spreads 1o other cities (Johvi,

Narva, Sillamae and Kohtla-
Jérve),”

¢ The statue is relocated

¢ Two waves of cyber attacks on the : o
: i o amilitary cemetary.

wabsites of Estonian government,

¢ media and financial institutions.

i Protesters surround and attack

i the Estonian Embassy in Moscaw.
 ‘Unscheduled repairs’ ars announced

i for Russian-Estonian rail links, oil
 shipments to Estonian ports arg halted.

STRATEGIC LOGIC

Based on the available evidence, it is uniikely that the Russian Federation
was directly responsible for creating the Bronze Night orisis, but it shaped
the information environment to set favourable conditions for it to occur,
actively supported the protests and effectively encouraged the disorder
to escalate.” The integration of measures and the ability to escalate them

should be seen as part of Russia's long-term strategy of attempting to
destabilise Estonia and retain influence in what it considers a traditional
sphere of interest.

EASURES

DHPLOMATIC. The Russian government used openly hostile rhetoric,
encowraging pro-Russian protesters and organisations in Russia and Esto-
nia. Foreign Minister Lavrov talked of “blasphemy” which would have “se-
rious consequences for our relations with Estonia,”™ and the State Duma's
lower house unanimously passed a resolution which accused the Estonian
parliament of “glorifying fascism” and called for economic sanctions.”

INFORMATION. The Russian government has also been accused of
organising or at least condoning, the protests in front of the Estonian em-
bassy in Moscow, which were organised mainly by the youth organisation
Nasi.”” The Russian embassy in Estonia was believed to communicate with
and support the Night Watch group, which was instrumental in rallying the
protests, although an Estonian court later acquitted the Night Watch of
charges of rict instigation.” Many Estonian politicians and media outlets

accused the Kremlin of organising the cyber attacks, then denying respon-
sibility and attributing them to ‘patriotic’ individuals and criminal groups.
The Russian Embassy in Tallinn provided Russian media organisations re-
porting from Estonia specific, Kremlin-friendly local contacts in an altempt
1o slant coverage.'®

ECOMNOBMEIC, After cafls from Russian government officials, many Rus-
sian companies effectively sanctioned Estonia by boycotting Estonian
goods and services.” Moreover, transportation across the Bussian-Esto-
nian border via the Narva River bridge was severely limited, and rail links
were severed for several weeks due to ‘unscheduled repairs’,” which in-
terrupted oil and coal exports to Estonia. The overall estimated cost of the
Bronze Night was 1.85 per cent of Estonia’s GDP.?

CRITICAL FUNCTIONS

# Political stability and societal unity.

@ Integration of Estonia’s significant Russian-speaking community {about
a quarter of the population).”™

VULNERABILITIES

# Russian-speakers in Estonia are more likely to be exposed to media out-
lets such as PBK and RTR Planeta, which promote a pro-Kremlin point of
view as part of Russia’s foreign policy.

# Conflicting interpretations of history (World War Il and Soviet rule) be-
tween Estonian and Russophone identity which are often very sensitive
and emotionafly-charged.

# The Estonian economy is mostly oriented to EU markets, but Estonia re-
ceives all of its natural gas from Russia, and a significant volume of Russian
goods are transported through Estonian rallways, making them vulnerable
to disruption.”

ATIONAL SECURITY INTERESTS

THREATS
# Historical narratives are often used by the Russian government to exac-
erhate social tensions in the Baltics and as pretext for hostile measures.

# The Bronze Night events challenged Estonian integration policies and
threatened 1o undermine social cohesion, with the real possibility of viclent
confiict between groups.

# Rhetoric on discrimination of minorities, and lack of respect for WWil-sol-
diers who died fighting fascism, threatened Estonia’s international reputa-
tion as a peaceful and democratic country.”

EFFECTSE
# 91 people were convicted, 6 sent to prison, 67 received suspended or
part-suspended sentences. 48 were banned from entering Estonia again,”

# On 24 May, the EU adopted a resolution expressing support for and sol-
idarity with Estonia. Nevertheless, some national representalives also sug-
gested that the relocation of the memorial was provocative.”’

# Polls showed that confidence in the government increased after the riols
{from 53 per cent in 2006 to 66 per cent in 2007).
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SUMMARY

During the early 20005 President Viadimir Putin attempted 1o develop
relations with the West by trving to re-infroduce post-Boviet Russia
as an equal and respected member of the Western political system,
This was supported by the establishment of an array of institutions
designed to explain Bussian politics to experts and decision-makers,
pronipte Bussia’s cultural hevitage and provide information on the true'
Russia. Towards the end of the first decade of the 20th century, Rus-
sia's approach gradually became more confrontational with the West,
and this ecosysten transformed into a set of instruments fo reflect this
shift in foreign policy.

The Rugskiv Mir Foundalion (BMF) was established in June 2007 as
part of this ecosysten. The BMF is a joint project of the Russian Min-
istry of Forelgn Affairs and the Ministry of Education and Science, and
its director and board are directly anpointed by the Russian president.
The BME runs over a hundred so-called 'Bussian centres’ worldwide,
most actively in Europe, which promote Russian language, heritage
and culture, l1s activities also include the organisation of events and
depates, and the provision of grants to non-profit organisations for pro-
leets on Russian language and culture.

KEY POINTS

 The HMF should be seen as a tool of Hussian foreign policy, with
g mandate including the defence of human rights; protection of the
interests of compatriols Bving abroad: consular matters and partner
ships in the cultural and scientific sectors. While the BME is modelled
on cultural institulions such as the Brtish Councll, the Goethe-lnstitut
and the Insttut Francals, what ditferentiates the BME are iis activities,
which can threaten the social cohesion of the host nation, for exanple
by promioling conlroversial interpretations of hislory,

CONTEXT

m Mussia’s ‘solt power’. In the early 2000s, the Russian leadership
started to adjust their political system to foster the dialogue with the West
and to streamline the country’s re-engagement with the rest of Europe.
Putin’s regime developed a soft power projection system described as "a
matrix of tools and methods o reach foreign policy goals without the use of
arms but by exerting information and other levers of influence.” Over time,
the Russian leadership started to believe that the West had no intention to
accept Russia as an equal partner, and progressively construed the situ-
ation as that of increased political pressure on Russia and its ruling elite.

g Compatriol policy. ‘Compatriots’ can be broadly defined as:
persons demonstrating commonality of language, history, cultural herit-
age, traditions and customs with the Russian state; persons living beyond
the borders of the Russian Federation having spiritual, cultural, and legal

KeY ACTORS

Rossotrudnichestve Federal Agency for the Comimonwealth of inoe-
peoden] Stales, Compalriols Living Abroad and infernalional Humanitarian
Cooperation

Puskini Instituut in Tallinn with branches in Tary and Narva

Russian Centre at Daugavpils University often used as an example of
the most successiul Bussily Mir project in the Baltic region

Russian Language and Cultural Studies Centre at Lithuanian Univer-
sity of Educational Sciences in Vilnlus key partner for BME in Lithuania
Russian centre in Siaulial University, Lithuania the only centre oulside
the Lithummian capital supported by BUVE

Matlons i
Hussian Federation, Lalvia,
Lithuania, Estonia

The BMF takes its name from the concept of the ‘Russian world’ (Buss-
kiy mir or Pycoxuia mup), a supra-national cultural identity consisting of
Russia, diaspora living abroad and other so-called 'RBussian-speaking
communities, and ncorporating language, culture historical memory
and the orthodox church.’ Such communities outside of Bussia fall un-
det its ‘compatriot policy | aloosely-delined concent used as means to
leverage influence particulady in those nations Russia considers part of
ite traditional sphere of influence such as the Baltic states of Eetoniy
Latvia and Lithuania. The RME is therefore about influencing foreign
audiences and interacting with compatiiot communities, evolving from
an educational institution established o promote the Hussian language
abroad into a more calculated expression of Russian influence over
seas. Itis difficult to assess the direct impact of the BME, but despite
its amibitious remit and negative publicity, public awareness of BME in
the Baltlcs 18 agsessed to be low and thelr impact minimal, with activ-
ities mostly promioted to ensure the continued provision of resouiices
from Moscow,

2 Not all soft power measures are malicious. Traditional public diplo-
macy (stich as cultural and educational exchange programmes) has an
essential part to play in maintaining cordial relations between nations,
{dentitying such activities as hostile should be done on a case-by-case
basis, and care should be faken nol lo overindiate the threal Over-es-
Himatling the ability of such prganisations to hurt the host nation can
escalate the nercention of confrontation, exacerbaling social fractures
and increasing polarisation between social groups.”

connections with Russia, and persons whose direct relatives lived on the
territory of the Russian Federation or the Soviet Union."” By this definition,
30 per cent of Estonia’s population are Russian compatriots, in Latvia ap~
proximately 34 per cent and in Lithuania only around 8 per cent. However,
language, citizenship and ethnicity do not provide clear boundaries for
identification. Simply because individuals fall under the official definition
does not mean that they identify as being part of, or subscribe to, the
vaiues of the ‘Russian World'.

m Strategic framing of ‘Russian speakers’. The importance
of Russia’s ‘compatriot’ populations in the 2008 invasion of Georgia, the
2014 annexation of Crimea and in references by Russian policymakers to
the benefits of agitating local communities have increased concern about
the wark of organisations such as RMF.

Viadimir Kochin BMF Executive Direclor

Vyachesiav Nikonov The AME Managemen! Board's Chaitman {since
2012), Chairman of the Commitiee on Education of the State Duma
Gince 2013)

Ludmila Yerbitskaya Boaid of Trustees’ Chairperson

Georg Bovt Editor In Chief of RusshyMiiy magazine
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ARRATIVES

Husskly Mir Foundation

# The Baltic States are in the traditional sphere of Russian cultural influ-
ence: Russian literature, theatre, cinema, media and art should be easily
accessible.

# Russian language education should be available to Russian-speakers
in the Baltics.

#® Russia is a peaceful country and would never attack the Baltics. It was
their mistake to join NATO, and NATO troops should not be near the Rus-
sian border.

# The Soviet army did not occupy the Baltic States in 1940; this was a
voluntary process. Many Estonians, Latvians, and, to a lesser exient, Lith-
uanians were Nazi collaborators. Today’s regimes in the Baltics glorify
their Nazi collaborators, which is unacceptable and should be punished
by the EUL

# Russian Empire and Soviet Union periods were good for the economies
of Estonia and Latvia. When they left the USSR in 1991, they had strong
and diverse industries which were lost by the time of EU accession.

KEY EVENTS

21 .Jun 2007 Nov 2007 Nov 2007 Feb 2008 Jan 2009 Nov 2009 2015
Russkiy Mir First Russian RusskiyMir. Ry RMF opens first cen- Radio Russkiy Mir Co-operation agree- Russkiy Mir TV is
Founclation is World Assembly, magazine is tre in Yerevan, Arme- is established, it ment with Russian established. 24hr
established by which becomes sstablished. Today nia. As of 2017, there now produces 30 Orthodox Ghurch. programming staris
presidential exeo~ AMF's main it is distributed in are 110 centres in 48 original shows and a year later,

utive order, annual event. 90 countries.

countries, plus more
than 70 locations are
under consideration.

sollaborates with 60
Fid-gtation around
the world.

STRATEGIC LOGIC

The Russkiy Mir Foundation should be seen as part of an array of institu-
tions developed to exert ‘soft power’ in line with Russian strategic thinking
in the mid-2000s and underscored by the concept of the ‘Russian world’.
The BMF is one element of an effort to build a network of individuals and

organisations to directly influence the political decislon-making of the na-
tions where they are located and to sustain the perception of an identity
group which enables confrontation.

EASURES

DEPLOMATIC, RMF activities are supported by embassies and sup-
port their missions’ public and government relations.” There is no evidence
of systematic synchronisation of plans and activities between Russia’s
Ministry of Foreign Affairs and the RMF,

FINANGIAL. RMPs grant activities are important to preserve and sup-
port cultural, educational, social, and, to a lesser extent, political activities
of ethnic Russian and Russian-speaking communities. BMF funding is not
disclosed in official sources, but the RMF director confirmed that the state
provided RUB 475 million (approx. USD 7,462,250)" in 2016, RUB 446 mil-
lion (approx. USD 7,006,660} in 2017, and that they expected to receive
a further 8-8 per cent decrease in 2018, It was reported that RMF spent
170,000 EUR in Latvia in the period 2007 - 2012.

IRFORMATION. BMF supports or promotes activities that can be
perceived as politically biased such as the Immortal Regiment Campaign
across Europe, a movemnent which marks the end of the “Great Patriotic
War.”"® RMF works with a wide range of educational and cultural organi-
sations across the region, both directly and indirectly related to the ethnic
Russian and Russian-speaking population. Moreover, it works with organ-
isations providing venues for Russian-related activities or having some of
them in much broader programmes of other activities related to other eth-
nic groups, cultures, or languages. While Bmited, this network of contacts
includes many actual or potential opinion-leaders and newsmakers within
ethnic Russian and Russian-speaking communities.

CRITICAL FUNCTIONS®

# Democracy, constitutional arder, independence and sovereignty.

# Social cohesion between different groups in society; strong national
identity: sosietal resilience towards misinformation and divisive influence,

# Trust in government and public institutions (for example the education
system),

VULNERABILITIES

# Cleavages between majorities and Russian-speaking minorities. For ex~
ample in Latvia and Estonia, where the titular-speaking majority comprises
62 per cent™ and 68.8 per cent'® respectively, the rest of the population are
predominantly Russian-speakers. These cleavages manifest themselves in
divergent historical memory, as well as different and often opposing views
on issues related 1o Russia, the West at large and the United States and
NATO in particular.

# Penetration of the Russian state and private media in the information
space. £.9. in Latvia, TV broadcasts made in Russia are watched by 63 per
cent of inhabitants of Latvia; 80 per cent of Russian-speakers use Rus-
sian-language sources 1o acquire information,”®

ATIONAL SECURITY INTERESTS

THREATS

# By spreading divisive narratives on political, cultural and historical is-
sues, institutions like the RMF can Increase inter-ethnic divides in Latvia
and Estonia, and undermine national unity.

# Uneven regional development, social inequality, poverty, poorly adapt-
ed segments of socisty or manifestations of intolerance can create social
instability. The polarisation of society due to adversarial opinions and un-
derstandings increases uncertainty and decreases society’s resilience to
hostile external influence.

EFFECTE

# RMF works across over 100 countries, so It is difficult to isclate and
measure the Impact of its activities. However, observations suggest that
RMF has been more influential in countries which are more exposed to the
influence of Russia and Russian language and culture, for instance due to
geographical proximity.

# RMF encourages ethnic Russians and Russian-speaking people in the
Baltic states to preserve their culture and identity, It promotes a common
identity based on Russian language and culture, which can slow the in-
tegration of Russian-speaking people in Estonia, Latvia, and Lithuania.”
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L
Bribery and corruption

Corruption continues to be a significant issue in Ukraine, due to its
Soviet past. weak national institutions and poor governance during
the early 1990s and present-day links to the Bussian ‘mafia state . The
governmient has long been troubled by Kleploorals and an exiensive
bribery and embezzlement culture. Widespread criminal activity and
illicit circles primarlly seeking sconomic gain have existed in Ukraine
since the collapse of the Soviel Union, particularly in the Donbas
{eastern Ukrainian region commonly used to describe the oblasis of
Lubansk and Dopetsk). The Russian Federation is known to use such
crime groups In Europe, often functioning behind ‘indigenous Europe-
an gangs such as the pre-existing criminal networks in Ukraine, used
as instruments ol intelligence and political influence.

When civil unrest began in 2014, the Russian Federation capitalised
on it long-term exploitation of these vuinelabilities to quickly produce
a fully realised threat. Using existing criminal networks, they provided
lethal aid (small arms, heavy weapons, vehicles and artillery pieces),
training and leadership to separatists in eastern Ukraine, In addition to
taking an aclive part in the fighting, networks disrupted supply lines,

KEY POINTS

2 Criminal networks were pervasive across public and private sec-
tors, along with high levels of corruption and Kleptocracy, which led
to poitical and security vulnerabilities. Both internal and external ac-
tors exploited these vulnerabilities to the detiiment of national secunty
interasts,

& While corruplion in Ukraine maintains many classic post-Soviet {ea-
tures, it differs from Russian corruption in how i is organised and sus-
tained. Corruption In Russia s considerably more reliant upon person-
alities and strong allegiances, particularly when it comes fo largye-scale
carruption, In Ukraine, the overall availability of resources is markedly
stnaller, and few can hold onlo any particular renb-seeking seclot, of
profitable scheme, for long without needing to form alliances with an
ever-changing list of state aclors, intra-regional rivals, and criminal
groups. This is a topic worthy of analysis as it speaks o the unique

CONTEXT

e Corruption in Ukralne. Grand corruption describes how “the
abuse of high-level power benefits the few at the expense of many caus-
ing serious and widespread harm to individuals and society.” Ukraine is
amongst the most corrupt countries in the world: in 2014, it was ranked
142 out of 175 in the Corruption Perceptions Index.” Some of the most
high-profile embezziement cases include former President Yanukovich, the
Interior Minister’'s Son Cleksandr Avakov, as well as the Deputy Defence
Minister.*>® The Ukrainian government's systermic problems stall attempis
at improvernent and holding corrupt persons accountable for their actions.”

= Criminal activity in the Donbas. in Soviet times, the largest
numbers of criminal prosecutions in the Ukrainian Soviet Socialist Republic
were in Donetsk and Luhansk Oblasts, collectively accounting for one-third
of criminal trials in the republic.® Following the collapse of the Soviet Union
and the accompanying power vacuum, there was a surge in crime, as well
as the integration of criminal activity in business, politics, and legal affairs/

KEY ACTORS

Party ol Regions Ulrainian pro-Hussian political party, elecloral and fi-
nancial base primarily in east and southeast

‘Donetsk People’s Republic’' (DPR) and ‘Luhansk People’s Republic’
{LPR) Unrecognised non-povernment conbollad areas in Donetshand Ly
hansk Ublasts, Ukraine

Security Service of Ukraine (SBU or S5U)

National Anti-Gorruption Bureau of Ukraine (NABU)

Specialised Anti-corruption Prasecutor’s Office (SAPD)

M s e
Russian Federation, Ukraine

disrupted milllary forces and conttibuted 1o disinformation, effective-
ly preventing a coherent Ukrainian response to Russia's conventional
forces. By creating favowrable conditions for Bussian operations in the
region, Russia-linked criminal networks enabled the Bussian Federa-
tion, through separatist rebels to conduct a swift and deep military
conflict in the Donetsk and Luhansk Oblasts in sastern Ukraine,

As the crisis deepened and became increasingly violent, criminal
networks in the Donbas reglon Hourished, Low-level petty crimi-
nals, politically influential Russian and Ukrainian kleptocrats, and oli-
garchs (corrupt heads of private industry, politicians and high-level
officials), were responsible for trafficking food, alcohol, cigarettes,
coal, fuel, and weapons, Expanpsive criminal networks and sweeping
corruption in both Ukraine and the Donbas still impact the contiict
directly, with the Security Service of Ukraine reporting incidents or
weapons smuagling and military supply contracts going to unguali-
fied manutacturers. This poses a direct threat to crucial political re-
forms for Euro-Atlantic integration and the administration of financial
aid in support of stabilisation.

security risks that Ukrainian corruption and criminal networks pose to
Ukraine and Ukralne's partners,

U Eliminating the syslemic tendency of conuption and building trust
il state institutions are vital to enable the reintegration of non-govern-
ment-controlled areas, This means developing a tobust legal frame-
work and enhancing public confidence i the jJudiciary through the pro-
fessional development of ludicial personnel, transparency lor inancial
arfangemments and improved pay for judges. Governments should alse
reduce and deter corruption through high-level punitive action, amnes-
1ty programmes for lower-level corrupl business people, the promotion
of more transparency actoss dovernment and private seciors and fo-
cus on areas such as border guards or law enforcement which enable
criminal networks o operate,

law enforcement.’” In Ukraing, as the state formed and stabilised, high-rank-
ing criminals became functionally legitimate businessmen and politicians.
Criminal activity ranges from local smuggling rings to large-scale heavy
industries —~ the Donbas holds the epicentre of Ukraine’s heavy industry,
metaliurgical facilities, and most of the country’s essential coal mines.'”

# The conflict in sastern Ukraine. As a result of the ousting
of President Yanukovych during the 2014 Ukraintan revolution, as well as
the annexation of Crimea by the Russian Federation, a pro-Russian armed
insurgency began in the Donbas, Donetsk and Luhansk declared “inde-
pendence” after holding unrecognised referendums. Press, civilians, hu-
manitarian organisations, and non-government organisations separately
reporied the presence of Russian soldiers in eastern Ukraine, as well as
report sightings of lethal aid crossing the Bussian-Ukrainian border. Since
the outbreak of the conflict, bribery and corruption have become prevalent
on both sides of the contact line.””

Viktar Yanukovych former Fiesident of Ulraine (2010-2014), removed
from power as a result of the Euromaidan Revolution

Petro Poroshenkao Fresident of Ukraine (2014-present)

Viadislav Surkov aide fo the President of Russia (2013-present), heavily
Invelved in Bussian activity in eastern Ukraing ™ *

lgor Plotnitsky head of the ‘L PR’ (2014-2017); held monopoly over supply
of goods Including pharmaceuticals and contraband fuel

Aleksandr Zakharchenko head of the DER (2014-2018); involved in
counterfeil cigareties and amphetamines, close tes o the Kremiin

Rinat Akhmetoy Uliainian businessman and oligarch from Donelsk, rich-
est man in Ukraine'
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ARRATIVES

Lrainlan government

# PRussia is the aggressor in eastern Ukraine and Crimea; it is violating
Ukrainian territorial integrity and state sovereignty.

# The Russian Federation uses covert forces o undermine state stability
and progress towards the West.

# There are new government institutions and civil society organisations
focusing on anti-corruption efforts. These efforts include fighting criminal
networks and Pussian influence in Ukraine,

Russhan government

# The Russian Federation is only acting in the interest of ethnic Russians
and Russian citizens in Ukraine.

# Ukraine is a corrupt, failed state; its instability has domestic origins.

KEY EVENTS

21 Nov 2013 Dec 2013 22 Feb 2014

£ 27 - 28 Feb 2014 ;

16 Mar 2014 Apr 2014 11 - 12 May 2014

President Yanuk-
ovych abandons As-

Protests grow to
include 800,000

Yanukovych is
¢ ramoved from office |

sociation Agresment | people. oy the Ukrainian in Crimea.
with the EU; protesis | parliament.
start in Kyiv. :

Unmarked, armed,
uniformed men arrive !

i The so-called "separatist”
republics in eastern
Ukraine hold unrecog-
nised referendums and
declare independence;
Fighting continues.

. Anunrecognissd se- .  Unsest starts in Donetsk
cession referendurm | and Luhansk; militants seize :
is held in Orimea, | administrative buildingsin |
sesing 97 percent | Many cities: activists pro~
support for joining claim the "Donetsk People’s |
Russia. i Republic” and the "Luhansk ;

: People's Republic™, :

STRATEGIC LOGIC

Russia’s strategy in Ukraine involved the use of non-military means to un-
dermine the authority of the government and destabilise the situation. De-
spite operating primarily for financial self-interest, criminal elements were
connected to Russia through regional business interests and supported by

or including Russian or pro-Russian Keptocrats.'® Russia used these con-
nections to encourage existing anti-government elements to challenge the
government, initially though protest and then via direct action, becoming a
separatist insurgency.’¥

IEASURES

DIPLOMATIC, The same corrupt government officials involved in or
enabling criminal networks lead to conflicting difficult diplomatic relations
with both Russia and the West. Cligarchs with lucrative business tes to
Russia are said to have used their extensive poiitical influence to under-
mine Ukraine's approach towards the West.”

INFORMATION. Many news and media outlets werefare owned by
oligarchs (including President Poroshenko, Rinat Akhmetov, thor Kolo-
mossky, Dmytro Firtash and others), and known to be utilised for political

%@gLET%RV The conflict in eastern Ukraine created an ideal environment
for the pre-existing illicit global arms trade network and market by creating
a isgal vacuum and a new market for materiel. flegal arms trade ocours on
both sides of the contact line, as a fack of legislation and regulation ena-
bles a bustling criminal network. Moreover, officials in stale defence en-
terprise UkrOboronProm owned shell companies that were used for fraud
and embezziement schemes to use substandard parts, including used and
outdated engines, to pocket the profits.” NABU investigations allege that
millions of dollars have been syphoned off of military equipment contracts,
both domestic and international.”™ These criminal activities benefitted the
Russian-led separatists who fought a military with sub-part armaments.
Inability to address these issues will prevent Ukraine from reaching its goal
to meet NATO standards by 2020,

ECONOBMIGC 7 FINANCIAL. Large-scale criminal networks are of-
ten disguised through shell operations and layers of persons at various lev-
als in different sectors.” Kleptocrats control parts of all sectors, including
government, heavy industry, finance, military, and information. Prevalent
corruption in Ukraine enables billions of dollars to misappropriated from
government contracts, development funding, and international aid. Deci-
sion-making is often closely interlinked with corruption: it was, and in some
cases still is, typical to bribe border guards, law enforcement, and govern-
ment officials to achieve a particular outcome,

INTELLIGENQCE. High level of infiltration of the Ukrainian intelligence
services by Russian spies, and evidence of substantial cooperation be-
tween the Ukrainian Security Service {SBU) and the Russian Federal Secu-
rity Service (FSB), significantly degraded Ukrainian mteihgence Capablhty,
including through the defection of entire units to the rebel side.”®
LEGAL. The broken judicial systern enabled corrupt officials to oper-
ate, making the country unable to enforce reforms completely. Since 2014
Ukraine has made substantial progress in legal reform and law enforce-
ment, However, many past issues remain due 1o the dynamic betwesn po-
fitical corruption and a weak institutional framework,

CHITICAL FUNCTIONS

# Political independence, effective state institutions, transparent deci-
sion-making, public trust in government processes.

# Sovereignty, territorial integrity and full control over all regions.

# Reliable security guarantees.”™

# Economic independence.

# Domestic reforms as part of the path towards possible EU membership
and further integration with the West.

& Fully functional rmodern military that meets NATO defence and security
standards by 2020.

YULNERABILITIES

# Widespread corruption and subordination of public authorities to corpo-
rate and personal interests, embezzlement of public funds, disorganised
public bodies, political appointments based on loyalty rather than merit.
Weakened and inefficient public institutions (particularly military- and se~
curity-related) which were unable to address critical political issues.

# Security and defence issues were not a high priority for Kyiv, and west-
ern political engagement was stagnant (“Ukraine fatigue”).”®

# Weapons and equipment were outdated or obsolete, there was an in-
sufficient logistical support system, and lack of intelligence/ counterintelli-
gence force. Criminal networks and corruption in the Ukrainian government
continue to lead to misappropriation of funds or rigged contracts leading to
an ill-equipped Ukrainian Armed Forces.™

# Enormous amounts of international aid led to embezzlement and misap-
propriation of funds.

ATIONAL SECURITY INTERESTS

# Political and business links with formal or informal ties to Russian gov-
ernmental or commercial entities were integrated into parts of criminal
networks.

THREATS

# Territorial violation of the highest degree in the form of separatism ac-
tively supported by the Russian Federation. Russian military presence in
eastern Ukraine. Destabifisation of the Ukrainian state.

# Exploitation of existing vulnerabifities by the Russian Federation, which
used criminal networks 1o influence politics, ran disinformation campaigns,
and destabilised the Ukrainian state.

EFFECTS

# Political functions inhibited; difficult to implement reforms; prevention
of progress.

# Unemployment, poverty, social injustice, overall public distrust in the
government after decades under oligarchical systems.

# Ongoing economic crisis with a weakened national currency and ongo-
ing developmental reforms. Many corrupt oligarchs and elites have been
removed, but not all of them.

# Ukrainian government established three anti-corruption bodies in recent
years (NABU, NAPC, SAPQ). Ukraine has vet o create an independent an-
ti-corruption court per its mandate. One survey found that 80 per cent of
Ukrainians in government-controfled areas consider the fight against cor-
ruption as unsuccessful,”
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-
Agitation and civil unrest: Exnloitation of
ethnic or cultural identities

SUMMARY

in 2011, the Kingdom of Bahrain was affected by the 'Arab Spring,
a wave of popular protests that spread across the Middie East and
North Africa. The first, mostly peaceful protests took place on 14 Feb-
ruary and involved around 8 000 beoole nationwide of mixed religious
and social backgrounds, Social media plaved a cruoial role both in
the organisation of protests and as a source of information. Bahrain
had experienced low-leysl political urrest for o Tow vears and in the
six months since the nrevious parlamentary elections. which were
viewed as flawed Protesters predominantly Shia were angered by
the slow pace of political reform, the apparent favouritiam ta foreign
workers aver Balraind citizens and discriminalion aoainst them by the
ruling Sunni minority, At the start of protests, thelr demands inciuded
political and constitutional reforms, an end 1o inequality and system-
atic discrimination towards Shia Muslims, and 1o the alleged practice
of political naturalisation of Sunni Muslims to change the country's
demographics,

Fuelled by anget at the government's insufficient respornise to the de-
mands and the Use of lethal force by the security forces, the protests
escalated gquickly. The nature of the protests soon changed, with de-
mands emerging for the end of the ruling regime. In March, the protests
became increasingly violent and led 1o sectarian clashes. Babrain re-
quested support from its Gulf allies, who sent 1,500 Gulf Cooperation
Council (GUO) troops into Bahrain to help restore stability.

1t is likely that deliberate agitation by iran, by way of overt public state-
ments and adents of infllence, contributed 1o the escalation. The lrani-
an redime, most srominently Avatollah Khamene!, expressed criticism
of the Bahraini government and voiced support for the disadvantaged
Bhia population. These statements framed the protests as a sectari-
an issue and encouraged the Bhia opposition. Moreover, lranian Ara-
bic-language TV channels encouraged Shia protesters in Bahrain' |t
is reasonable 1o assume that the Iranlan government was inleresied
in the destabilisation of the Bahraini regime, diven lran's historical re-
cord of interfering with Bahrain's interior affairs, combined with its ter
ritorial claims over the country, The Bahraini government repeatedly

Kby FOI

@ The grievahces of the Bahrainl Shia population were a critical vul-
nerability which gave iran the opportunity to exert influence. Tensions
between sectarian groups shouid be minimised by political dialogue
and the fostering of national unity and identity based on shared values
which sets itself apart from both lran and Saudi Arabia.

1S

& The Baheain Independent Gommission of inauiey was unable to find
any material evidence of lranian interference narlly because of the
commission’s lack of access o confidential government reporis” De.
soite this alter the renort was nublished the King gave a speech in
which he repeated the claim that 'lran is supporting anti-government
protests’ ap apparent contradiction with the official renor! which

CONTEXT

u Bahrain. The Kingdom of Bahrain became independent in 1971 and
is ruled by the Al Khalifa family, who are Sunni Muslims.® 70.3 per cent of
the population is Muslim, the majority of which are Shiites {no official fig-
ures available). One of Bahrain's main alfies is the Kingdomn of Saudi Arabia
{Sunnil. i has had strained relations with Iran, where Shia islam is the state
religion.

& fran's olaims on Babrain. Over the past 100 years, ran has
periodically voiced territorial claims over the Bahrain Islands, which were
historically part of the Persian Empire, although direct rule only lasted for
some thirty years in the 17th century. In 2007, an influential newspaper with
close links 1o the ranian regime published an editorial calling Babhwain “a
province of Iran,” which sparked considerable tension in the region.”

Boons i e
Bahrain, lran

denounced the existence of exlernal inletfererice behind the upiising,
and explicitly referred to lran. As a result, the protests were framed
as being the result of interference from an external actor, rather than
acknowledging those grievances that underpinned the miobilisation of
certain communities to protest, The main opposition party, Al-Wefag,
complained thal stale conbrolled media portraved the orolesters ae
sectarian and pro-lranian from the outset, Alleged lranian interference
was systematically vsed by the government to justify repression in the
years following the 2011 uprising.

.

WAAGE - Baheain profest an 22 Fabruary 2011
WIKIMEDIA | Lewa'a Alnast

highlights the difficulty in publicly allvibuling responsibilily for hostile
acts.

4 The mediain Bahrain was biased towards the government of Bahrain,
Six out of Bobirain s seven daily newspapers were pro-government ang
all radio and telovision broadeasts in Balvain stale-conbrolled. During
the protests aovernment censorship was particularty harsh and state
media gave inaccurate or one-sided versions of events, in particular by
presenting the demonstrations as purely seclarian and linked 19 lrign
The media did nof represent the views of the vast majority of Bahiainis,
many of whom falt marainalised as a result

# Mistorical influsnce activities of Iran. After the lranian
Revolution in 1971, fran's government attempted to spread the Islamic
revolution throughout the Muslim world. In 1981, Bahraini Shia funda-
mentalists orchestrated a coup attempt which - if successful - would
have brought an Iran-based Shia cleric to power as the leader of an Is-
lamic government.’ The militant group behind the coup, the Islamic Front
for the Liberation of Bahrain, was backed by Iran. The Bahraini govern-
ment also blamed fran for unrest in the mid-1990s. fran has supported
Shia militant groups in Bahrain, several of which were labelled terrorist
groups by the US State Department.’
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Cabinet of Bahrain
Al Wetaq main opposition party of Bahrain

Public Security Forces of Bahvain jeporting fo Ministry of Interior
Al Wasat regarded as the only independent newspaper in Bahrain
Gull Cooperation Councll (Seudi Arabia, Kuwair, Oater UAE Qoter

Omani

ARRATIVES

Iranian government

# It is lran’s duty to protect their fellow Shia in
Bahrain from oppression and abuse that they
suffer at the hands of the regime.

# The GCC’s interference in Bahrain’s internal
affairs is unacceptable and will further compli-
cate matters.

(1999-2002)

Bahrainl government

# The uprising is the result of a “fomented sub-
versive plot against security and stability.”®

# The uprising has been provoked by external
interference {i.e. Iran), and not by legitimate
grievances of the popuiation.

# The demonstrators are Shia that have been

Hamad bin lsa Al Khalifa King of Baliain (since 2002, Emir of Bahrain

Khalifa bin Salman Al Khalifa Prime Minister of Bahrain (since 1970)
Sheikh lsa Ahmad Qasserm Balvain's leading Shia clenc, seen as spiritual
leader of Al Welag party with close ties to fran

Ayatellah Khamenel Supreme Leader of Iran since 1989)

Haudi Arabla / GCU

B fran is an expansionist power thal is trying fo
extend its influence in the region.

# The Kingdom will stand by the side of their
Bahraini neighbours and protect them from lra-
nian interference,

agitated by Iran to overthrow the regime.

KEY EVENTS

14 Feb 2011 15 Feb 17 Feb 23 Feb 25Feb : Mar 14 Mar Apr : Jun
First day of pro-  © Asecond person : "Bloody ¢ Opposition isaders | Limited reshuffle | Sectarian clashes BCO troops Government King
tests in Bahrain is kifled; King Thursday,” released from jail ;  of government ascur, sontinge arrive in moves to ban establishes
{6,000 people); a gives speech 4 deaths; by royal pardon; cabinet, over naxt weeks; Bahrain after two main . the Bahrain
man is killed by reaffirming protests grow first calls for the ¢ government imposes | invitation from {  Shiapolitical | Independent
security forces, freedom of : larger, removal of the ¢ martial law; franian  ©  government. ! parties. ‘Commission of
expressionin ¢ regime are heard. leaders express i inguiry.
Bahrain. : support for the

protestors.

STRATEGIC LOGIC

It is reasonable to assume that the lranian government was interested in the
destabilisation of the Babraini regime, given lran’s historical record of inter-
fering with Bahrain’s interior affairs (including backing militant Shia groups,
and allegedly supporting a coup attempt in 1981). During the 2011 protests,
lranian officials and media criticised the Bahraini government’s treatment
of the Shia majority and voiced support for the protesters. In doing so, fran

likely contributed towards the escalation of the peaceful demonstrations
into violent sectarian clashes, and the framing of protests as a Sunni-Shia
issue rather than a popular movement calling for political reform. This strat-
egy appeals to subnational identities in detriment of the Bahraini national
identity, which threatens societal cohesion.

IEASURES

DHPLOMATIC, Public criticism of the Bahraini government’s treatment
of its Shia population, most prominently by Ayatcllah Khamenel. 181 lranian
members of parliament issued a statement condemning the Bahraini gov-
ernment’s crackdown on anti-regime protestors." fran recalled its ambas-
sador 1o Bahrain due to the crackdown on the mostly Shia demonsirators,”
and later expelled one Bahraini diplomat.

MILITARY. Threats to use force; e.g. a parliamentarian said that “Tehran
will use ali the power and potentials at its disposal to halt the oppression
of the people of Bahrain.”™ in April 2011, the Iranian Foreign Minister sent

a letter to UN Secretary-General, asking for "serious and immediate action
by the Security Council over suppressing people’s demands in Bahrain us-
ing military force.”™

INFORMAYION. Use of ranian Arabic-language sateflite channels
{especially Al-Alam, which is watched by 90 per cent of Bahraini Shia')
to spread their narrative. Al-Alam has been described as an lranian tool of
influence to stir up opinion in the Arab world."” Possibly use of social media
to agitate protesters and escalate the uprising against the regime.

CRITHCAL FUNCTIONS

# In oil monarchies like Bahrain, national security is equivalent 1o regime
security. Critical aspects include political stability, societal cohesion and
national self-determination.

# Babhrain’s National Action Charter (2001} defines national security as “the
fence and fortress for protection of the country and maintenance of its
lands and economic, social, and political gains and support the process of
comprehensive development,””’

YULNERABILITIES

# A majority Shia population is ruled by a Sunni minority and discriminated
against ~ for example, Shias are largely prevented from accessing jobs
in the security services, they cannot serve in the armed forces, and their
political influenced is limited {e.g. gerrymandering of Shia constituencies
by the government).” The resulting discontent is fertile ground for agitation
and foreign influence.

# Bahrain’s economy is heavily oil-dependent.

ATIONAL SECURITY INTERESTS

THREATS

# Escalation of socio-political protests into sectarian violence, not least
due to stirring up of discontent by lran,

# Risk of Bahrain becoming an arena for a proxy conflict between Saudi
Arabia and ran, who are both invested in the country.”

# Growing threal of religious/ideological extremism, not least due to
what Bahrain's Interior Minister called “anti-Bahrain propaganda by lran-
backed media,”™

EFFECTS

# Increased divisions of society along sectarian lines, escalation of vio-
lence.

# Reinforcement of opposition movements.

# Weakened support for the government due 1o the perception of the Bah-
rain regime as oppressive.

# increased reliance of Bahrain on its GCC neighbours for regime survival,
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April 2015 - 2018

Thnaanl A
Economic leverage

M s e
Pakistan, Kingdom of Saudi Arabla (K54),

China, lran

SUMMARY

in March 2018, the Kingdom of Saudi Arabia (KSA) initiated Decisive
Storm, a multilateral operation to influence the civil war in Yemen, The
KSA's initial claim that Pakistan, a key ally. had already "expressed
desire’ to participate in the operation, caused some smbarrassment
fo1 Islamabad.’ A formal reouest by the KSA for Pakistan fighter iets,
ground troops and naval warships to join its campaign in Yemen led to
alengthy debate in the Paldatani parliament. The majority of the public
opposed direct involvement in the conflict and was wary of Pakistani
support being taken for granted by the KSA. Many commentators saw
the intervention as a potentially disastrous and costly war, Ultimately,
the Pakistani parliament voled unanimously to remain neutral in the
conflict, which made it difficult for the government to provide anything
more than symbolic support.

Pakistan's decision-making process was subject fo intense lobbying
from the KSA, ran and also China. The KSA and Pakistan have long
had a close reciprocal relationship, with the KSA generously providing
aid to Pakistan in relun for oiilitary assistance, Despite intense pres-
sure by the KSA 1 participate in the intervention, Pakistan was wary
of antagonising its powerful neighbour lran by meddling in ils sphere
of interest - lran is believed to back the Houthl rebels in Yemen, More-
over, in 2015 Pakistan had high hopes thal Weslern sanctions on bian
would soon be lifted as a result of a US nuclear deal, making lran’s vast
hydrocarbon reserves available to enorgy-starved Paiistan, Some an-
alvals also sugoested thal China which has o greal inferest 0 peace
and stability in the region due 1o its large-scale infrastructure prolects,
roight also have had some major influence on Pakistan's decision: Chi-
na s Prosident ) visited Pakistan during the penod of deaision making
o lobby for neutrality and a dinlomatic resolution of the conflic! and o
promise enormous investments ininfrastructure and energy amounting
to UBD 48 bilion over several vears as part of the One Belf One Hoad
initiative

Pakistan also had many domestic factors 1o consider participation in
what many believed to be a proxy war between the K8A and Iran wouid
likely aggravate the Sunni/Shia divide both in the region and at horme
{20 por cent of Paldstar’s nobulation are Shis Muslims) A crucial cone
sideration was the risk of overstretching the Pakistani military, which

KoY FOINIS

% Pakistan tvied 1o walk a dinlomatic Bighlrope by choosing the ab
solute minimum level of involvement by eventually sending trooos for
‘border operations’ It thus hoved 1o please the KBA by being some.
what involved, but at the same time not to antagenise lran by con-
tributing more directly. Words and actions were intended to convey
the presumied role for Pakistan as a regional mediator, rather than an
active participant of the regional geopolitical confiict between lran
and the K&A,

CONTEXT

# Pakistani-KBA relations. Pakistan and the KSA have a long-
standing relationship, with Pakistan in some regards the junior partnier due
1o its relative economic weakness and vulnerability. Pakistan is a major
recipient of K8A aid and cheap oll. Pakistan possesses a far superior
standing army with extensive operational experience and has developed
a reputation for being the provider of military muscle to the KSA (e.g. in
Gulf War 1991),

s Pakistani-Uhing relalions. China is the most important sup-
porter of Pakistan’s economy, with Chinese aid now excesding US aid.
China is significantly expanding its investments in Pakistani infrastruciure

was engaged in a large-scale counter-insurgency operation along the
Afghan border and additionally committed at the border with India.

Nevertheless, there has since been some evidence of creeping military
involvement by Pakistan in spite of the parliamentary no-vote: in eatly
2017, there were repotts of a brigade being sent fo the KSA to pro-
tect against Houthi incursions into KSA territory. In a significant shiff,
the Pakistani army announced in February 2018 that it was sending
1,000 troops to the K8A in advisory and training roles. Although this
still amounts to only indirect involvernent in Yemien, the lack of detall in
public announcements and the bypassing of the Pakistani parliament
led to sonie domestic backlash,

MAGE - Shutterctack

& Aclions o assist the KSA often ccourred withou! acoompanying
public annbuncements, indicating a two-track policy. Pakistan's polit-
ital policy s compalible with the padliamentary resolution and aims o
appease lran, China and its own population: the other brack is a more
pragmatic approach, which caters to the demands of realpolitik ®

% Some information frabricide resulted owing to the highly contradicto-
ry nature of the diametrically opposing demands that were placed on
Pakistan. Instead of soothing the KSA and lran Pakistan's words and
actions seem 1o have angered bolh o some exdent

(including financing an lran-Pakistan pipeline), with Pakistan representing
a critical geographical point in China’s ‘One Belt One Road initiative’, an
ambitious Infrastructure project to create a new 'Sk Road’. Regional sta-
bility, including Yemen, is vital for the realisation of this project: the Yemen
conflict threatens the Bab al-Mandeb Strait, a body of water controlled by
Yemen and a chokepoint for the transportation of oll. President Xi visited
Pakistan in April 2015 to discuss, amongst other topics, the possible role
of Pakistan in the Yemen conflict and promised to stand behind Pakistan
if it decided to rebuff the KSA's request. The personal intervention of the
Chinese President signalled the importance of the issue to China.
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KEY ACTORS

Parliament of Pakistan
Ministry of Defence of Pakistan

ARRATIVES

KEBA government

# This muitilateral intervention will re-
store the legitimate government in
Yemen and terminate the threat posed
by Houthi rebeis.

# lran is inflaming the conflict by back-
ing the Shia Houthi rebels.

Nawaz Eharil Drime Minisfer of Paldstan (1090 - 15593 1967 . 1999 Dpis . o017y
Khwaila 8sif Defence Minister of Pakistan (2013 - 20171
Khurram Dastgir Khan Defence Minisler of Pakislan (2017 ~ 2018}

Xi Jinping President of China

(since 2013)

Mohammad Javad Zarif Minister of Forsign Affairs of lran since 2013)
Prince Mubhammad bin Salman Crown Prince of Sauoi Arabia: Defence Minister ince 20181

franian government
# lran does not back the
Houthi rebels.

# The KSA is committing
genocide in Yemen.®

# Pakistan should assist in
finding a diplomatic solution

Chinese
government

# Stability in the re-
gion is of great impor-
tance; military inter-
vention in Yemen will
destabilise the region.

- Pallstan! government and media

| # The parliament “desires that Pakistan shouid main-
tain neutrality in the Yemen conflict so as to be able
to play a proactive diplomatic role to end the crisis.”
# Press/public (majority): this is not Pakistan’s war,
and Pakistan is not the KSA’s puppet.®

# Government: Pakistan is prepared to protect the

to the crisis. i territorial integrity of the KBA.
25 Mar 2015 31 Mar 6 Apr 8 -9 Apr 10 Apr 20 - 21 Apr Dec 2016 {15 Feb 2018
KSA-led military Pakistan’s Defence KSA Defence franian Foreign Pakistan's China's President Pakistani Chief of Press release
operations begin  © Minister visits KSA Minister an~ Minister visits | parliament passes | Xi visils Pakistan, Army Staff vigits KSA; from Pakistani

nounces KSA
has formally

in Yemen. . promises o protect

i Bauditerritory but !

staies necessity | asked Pakistan

to “give peace a  tojoin the coa-
chance”.’ : fition.

the country to
remain neutral

a cease-fire.

Pakistan, asking :
¢ dlaring neutrality

+ and work towards |

©announces USD 46
billion investment,

aresolution ds- ollowing the visit, there military
are reports of a brigade | announcing
of soldisrs being sent | decision to send
1o the KSA for ‘guard’ | 1,000 treops to
duty against possible | KSAin advisory
incursions of Houthis  :  and training
into KSA. : rotes.

on Yemen.

STRATEGIC LOGIC

While fran's and China’s wish for Pakistani non-intervention coincided
with the preferences of the Pakistani public and most of its politicians, the
KSA tried to influence Pakistan into joining an intervention that was, ar-
guably, not in Pakistan’s national interest. The intervention seemed bkely
to become a costly and drawn-cut conflict in a region that Pakistan had

little connection 1o, and was likely to cause Pakistan problems at home
(including increased sectarianism, public discontent, overstretching of
the military). The KSA framed its offer as part of the long-existing mutually
beneficial relationship and combined intenss diplomatic pressure with the
implicit threat of discontinuing their generous aid and assistance.

EASURES

DHPLOMATIC, Rivadb initially named Pakistan as a participant in the
coalition before Pakistan had made any public statement on the matter.”
The KSA’s diplomatic pressure on Pakistan was intense, including shuttle
diplomacy and high-level meetings.

INFORMATION/FINANCIAL. The KSA has gradually been build-
ing its influence at the level of the general Pakistani populace, most no-
ticeably by funding hundreds of madrasas which provide children with
housing, clothing and religious education.” However, the KSA's religious
influence has also been blamed for raising sectarian tensions by spreading
puritanical Wahhabi beliefs. Some pro-8audi groups held rallies in Paki-
stan in support of the Yemen intervention.”

ECONOMIC, The KSA has long been a generous provider of aid and
investment to Pakistan, In 2014 alone, the K8A gave Pakistan an “uncon-
ditional grant” of USD 1.5 billion to service its debts. In 2018, in return for
Pakistan’s participation in the KSA’s multitateral exercise North Thunder -
an attempt 1o stabilise bilateral relations — the KSA pledged USD 122
million, including a USD 67 million grant and the rest in loans for vari-
ous development projects in Pakistan.” The KSA also provides jobs to
2.2 milfion Pakistani citizens, who send back some USD 4 - 5 billion in
remittances back home every year.”"®

CRITIHCAL FUNCTIONS

# Pakistan’s sovereignty concerning its ability to freely choose its foreign
policy path without external pressure.

# Harmonious coexistence between different ethnic and religious groups
within Pakistan.

# Cordial refations with ali the major regional powers.

# Energy security and functioning infrastructure for Pakistan’s rapidly
growing population.

YULNERABILITIES

# Energy shortage: Pakistan’s population is fast approaching 200 million,
and its economy is losing up to six per cent of GDP due to infrastructure
bottienecks and a chronic shortags of electricity.

# Oil dependence: The K8A is the primary source of oil for Pakistan.

# Weak economy: Huge debt and weak currency. Outside offers of aid
and investment, likely tied to political demands, become more appealing.

THREATS
® Worsening of inter-ethnic and inter-religious discord: the Yemen in-
tervention can be explained as part of the broader Sunni/Shia conflict

IATIONAL SECURITY INTERESTS

embodied through KSA-lranian rivalry; Pakistani involvement in Yemen
would fikely increase sectarian disputes at home, where 20 per cent of the
popuiation is Shia.

# Public discontent: Disconnect with the Pakistani government as a result
of public opinion being ignored if geopolitical interests of external actors
take precedence.

# Overstretching of the military: Pakistan is already heavily involved in
counterinsurgency campaigns (esp. against Pakistani Taliban) and needs
to keep enough troops at the Indian border. Involvement in Yemen would
spread the military dangerously thin,

EFFECTSE

# Brief cooling of KSA-Pakistani refations after the initial decision to remain
neutral, although relations have improved since Pakistan participated in a
joint mifitary exercise and deployed soms troops 1o the KSA.

# Continued sectarian tensions, including ongoing attacks by Sunni su-
premacists on the Shia minority.

# Continued susceptibility to external influence, as no sustainable solution
has been found to Pakistan’s economic and energy-related vulnerabilities.
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2001 - 2002

-
Coercion through threat
or use of force

SUMMARY

The India-Pakistan standoff from 2001 - 2002 was the biggest conflict
between India and Pakistan since 1871, Operation Paraliam' (San-
skrit: ‘Valour') was India’s response to the terrorist threat it attributed
o Pakistan and was an act of coercive diplomacy - the use of mill-
tary mobilisation as part of a diplomatic strategy. [he operalion was
launched by New Delhi with the stated intent of compelling Pakistan to
cease i1s suppott io viclent extremists following two terrorist attacks
in 2001, flirst on the legislative assenibly in Oclober and then the Indian
pardiament two months later, The indian government attributed the at-
tacks to two Pakistan-based terrorist organisations, Lashkare-Taiba
{Lel) and Jaish-e-Mohamimed [JeM), and alleged these organisations
were aclively supported by Pakistan's Intelligence Service, New Do)
demanded that Pakistan tackle cross-border infiltration, close train-
ing camps and make a categorical and unambiguous renunciation of
terronam,

Linder the Sundar]i Doctrine India mobilised s main strke forces rom
central India to complement the holding cormps already i place on the
border, but because of the distances involved and the size of the strike
force, this took three weeks, As a result, Pakistan had enough time to
counter-mobilise its own forces and ailow for intermediary diplomacy,
predominanptly from the US and UK. By the time Indian troops had

KEY POINTS

@ Coercive diplomacy is a tvpe of strategic coercion. an approach
which forces the targed to take a particular aclion or o stop or undo an
action already taken ' 1o compsl an adversary 1o behave in @ certain
way a government needs to coordinate actions and words o a cred
ible coherent messane This is complicated however by the require-
ment to speak simultaneously to different audiences: the adversary, the
international community and domestic publics.

U 1he lack of political direction in delining strategic objectives was
likely a significant factor in the operation's fallures. Without clear aims,
there was no way a military objective could be realised. and the military
leadership were unable to organice and maintain military means ® A
lack of information sharing and cooperation between civilian and mili-
tary authorities compounded this,

CONTEXT

= indo-Pakistani rivalry. India and Pakistan, sharing a 2,900 km
long border, have been rivals since 1947 when both nations became inde-
pendent states. The two countries have a long history of difficult relations
and have fought in several conilicts and wars over the disputed territory
of Kashmir and in 1971 over East Pakistan {now Bangladesh).”” From 1947
on, both governments have claimed the region of Kashmir as sovereign
territory, leading o several disputes and major military conflicts between
1947 and 1971, From the early 19703 up until 1998, India and Pakistan en-
joyed a period of refative stability.” The situation was complicated again
by Pakistan and India both testing nuclear weapons in 1998."

& Terror aitacks. In October 2001, a massive car bomb was detonat-

ed outside the Kashmir Legislative Assermnbly in Srinagay, killing 29 people,
The indian government blamed islamabad.” Two months later five lslamic

KEY ACTORS

Mations v e
india, Pakistan

arrived in the border region, the momentum was lost, and it was diffi-
cult for India to politically justity further military action, especially due
to pressure from the US, Mushareaf had made a live television address
denouncing terrorism and promising to deal with militant groups In
Pakistan.?®

New Delhi’s strategy meant influencing two key target audiences, First,
demonstrating lo Islamabad the capabllity of India’s anned forces and
the political will to act should Pakistan not comply with its demands,
Second, by overlly threatening an escalation into conventional war
fare, trying to influence the international community, particularly the
U8B, to pressurise Pakistan to dissociate itself from lslamic terrorism in
aocordance with the olobal war on lerror

When measured against stated objectives, the aperatlion was of imixed
success. There was a reduction in cross-border infiliration in early
2002, Islamabad pledyed to deny Kashniir 1o terrorist organisations
and alse temporarily cracked down on terrorist groups in Palistan *®
However, Pakistan did not comply with India's requsst to extradite
twenty criminals, and the actions taken by islamabad 1o crack down
on militants and their cross-border activity were very short-lived ®

© Because no end date was specified for Pakistan to comply with
demands, the Indian government needed to coordinate military and
diplomatic instruments over a probracted length ol ime while concur
rently signalling restraind to the US and sustaining domestic support
for the operation.”

U The decisiveness of India’s message was undercut by the inability
of the Indian Armed Forces to present a credible and timely threat,
After the order for mobilisation was given, the Indian Armed Forces
took almost three weeks to move to the border area. During these three
weeks, the Armed Forces of Pakistan wete able to respond by coun-
ter-mobillising and using diplomacy to engage with allies.”

terrorists attacked the Indian Parliament targeting political leaders; this
failed, but several innocent people were killed.”® This second attack was
seen as a sirike at the heart of india’s democracy. New Delhi implicated
Pakistani-based terrorist groups LeT and JeM in both attacks.™"

# The Bundaril Doetrine. Indianv's approach to defence policy
towards Pakistan which it employed 1981 - 2004 was described as “a
nonaggressive, non-provocative defence policy based on the philoso-
phy of defensive defence.”® According to the Sundarji Doctrine, India
held seven defensive holding corps near the border region with Pakistan
with limited offensive capability. Offensive combat power was provided
by three strike corps based in central India, a significant distance from
the border region.

Lashkar-e-Taiba {LeT) (Army of the Fure’) a violent Pervez Musharraf President of Pakisian (2001-2008)
Islamist Sunni organisation operating in Pakistan . Abdul Sallar Forelgn Minister of Paldstan (1000-2002)

and Kashmir

- Lal Krishna Advani Indian Minister of Home Affairs (1958-2004)

Jaish-e-Mohammed [JeM] ('Arnmy of Muhammad '} Atal Bihari Vaipavee Pume Minister of Indla (1998-2004)
a violent Islamist Sunni organisalion operaling in | George Fernandes inojan Defence Minisier (0001-2004)

Pakistan and Kashmir
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ARRATIVES

Indian governmant

# Pakistan and terrorist organisations are behind the terrorist attacks. ™

# Pakistan is a revisionist and aggressive country,

# India has significant military capability which it is willing to use.

# india does not want war, but war is being thrust upon us.” The fight this
time must be the final war against terrorism,””

Pakistani government

# Pakistan is not a terrorist country; it is fighting against islamist terror-
ism {e.g. Taliban, Al-Qaeda) and banned terrorist organisations in its own
country (e.g. LeT),

# India is a nationalist and expansionist country, which tries fo subdue Pa-
kistan. Pakistan is fully prepared and capable of defeating all challenges.”
# Pakistan does not want war, local or general, conventional or nuclear; the
decision ligs with India.”

10ct © 13 Dec 14 Dec ¢ Late Dec 12 Jan 14 May @ 24May | 10Jun Oct : Nov

2001 2001 2001 2001 2002 2002 . 2002 . 2002 . 20083 2003
Carbomb  © Stenmorists | New Delhi demands Indian and Musharraf Three gun- Palistan Ajr restric- india and Ceasefire

attack against | attack the islamabad stop : Pakistani ballistic | makes nation- men kifl 34 {aunches tions over : Pakistan between

Kashmir  : Indian Parlia~ | terrorist activities; | missiles moved wide address peopleinan | series of indiaend; :© startto | Indiaand
Legislative | ment, 14 peo- | Pakistanorders  :  to LoC; mortar denouncing : armycamp . missile | bothooun- o demobilise; | Pakistan
Assembly 1 ple(including | Armed Forcesto and artillery firg terrorism and  © near Jammu, tests. : ires withdraw ;| Operation |  signed.
by Islamist | attackers}are ! standing high alery; arzplacedin | promising ac- escalating warships. Parakram

terrorist : killed. ¢ Operation Parakram : Kashmir. ¢ tion on militant i tensions. : : ends.

groups.  : i starts. i groups. : : : :

STRATEGIC LOGIC

india launched Operation Parakram in response to a series of terrorist at-
tacks and as a strategy of coercive diplomacy to influence political decision
making in Islamabad. India wanted to demonstrate military capability and

political will, and compel Pakistan to comply with their demand to take
‘credibie, firm, substantive and visible actions’ against violent militants op-
erating from territory under its control.”

EASURES

DEPLOMATIE New Delhi cut India's diplomatic representation in
Pakistan by half and recalled its High Commissioner to Pakistan. india
demanded that islamabad should stop supporting terrorist and radical
groups in Pakistan and in Pakistan Occupied Kashmir (POK). The govern-
ment worked with the US to persuade Pakistan io prevent cross-border
terrorism.”” The US and UK, who relied on bases located in Pakistan for
their military operations against the Taliban and Al-Qaeda in Afghanistan,
advised New Delhi to exercise restraint. Operation Parakram was prob-
lematic because Islamabad redeployed force elements from Afghani-
stan’s border in the west to India’s border in the east.

ECONOMIC, India stopped all border transit between Pakistan and In-
dia and denied airspace to Pakistan International Airlines.

MILITARY. By January 2002, india had mobilised approximately
500,000 troops and three armoured divisions in Kashmir along the Paki-
stani border. In response, Islamabad deployed over 300,000 troops along
the Line of Control {(LoC). By May 2002, the number of Indian military and
paramilitary forces deployed along the Indo-Pakistani border had grown
to around 700,000 troops.”

CRITHCAL FUNCTIONS
# Territorial unity, stability of the border region with India. Support for the
right of seif-detsrmination of the people of Kashmir.

# Aim of achieving parity with India through military and diplomatic means,
and limiting what Islamabad perceives as New Delhi’s expansionist policy
in the South Asia region.

# Continued parinership with and assistance from key international part-
ners {especially US).

VULNERABILITIES

# Fear of separatism; lack of national unity among several provinces
(Sindh, Punjab, Baluchistan, and Northwest Frontier);” territorial disputes
with Afghanistan.™

# Elements of Pakistan society, in particular, those from poor socio-eco-
nomic backgrounds, are vulnerable to viclent exiremist ideclogy.™

# The military dominates Pakistan’s strategic thinking because of the ar-
my’s continuous role In government.

# Cross-1.0C trade is highly dependent on india-Pakistan relations, which
are fragile.* The two most significant issues for Indian and Pakistan eco-
nomic relations are terrorism and drug trafficking.®*

& Dependence on allies and partners, especially on the US, who provides
economic and military support to Islamabad.®

ATIONAL SECURITY INTERESTS

THREATS

# Huge military build-up. Possibility of escalation into a full-scale conven-
tional or even nuclear war. Existential threatl: Islamabad feared that India
could cut Pakistan in two in a full-scale war.”

& India’s growing economy is much larger and stronger than that of Pa-
kistan.”™* Strengthening of India’s status as a major power in the South
Asian region.

# Asymmetric Pakistan-India power relationship.*** India has significant-
ly more active military personnel (as of 2017, India has 2,800,000; versus
Pakistan's 837,000} and reservists, and vastly outspends Pakistan {(India’s
defence budget is USD 51 billion, while Pakistan’s is USD 7 billion).”

EFFECTS

# Enormous cost of Operation Parakram, without major visible results: in-
dia spent at least USD 3.2 billion, while the response cost Pakistan USD 1.4
billion.* The Indian army had suffered 798 casualties by July 2003.

# India's alms were not achieved: Pakistan continued supporting radical
lslamist movements in Kashmir in the long run, despite public assurances
and short-lived crack-downs.

# Operation Parakram revealed several vulnerabilities of Indian military
strategy and Indian Armed Forces, and showed that the Sundariji Doctrine
was not fit for purpose.® In response, india developed a strategy to deal
with insurgent camps in POK shouid terrorist attacks occur, which avoids
escalating to war while maintaining a no first use (NFU) nuclear posture.™
A new doctrine was developed that focused on ensuring a surprise, rapid
mobilisation against Pakistan and keep the conflict limited; India’s tradi-
tional defensive posture became more pro-active in 2004, New Delhi
also updated its intelligence and defence networks and built up border
controls on the LoGC.*
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Gl mena
February - March 2014

-
Coercion thraugh threat
or use of force

SUMMARY

On 26 February 2014, President Putin ordered a week-long readiness
exercise in the Western and Central Military Disiricts, involving around
150,000 troops and coinciding with the deployment of covert Russian
force elements before the anpexation of Crimea. Although Russian
officials maintained that the readiness exercise had been planned
months in advance and was uncomnected o events in Ukraine, i1s tim-
ing, scope and the accompanying rhetoric which empnasised its size,
should be seen as a threalening message n the context of arowing
Russian-Ulkrainiah tensions. Along with other measures, his exercise
was parl of a strateqy intended 1o achieve effects on three target au-
diences: intimidating the interdim government in Kiev and deterring it
from enterdng Into open conflict in Urimea, dissuading third parties from
intervening in the conflict, and providing reassurance and encourage-
ment to oro-Husslan getors in Crimea (and later Eastem Uloaine), In
addilion to signalling deterrence and political resolve, the exercise also
setved as a deception to divert attention away from Crimea: a distrac-
tion force was deployed near Ulrainian borders in the Western Military
District. while the Southern Military District, closest to Crimea, was not
involved in the exercise.’ While the maiority of troops indeed conducted
tegular exercises g small element of the force was being mobllised for
the annexation of Crimea,

Sinilar exercises also took place lafer dining the continuing oonflict
in Eastern Ukralne, where Bussia began a mass deployment of forces
near the Ukeainian-Russian border! A pattemn of snap exercises has

Ker POINTS

“ A key advantage of the use of snap exercises is their ambiguity if
accused of hidden and hostile niotives, Russia can claim that every
army needs to exercise their roops reqularly” This plausible deniability
during a oritical Hime ceriod can seriously hamper the decision-making
o1 affected governiments and of internalional organisations. It took time
for NATO to understand the size and scale of Russian troops deploying
to Orirnea while the Buasians eontinuously denied thelr nresence ©

U Russia's desire 1o achieve a political effect through military posture
was clear: If the Bussian government had wanted fo de-escalate ten-
sion a pre-planned exercize would likely have been cancelled to avoid
any misinterpretation

CONTEXT

u Unrest in Ukralne. Pro-EU protests began in Novernber 2014, af-
ter President Yanukovych’s decision not 1o sign an Association Agreement
with the European Union. In the following months, protests escalated and
turned viclent after the government passed harsh anti-protest laws and
imprisoned hundreds of protesters. From 18 - 20 February 2014, at least 88
people were killed in Kiev by security forces, In February, the Ukrainian par-
liament impeached President Yanukovych and instafled an interim govern-
ment under President Turchynov. In response, thousands of pro-Russian
protesters rallied in Crimea against the new administration, the legitimacy
of which was aiso challenged by Russian officials. 60 per cent of Crimea’s
population is ethnic Russian, and Russia’s Black Sea Fleet has been sta-
tioned in Sevastopol for centuries.

u Annexation of Crimes. On 27 and 28 February, unmarked armed
men seized key government buildings in Crimea and two key airports in

KEY AGTORS |

Bussian Armed Farces
Ukrainian Government
Crimean Parliament

M s e
Russian Federation, Ukraine

been discernible in other regions, such as in close vicinity to Estonia,
Latvia and Lithuania, where the timing of force posture has been used
for strategic effect. The message of these exercises can be considered
quite clear in the sense of Russia demonstrating its readiness for con-
frontation and deterring further actions against Russia's interests in an
area which it considers its sphere of influence.
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© Russia used a strategy of ‘pressure and shield : fomenting public un-
rest and encouraging Iocal militia to create an indigenous insurgency -
undermining governiment authorily from within - then shislding therm by
deploving significant forces close to the border, deterring the Ukrainian
guvernment from nsking open confrontation,

@ The integration and synchronisation of a range of measures to cre-
ate confusion and deceive an enemy is a classic example of Russian
military deception, often referred 1o as maskirovika, which according to
doctrine consists of concealment, simulation and Imitation, disinforma-
tion and demonstrations of military capability

Simferopol and Sevastopol. On 1 March, the Russian parliament approved
Putin’s request to use military force In Ukraine. On 6 March, Crimea’s par-
liament voted unanimously in favour of joining the Russian Federation.

u Yienna Docurment. The Vienna Document’ is a Confidence and
Security-Building Measure {CSBM) agreed upon with the OSCE in 1980,
which requires participating states (amongst other things) to notify each
other ahead of time about major military activities such as exercises. As the
troops involved had not been given notice in advance of the exercises, the
42-day notification required by the Vienna Document did not apply. Russia
did not invite observers as the troops involved in sach exsrcise scenario
did not exceed the number required under Chapter Vi, but three inspec~
tions were carried out under Chapter IX which covers arms conirol. No
infringements were found.”

Viadimir Putin President and Supreme Commander in Chief of the Russian Federation (2000 -~ 2008, since 2012)
. Seraey Shoigu Aussian Defence Minister (since 2012)

. Sergei Lavrov Russian Foreign Minister (since 2004)

. Arsenly Yaisenyuk Frime Minister of Uleaine (2014 - 2016)

. Sergey Aksyonov new separatist’ Prime Minister of the Autohomous Hepublic of Crimea (since 2014

000282



IARRATIVES

Russian government

# Exercises of this scale are not unusual and are frequently ordered by
the President.

# This readiness exercise was previously planned and is not linked to
events in Ukraine.”!

# The drills will include military exercises “on Russia’s borders with other
countries, including Ukraine.””

# Russia is closely following events in Ukraine and is taking (unspecified)
measures to ensure the security of the Black Sea Fleet based in Crimea.
Crimea has strong historical ties to Russia. Russia needs to protect the
rights of ethnic Russians in Crimea from the new “fascist” government.

LHorainian government

# Everything is being done to avoid increasing tension in Crimea; security
forces have received instructions to not at any cost provoke any conflict or
confrontation with civilians.

# Ukraine will not use force and provoke bloodshed.” Russia’s state-
ments regarding the infringement of civil rights of national minorities and
religious denominations are false.

# The irregular presence of Russian troops in Crimea is a violation of the
agreement regarding the Black Sea Fleet; the Russian government must
immediately withdraw these troops and return them 1o places of permanent
deployment.

KEY EVENTS

Large snap exercise lakes place in Russia’s Western and
Central Military Disiricts, involving 150,000 troops.
26 Feb = 3 Mar
22 Feb 2014 27 ~ 28 Feb 27 Feb 1 Mar 4 Mar 16 Mar 18 Mar 24 Mar
Ukrainian Military intervention Crimean parliament Ukrainian armed NATO allies Crimea holds : Putin signs treaty Ukrainian President
Parliament in Crimsa starte: | elects new PMof  iforces are brought sonvens for ¢ referendum, 86.8 ¢ absorbing Crimea ©  gives official order
impeaches unidentified soldiers | Autenomous Repub- © 1o full combat consultation under ©  percentvote for into Russian to withdraw from
President in combat uniforms e of Grimea, and  : readiness: Russia Article 4 of North joining Russian Federation. Crimea, as Russia
Yanukovych. {Russian SOF) seize ; announces a referen- :wins parliamentary Atlantic Treaty.  :  Federation. The takes over m}litary
key buildings in the | dum on autonomy.  :approval to invade : referendum is not pases.’
Crimean capital and | : Ukraine. i recognised by G7,
Crimsa's two main © : U8 or EU.
airports.

STRATEGIC LOGIC

The snap exercise featured in this case was presented as a readiness
test of the armed forces but was, in reality, part of a strategy of classic
Russian military deception with the intent of achieving several effects,
First, demonstrating political and military resolve toward the new Ukrain-
ian government and to the West, Second, encouraging pro-Russian el-
ements in Ukraine. Finally, by holding the exercises in the Central and
Western Military Districts, rather than the Southern Military District which
bordered Grimea, Russia was able 1o create a distraction while mobilising

special forces for the invasion of Crimea.” Ambiguity and plausible deni-
ability were crucial elements of the operation 1o annex Grimea, including
the use of unidentified armed personnel which were in actuality Russian
special forces. The use of military posture and the employment of ad-
ditional non-military instruments to influence Ukrainian decision-making
meant Russia only needed to employ a low level of actual force, ultimately
succeeding in annexing Crimea with a minimum of effort and cost.’

IEASURES

DHPLOMATIC, Russian political representatives {President, Foreign
Minister, Defence Minister) played with demonstrating the readiness of large
military forces while denying any intention to use it as an elemnent of policy.

MILITARY., The readiness exercise demonstrated the Russian armed
forces’ ability to put substantial combat forces on high alert status in
a short time and showed its ability to act militarily with extremely short

warning time for other actors. Russia also used the exercise as a cover for
irregular troop movements: by April 2014, Russia had bullt up over 40,000
troops at the Ukrainian border as part of the same readiness exercise,
which also served to covertly shift sslected units towards Crimea,”

CRITICAL FUNCTIONS

Ukraine’s national security strategy of 2007 (updated in 2012)" lists the
following among its national interests:

# “Enhancement of constitutional rights and freedoms of people and cit-
izens;”

# “Protection of state sovereignty, territorial integrity, and inviolability of
borders;”

#® “Setting up competitive, social market economy and improvement of
social welfare;”

# “Providing safe living conditions L...1”

# “Protection and development of spiritual and cultural values of Ukrainian
society and reinforcement of its identity on the principles of ethnic and
cultural diversity.”

VULNERABILITIER

# Historically-based segmentation of society with divergent cuitural iden-
tities and broad political affiliations.

# Military non-alignment. Mere partnership with NATO does not provide
any guarantee of military help in case of an armed attack.

# Extensive trade and energy dependency on Russia.

# Poor governance. Underdeveloped democratic institulions, tradition
of clientelism belween political scene, government and business; critical
lack of transparency and accountability of political leadership and state
administration.

ATIONAL SECURITY INTERESTS

THREATS

# The Ukrainian government understood the large-scale readiness exer-
cise right along the Ukrainian border as an immediate threat of incursion,
Risk of fully-fledged open conflict with an adversary with far superior ca-
pability and readiness.

# Threat of territorial loss and severe destabilisation of the country.

# Strengthening of assertiveness of protesters and fighters with pro-Rus-
sian and separatist sentiments due to the belief of Russian suppori.

# Threat of losing national and international legitimacy by seeming to over-
react to ambiguous situations (such as formally identified fighters); difficul-
ty of finding an acceptable course of action at any given time.

EFFECTS

# Russia’s military posturing placed enormous pressure on Ukraine’s po-
litical leadership and had a most critical impact on national decision-mak-
ing: it prevented the government from taking any direct military action
against unidentified armed men capturing strategic points in Crimesa.

# Territorial integrity of Ukraine was violated to a very high degree - change
of state borders through annexation of territory.

# Grave violation of international law without a prospect of an effective
remedial action by the international community in the near future.
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Gl mena
August ~ September 2017

e a0
Territorial violation

SUMMARY

Zapad 2017 was a joint strategic exercise between the Hussian and
Belarusian Arimed Forces. Two weeks before the exercise started, a
western district of Latvia experienced a major cellular network out-
ade thal lasted for seven hours, The oulage was believed o be a
result of a moblle communications lammer from Kaliningrad or a war-
ship in the Baltic Sea aimed at Sweden's Oland island, but also af-
fecting the Latvian coastal region.' A few days later, commercial air-
craft lving over Norway s Eastern Finnmark reported o complete loss
of GEE signal which lasted for 1 weel This GPS disruntion meant
that aircralt had 1o yse allernative means o navigale, Various meas-
urements showed that the interference was coning from the Bussian
border region in the east. The day before the official start of Zapad,
Latvias 112 emergency phone service was tnavailable for 168 hours,
Media and government officials were ouick lo sugnest Bussian in-
volvement, but the Interior Ministry later stated that this was actually
due to a malfunction and not outside interference.”

The cellular network outage in Latvia and the GPS disruption in Nor
way were linked to Zapad, during which the Russian Armed Forc-
es testad the deployment and application of advanced Electronic
Wartare (EW) technology. The exercise was conducted in a largely
EW -hostile environiment, assessed 1o reflect the conditions for which
they needed to prepare should conflict arise with NATO. Disrup-
tions in Latvia's and Norway's communications sysiems were likely
side-effects of the Bussian Armed Forces jamming the systems of
theilr own troops near the border,

Officials from both Norway and Latvia commented on these oc-
cutrences, although both stressed that there was no evidence yet

KoY POINIS

# The ambiguous nature of the lamming and the length of time it took
o determine the source of the disruption with a high degree pi certainty
impeded the ability to attribute responsibility and respond in a timely
and decisive manner,

2 Russia embarked on a programme of EW moderpisation in 2009 and
has deployed EW against Ukrainian governmient forces in support of
kinetic targeting, to jam communications and degrade morale through
direct text messages. Russias bolistic military thinking means that £ W
capability will continue to be exploited and effects created well bayond
the realm of raditional EW thinking. This convergence of Russia’s EW,
cyber and information warfare approaches, will continue to challenge
existing NATO concepts and practices.’

1 Electronic Attack (EA) integrates with other measures o achieve psy-
chological effects, either by the deliberate targeting of communication
networks or by the foolprint causing ‘collateral damage’. Apart from the

CONTEXT

u Zapad 2017, Zapad (‘West) is a series of military manoeuvres that
the Russian armed forces conduct with Belarus every four vears, The
Kremlin insists that the scenario is purely defensive and in the run-up
to Zapad 2017, Moscow accused Western officials and commentators of
vastly exaggerating the scale of the exercise. Evidence indicates that the
exercise kept to the size originally announced, which allowed the Kremlin
to claim that the ‘Russophobic’ West had overreacted.” Baltic politicians
in particular described the drills as an aggressive show of force.’

Ml s e
Russian Federation, Latvia, Norway

and that nothing pointed towards a deliberate aftack. However, Lat-
via's Foreign Minister called the incident “a symbolic political ges-
ture against the Baltic States, which showed thal Russia was dolng
everything to intimidale NATO, and hypolhesised aboul Article V
being invoked in more serious EW attacks in the Jiture.” The NATO
Secretary General also addressed the isaue a few weeks later, under-
lining the need for transparency in military exercises,

s

IMAGE - Busclan Krasokha 2 BEW syetam / MLy

physical disruption to basic social functions and services, disruption
of critical infrastruciure through EA can gause uncertainty and create
public anxdety,

% Military observers widaly exneactad testing of EW technnlogy in Zanad
2017, so potential spill-over into border regions could have been antici-
pated. Preparation for such incidents should focus on credible, factual
tesponses consistent across national authorities, stressing civil prepar
edness such as redundancy in national communications systems.

% The incorrect athiibution of responsibility for the outage of the 112
emergency phoneline highliabts the risk of threat inflation and the im-
portance of national authorities maintaining a high level of situational
awareness, being able to establish the facts and communicate them to
the public promptly.

u Electronic Warfare (EW). EW describes the use of the electro-
magnetic spectrum (EMS) for defensive or offensive purposes. Russia’s
EW capabiiity forms a key part of its conventional armed forces as a com-
bat support asset. Russia sees EW as a seamless whole, ranging from ki-
netic combat operations to cyber and psychological operations.” Russia’s
view on the line between war and peace is much less clearly defined than
that of Western countries, leaving a lot of grey area and possibilities for hy-
brid measures such as ambiguous EMS activities." There have been many
reports of Russia testing and using new EW capabilities in Crimea, Eastern
Ukraine and 8yria. Zapad 2017 provided a good opportunity for Russian
troops to gather information about how its EW systems performed against
countries with more advanced communications networks.”
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KEY ACTORS

Latvian Ministry of the Inlerior

HNational Security Commities of the Latvian Parliament
Norwegian Intelligence Service

Norwegian National Communications Authority

ARRATIVES

Latvian government

# Zapad 2017 is an aggressive demonstration of force.

# Disruptions in communications seem 1o be connected to the exercise,
afthough Latvia does not seem to have been intentionally targeted.

# Electronic attacks on national communications systems are an extremely
serious matter.

# | atvia should not panic about Zapad 2017, because Latvia has increased
funding for defence and the presence of allied forces in the Baltics.”

Morweglan government

# It is not surprising that Russian jamming has affected the Norwegian
side of the border.

# Alternative ways o navigate will protect against GPS jamming.

# Russia should have anticipated the side effects on civil aviation.

Russian Ministry of Defence
Edgars Rinkéviés Laivian Minister fur Foreign Allalts (since 2011

Frank Bakke-Jensen Norwegian Minister of Defense (since 2017)
Geneval-Major Yurly Lastochkin Chief of Russian EW Troops (since 2014)
Jens Stoltenberg NATO Secretary General (since 2014)

HATO

Russian government
# The improvement of EW systems is one of the most important elemenis
in ensuring national security.
# EW is a complex intellectual and technical component, especially in
hybrid conflicts.

# Utmost transparency regarding military exercises is required to make
sure there are no misunderstandings.
# Russia has developed powerful EW capabilities, which have bsen on
display in Syria and Ukraine,

Jun 2017 Jul - Aug 2017

30 Aug 2017

7 Sep 2017

13 Sep 2017

: 14-20 Sep 2017

GPSjamming | Russian forces Over 20 merchant Russian Armed
and com- i testanduse EW | ships are subjected Forges conduct 5
munications | technology in Syria, | 1o a suspected GPS major exercises
degradation [ including jamming ! spoofing attack in th that together
are freqguent of US drones., : Black Sea. assemble over
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telephons hotline
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Official dates of Zapad
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! diplomats say military
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last for about a week.

STRATEGIC LOGIC

The Russian Federation’s build-up of EW capabilities is part of an asym-
metric strategy and a cost-effective, low-risk way of disrupting a techno-
logically superior adversary. Electronic attacks can be highly disruptive to
civilian and military systems, while at the same time providing a surprising
amount of plausible deniability ~ during Zapad 2017 the national inteili-
gence services had difficulties identifying the source of the jamming and
whether it was deliberate.” Similar to cyber attacks, EW attacks that affect
civilian systems create media attention, which can have a significant psy-
chological effect and contribute to public anxiety, It is not clear if Russia
intended to disrupt civilian communications deliberately, but it is almost
certain that they were responsible. The lack of control measures to prevent
spifl-over of signals was at the very least negligent, and the absence of any
public acknowledgrent of responsibility in itseilf should be seen as hostile.

EASURES

DIPLOMATIC, No warning or subsequent public clarification of the
EW-related incidents, which contributed to uncertainty, No comment was
made on the jamming aliegations during Zapad 2017.

MILITARY. Testing of growing EW capabilities during Zapad 2017.
Jamming of GPS signals in Norway's Eastern Finnmark, but also all the
way 1o the west to Alta airport {some 250 km west of the Russian border}
for a week. Attributed 1o unintentional side-effects of EW-related activi-
ties aimed at Russia’s own troops. Jamming of phone services in Latvia’s
Kurzeme district for seven hours also attributed to spill-over from the Za-
pad exercise,

CRITICAL FUNCTIONS

# Resilience of civil communications systems (and related emargency net-
works).

# Safety of transporiation systems, especially civilian traffic/aviation; this
includes having alternative modes of navigating to GPS, which provides
critical positioning capabilities to military and civilian users.

# The Latvian National Security Concept alsc mentions that an “element
characterising the internal security [.. ] is the level of safety and stability the
inhabitants feel in their daily life in the country.®

VULNERABILITIES

# The US and other NATO states have neglected EW during the past few
decades, allowing the Russian Armed Forces to gain both quantitative
and qualitative EW superiority.® US and NATO rely heavily on powerful
high-technology systems {e.g. long-range precision strike capabilities)
which are vulnerable to electronic disruption.’”

# While military units are generally able to deal with disruptions of the elec-
tromagnetic spectrum, civil society is much more vulnerable - for instance,
for most people, cell phones are crucial in emergency situations.™

IATIONAL SECURITY INTERESTS

THREATS

# Russia has the capability 1o severely disrupt civilian systems. Even if the
jamming of civilian systems occurs as an unintentional spill-over effect,
it carries many risks, including transportation accidents with potentially
lethal results,” Knocking out cell phones also prevents authorities from
quickly disseminating information 1o its citizens in crisis situations.™

# The ambiguous nature of the EW activity threatens to lead to more
uncertainty and reduced confidence in sensors and networks.

EFFECTYS

w EW activity during Zapad did not cause any lasting damage in Norway
or Latvia.

# The main effect was cognitive: the spill-over of a military capability
into NATO countries’ civilian systems played into the hyped-up attention
around the Zapad sxercise and drew atiention to the considerable Russian
EW capabilities.

# Debates on the safety of civilian communication and transportation
systems.”
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2014 - 2018

Thnaanl A
Espinnage and infiltration

SUMMARY

I 2014, the Swedish Security Service (SAPOI reporied that the threat
from Russia's intelligence activities was increasing, as part of a range
of measures and as a precursor 1o possible military action. The service
ciled ten countrles as actively involved In systemalic, unlawiul activilies
against Sweden or Swedish interests abroad, predominantly through
the use of undercover intelligence officers working out of embassias,
trade representations and consulates, These officers worked under
false pretences, posing as diplomats, journalists or peoole in business
and recruting agents 1o supoly information, Russia was singled out as
o particular risk, the only country with a Tyl soectay’ anmroach ooy
ering "politics, economics, industry, technology, military defence and
dissidents *® SAPO again warned in 2015 that Russia was operating

snles both covertly and under dinlomatic cover o collect infonmation
about Bwediah defence nolitics, economy technoloay and science.
in 2016, it was suspected that Russia was tryving 1o openly influence

the Swedish debate on security policy through public rhetoric, and
integrated such ppen statements with more covert activities, such as
disinformation in the Swedish press, infilbration of think tank svents,
cyber attacks and espionage, particularly during the discussion of a
Host Nation Support Agreement with NATO.

Bwedish governiment oificials and intelligence agencies have become
more outspoken about the threat from Bussia, warning the population
to be vigilant. The Anned Forces introduced a hotline for tips about
suspicious activities during military exercises. Despite the increase
in media reports of Russian spying and the flow of official statements
citing suspicipbus events, details on specific incidents were not so

KEY POINTS

4 While there may be intense publio interest in the counter-espio-
nage and counter-subversion activities, securily services often have
16 withhold certaln information to prevent compromising operations,
Protecting solirces of information and the methods used in intelligence
collaction takes priority over transparency, There may also be legal re-
strictions in place.’

@ This vase highlighls the challenge lo national securily inslitulions
in keeping the public informed on matters of intelligence n a coher
ent and consistent manner, A distinction needs to be made between
overall threat warnings and evidence that supports atiiibution on a
case by case basis. Speculation beyond the known facts can create

CONTEXT

u Espionage. While intelligence activities - the gathering and process-
ing of information ~ is not unlawful in itself, intelligence activities become
uniawful when information is gathered that could harm a state’s security
if disclosed. SAPO defines espionage as “seeking to obtain sensitive or
classified information of vital importance 1o national sscurily with the aim
of passing this information to a foreign power.”

KEY ACTORS

Swedish Security Service {SAPO) govermment agency under the Ministry of Justice;

responsible for counter-esplonage

Military Intelligence and Security Service (MUST) main foreign intslligence agency,

under Swedish Armed Forces Centrad Command

Swedish Civil Contingencies Agency (MSB] organised undser MOD, responsible for
issues concerning civil proteciion, public salely, emergency management, and clvil defence
Russian Federal Security Service [FSB) pumanly internal security, but also exiemnal

actlivities

Russian Main Intelligence Diractorate (GRU) pimanly military intefiigence

Russian Foreign Intelligence Service (SVR] mainly civilian affairs

M s e
Russian Federation, Sweden

forthcoming, unsurprising given the political sensitivities surrounding
accusations of espionage and the requirerment for the secunity services
o protect sources and methods. In addition, a number of media reports
of incidents loosely plamed on Russia - submarine sightings, sabotage
of communications lowers and cyber allacks - filled the vacuur left by
the lack of expliclt evidence from national authorities but were never
conclusively attributed to Russia, to which the Kremilin responded with
accusations of 'Bussophobic hysteria),

Spuinik News making fun of the hunt for an alleged Russian submaring in
the Swedish archipelago in 2014,

unnecessary ambliguity, Hsking sensational media reperting and threat
inflation, which in tura can alfect government credibility, The Kremiin
often fosters a domestic narrative that Swedeh and the West are over-
reacting to encourage popular support for the regime.

4 The use of esplonage to subverl a ruling authority should be seen in
the context of Russia's ‘new generation warfare, Espionage is not just
about gathering informalion, bul alse shaping evenls and influencing
public opipion in the long term. Agents can pass false or misleading
information to the media, and reporting on real or suspected espionage
achivities can undermine public trust in national authorities, building up
the image of & millitarily suberior Hussia,

g Orowing Fussian asseriivensss. Under President Putin,
Russtan intelligence activities increased, and the Kremlin adapted Soviet
espionage tactics and strategies against the West. This includes the prac-
tice of espionage, which is embedded as part of a comprehensive strategic
toolbox employed by the Kremlin fowards EU and NATO members. Espi-
onage efforts are considered a key component of Russia’s multi-domain
deception and obfuscation strategy.

. Stefan Lofven Frime Minister of Sweden (since 2014)
. Pater Hultqwist Minisier of Defence, Sweden (since 2014)
Daniel Stenling Head of Counter intelligence, SAPO
Anders Thornberg Director General, SAPO (2012 - 2018)
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ARRATIVES

Pussian government

# Swedish government and media are being Russophobic, jumping to con-
clusions despite lack of evidence.

# Military responses o so-called submarine sightings are ridiculous;
these over-reactions stem from "anti-Russian hysteria and propaganda.”
# Sweden’s mainstream media seems {o have adopted a new mantra:
whenever anything bad happens, blame it on Russia.

Swodish government

# Russian intelligence activities against Sweden are nothing new; the
authorities are well aware of overt and covert influence activities and are
taking appropriate measures.’

# Espionage is a reality, and it is important to understand the different
methods that are being used.”

# Sweden’s foreign and security paolicy bullds on military non-alignment,
cohesion in the EU and increased cooperation on a broad front.®

KEY EVE

Oct 2014

s

May 2016 May 2016

Sep 2016 Jun 2017 Sep 2017

Two communications
mast towers in Boris are |
sahotaged. Investigation

inconclugive.”

Suspected sighting of a
submarine in Stockholm
archipelago sets offa
week-long submarine
hunt.”

Sweden expels Russian

capability.’!

research plane because of |
concerns over surveillance |

! Reports of intelligence

: gathering during

i SBwedish Aurora-17

¢ military exercise. Not
attriouted.’

Several reports of suspicious
activity in Northern Sweden, :
including contact with soldisrs on |
social media and observation of
exercises."” Not atiributed.

Suspected Russian
submaring sighting in
Gavle port, tums out

to be an imprint on the
ocean bed,"

STRATEGIC LOGIC

Russia is concerned about Swedish policies moving the country closer to
NATQO, fearing that this undermines Russia’s standing in the strategically
important Baltic Sea region.” Russian espionage activities against Swe-
den have increased since 2014 and should, therefore, be seen as part of
a broader RBussian stralegy that seeks to undermine and disrupt regional
security.® Goals include: collecting information about civilian and military

instaliations, capabilities and tactics; collecting information on internation-
al security and defence cooperation arrangementis; and obtaining informa-
tion on sensitive military technology. Espionage can also send a message:
extensive reporting based on speculation risks causing uncertainty and a
decline of public frust in national authorities, and unnecessary over-reac-
tion which is readily exploited by the Kremiin,

IEASURES

DHPLOMATIL, swedish intelligence estimates that a third of Russian
diplomats posted at the Embassy in Stockholm are spies for Russian intel-
ligence services operating under diplomatic immunity.”” Russian officials
have made public statements attempting to influence Swedish debates on
security policy decisions: for instance, the Russian Embassy in Stockholm
and the Russian MFA openly mocked Swedish government and military
responses 1o reported submarine sightings in the Stockholm archipelago
in October 2014,

INTELLIGENUCE. The most prominent {and publicly disclosed) exam-
ples of suspected espionage in Sweden include:

# Intelligence gathering on military exercises {e.g. reports of suspicious
persons, vehiclest9 and UAS20 during the NATO-led BALTOPS exercise in
July 2016,% International Bison Counter and Flygvapendvning in Septem-
ber 2018,” and during Aurora-17 in September 20177%);

# Placing of agents as legitimate figures in Swedish politics, academia
and news media, and attempted recruitment of people already working in
Swedish agencies;®

& Corporate espionage and illegal technology transfers, including infiltrat-
ing Swedish defence companies and other industries;” SAPO has warned
of the risks around outsourcing data storage to foreign private firms;®

# Cyber espionage aimed at gathering intelligence on Swedish systems
and identifying vulnerabilities;”

# Mobilisation of local actors or agents to foment divisiveness and political
factionalism or to carry out sabotage against critical infrastructure.

LEGAL. Russia uses legal instruments to weaken Swedish officials’ abil-
ity to expel Russian spies from Sweden {including tit-for-tat expulsions of
diplornats).”™

CRITICAL FUNCTIONS
# Swedish defence capabilities, operational planning, and international
collaborative frameworks.

# Ability of the government fo share and handle classified information, and
protect databases and records.

# Safeguarding critical research and development (R&D) and sensitive
technology.

# Protecting public opinion and sentimenis from disinformation; building
societal resilience.

VULNERABILITIES
# Partial dismantling of Sweden's Cold War-era defence capabilities: re-
sources for Swedish counter-inteliigence work lagged behind the threat.

# Despite strong societal resilience against disinformation, pro-Russian
actors can exploit arguments that resonate in a Swedish context {e.g. po-
larised debates on migration),

ATIONAL SECURITY INTERESTS

THREATS

# Financial, physical, security-related, and reputational losses associated
with enhanced espionage activities. Collection of sensitive information for
hostile purposes, stealing of state and corporate secrets.

# Over-reporting on and conspiracy theories around suspected or alleged
Russian espionage in Swedish media and social media can lead to uncer-
tainty and loss of public trust in national defence systems.

EFFECTS

# Heightened public awareness of foreign influence activities in Sweden.

# increased resources and efforts devoted to counter-espionage (e.g.
SAPO is receiving an additional USD 80.3 million between 2016 and 2020
te enhance counter-espionage efforts).

# Increased willingness of the government {o openly call out Russian es-
pionage. The intefigence agencies MUST and SAPO explicitly mention
specific Russian intelligence activities and release relevant information and
evidence,
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SUMMARY

Salafi outreach, predominantly facilitated by Saudi Arabia through
mosgues, welfare and educational activities, has been taking place in
the Netherlands since the 1980s. The issue of the influence of Saudi
citizens, NGOs and authority figures in the promotion of anti-West-
ern ideas came Into sharp focus following the attacks of 9/11, raising
questions about the flow of religious-ideological influence and financ-
ing from Saudi Arabia.! Despite public anxiety over the risk of home-
grown jihadism, concern eventually subsided, as non-violent Salafism
became the more dominant strand for the next decade.? [n 2014, how-
ever, the Dutch intelligence and Security Service (AlVD) warned that the
extremist interpretation of Salafism was again on the rise Instability in
the Middie East and the declaration of the 1518 caliphale’ was cited as
4 significant factor in this development.

in 2017, the AIVD stated il was closely monitoring the Salafi movement,
concerned thal s ideology was being used to legitimise intolerance,
anti-demooratic activities and polarisation.”” The risk to national se-
curity from Salali currents of lslam includes violent extremism at the
fringes, a lack of integration of Muslim immigrants and contention in

KEY POINTS

# The Netherands identifies any religious ideology as a concern when
it threatens the dermocialic legal order Bven # o laws ave broken
this can be threatened by individuals trying 1o achieve antidemocrat-
ic political aims by yndemoctatic means. such as through violence
inciternent of hatred and discrimination, systematic disruption and un-
dermining of democratic nstitutions rejection of state authority; impo-
sition of an alternative legal syster and clandestine efforts to influence
democratic decision-making.”

% The Salafi movement in the Nethedands is only partially organised
through Salafi mosgues and chantable foundations and represented
less formally through other mosques and alternative media channels,
The securily services assessed that 'close contacts between sections
of the movemant here in the Netherlands and Salafist individuals and

CONTEXT

u Immigration and integration in the Netherlands. The
largest minority groups ~ from Turkey, Morocco, Indonesia and Suriname —
all brought their version of Islam to the Netherlands. Roughly 5 per cent
of the Dutch population (17 million people) is Muslim,” of which around
40,000 - 65,000 are Salafi.” In 2018 there were 27 Salafi mosques in the
Netherlands {up from 13 in 20141." Problems with the integration of Muslim
immigrants, both Salafl and non-Salafl, led o a debate on the nature of
multiculturalism and the essence of Dutch values. Much of the right-wing
politics and right-wing extremism that has grown in the Netherlands over
the last 20 years has been in response to the debate on immigration.”

u Salafism as g speclyuim. Salafism is a collective term for various

Orthodox Sunni currents in Islam, which attempt to practice a “purer” and
more literalist version of islam, and support the implementation of Islamic

KeY ACTORS

AIVD Dutch General Intelligence and Securnity Service

Malinhe s e
The Netherlands, Saudi Arabia, Kuwait

palitical and sovial discourse.” The Salafi movement in the Netherlands
is particulady professional in its communications, so that much of the
inforimation about islain available to the Dutch public - in particular
online and through satellite television - reflects Salafi worldviews® This
helps to explain why Salafi ideas are so popular among young Dutch
Muslims and converts ®

The Dutch government announced in 2018 i was looking at ways to
prevent money from foreign countries being used to buy undesirable
influence over Dutch civil society oraganisations, including religious and
ideological organisations,” noting that funding flows that abuse our
liberties, originating from countries that lack freedom, must be limited
as far as possible ” ideas proposed included obliging organisations
1o disclose any finances, including donations.” A government list was
subsequenlly leaked by the media with detalls of 30 Dudeh Islamic v
ganisations that had applied for, or received, funding from Gull states in
recent vears - Kuwait and Saudi Arabia in particular - involving millions
of euros.”

structures in the Middle East potentially give those exdernal plavers an
{undesirable) level of influence over parts of the Duteh spectrum

# Intervertions o counter the threat from aspects of Salafism must be
specific and transparent: a perception that all of Islam is being framed
as harmiful, or that the government is moving against Muslims in gener-
al, will Izad to further polarisation in society. The Dutch security servic-
es have said it is up to the Muslim community itself 1o temper the Balafi
movement in the Netherlands, Too much external pressure only leads
o a stronger movement, confirming the Salali argunient that Muslims
are under attack and thal they are justilied in their preaching of hatred
of Western civilisation.

law {sharia). Promotion of (non-viclent} Salafism worldwide by various Gulf
countries and Saudi Arabia, in particular, should be viewed within the larger
religious-political power struggle in the Arab world for the true interpreta-
tion of Islam, most especially vis-a-vis Shia interpretations of Islam. There
is no central authority over Salafism, which containg many different move-
ments and splinter groups. Some analysts identify three different Salafi
movements: apofitical, political and jihadist Salafism.'® Each Salafi tradition
comes with its own threats and effects on society:” violent jihadis pose a
domestic terrorist threat and send foreign fighters to warzones. Apolitical
Salafis oppose integration into Dutch society, which leads to a greater po-
larisation between these Salafis and Dutch society. Political Salafis stand
for an active Islamisation of the individual, the family and society. Even
though they will use the democratic process from a pragmatic point of
view, they still view democracy as a vastly inferior system.

NCTV Dutch Natfonal Coordinator for Security and Counterterrorism, Talls within the responsibiiity of the Dutch Ministry of Justice and Security

FIOD Dutch Fiscal Intelligence and lnvestigalion Service

Duteh Minisiry of Social Affairs and Employment fracks undemocratic organisations in the Netherlands but does not relaase the informalion publicly
Dutch Ministry of Foreign Affairs receives information from Gulf Stales on which Dulch orpanisations are being funded via embassies, charities and

NGOs

WODC [Research and Documentation Centre] fasked with niapping the extent of foreign mosque funding: under the Ministry of Justice and Secuiity
Gouncil of Moroccan Mosques has called on Dutch Isiamic institutions fo be open about thelr funding




ARRATIVES

Dtoh government

# Salafi thought promotes undemocratic and intolerant messages; Salafi
jihadism poses a threat to Dutch socisty.

# Debates over how to deal with the challenges of Salafism cause polari-
sation within Dutch society.

Radical Duich Salafis

# Repeatedly try 1o provoke a response from authorities, so that they can
then claim to be the victims of a hostile Western society, and use that sup-
posed hostility to justify their own anti-Western, anti-democratic stance.”

KEY EVENTS

1940s - 80s | Aug 1988 : Aug 2001 : 2 Nov 2004 2014 ¢ Jul201e 2018 Apr 2018 Ongoing
Immigration influx  ©  First two 32 islamic Theo van Gogh, a Dutch author- | Afteryears of  Dutch authorities | Dutch media Qver the
from Indonesia islamic P elementary Dutch fiimmaker ities count  {  requestsfrom | count 27 Salafi | publish last decade,
and Suriname,  : elementary | schoolsstart | who produced a 13 Salafi pariament, mosques and | confidential | groups of asy-
guest workers  © schools start their school critical film of Istam, mosqgues the Duich MFA 110 Salafi lists of Guif |  lum seekers
arrive from Turkey | their school year (6,000 is violently murdered :  and 50 Salafi confirms the preachers in i paymentsto | (esp. from
and Moroceo. : year., students). by a Dutch-Moroccan preache{rgs in axistence of (but NL[3L2 i Dutch mosque | MENA-region)

Salafi; retaliatory vi-
olence includes van-
dalism of mosques.

i does not publish) | come to NLD.
3 list of Islamic
institutions
receiving Guif
funding.

i organisations,

STRATEGIC LOGIC

Several Guif states, particularly Saudi Arabia and Kuwait, fund islamic or-
ganisations and (non-jihadist) Salafism in the Netherlands, often through
clerics and charitable organisations. While the nature of this ‘religious soft
power’ is complex and has evolved over time,” the general approach is to
promote a preferred version of islam abroad while decreasing the outreach

of other interpretations of Islam. While it is highily unlikely that such religious
outreach was ever intended to deliberately harm the Netherlands, it propa-
gated ideas which were then interpreted by certain groups and individuals
in a way which ran contrary to the demaocratic legal order of Dutch society,

IEASURES

FINANGIAL. Guif states, especially Saudi Arabia and Kuwail, have
funded Islamic institutions in the Netherlands for years, including paying for
the construction of mosques, publishing Korans, and financing the training
of imams and Islaric meetings. Many Dutch preachers go to the Guif for
study trips and university. Secret lists emerged in 2018 giving detalls of
Gulf funding, including Kuwaiti payments totalling nearly EUR 6 million, and
one mosque in Dordrecht receiving USD 88,888 from Saudi Arabia,”

A number of Salafi mosque foundations in the Netherlands are the result
of missionary and funding activities carried out from Saudi Arabia. These
foundations are financially and organisationally linked to Saudi NGOs {e.g.
Muslim World League, and the International Organization for Relief, Wel-
fare and Development), which in turn have close ties to the Saudi estab-
lishment. The mosque foundations are not very transparent regarding the
origin and allocation of their finances, which has led to a number of AIVD
investigations.™

Even though the government funds much of the Islamic educational system
in the Netherlands, the AIVD found in 2002 that about 20 per cent of Islamic
elementary schools received funding from, and were influenced by, Saudi
foundations.”

INFORMATION. Media attention often focuses on controversial for-
eign preachers and other guest speakers at Duich mosques. The Salafist
movement uses a range of media and arranges courses and conferences
with guest speakers,”

CRITICAL FUNCTIONS

# Universal acceptance of democratic processes and values such as so-
cietal openness and tolerance; willingness to discuss all issues freely and
without taboos.

# Societal unity, integration of minority groups inte Dutch society.

VULNERABILITIES

# Due to the freedom of religion and separation of church and state (Ar-
ticle 6 of the Dutch constitution), actions against Salafi mosques and or-
ganisations are difficult. Faith-based organisations are imrmune to criminal
prosecution in the Netherlands, It is only possible to prosecute imams and
other individuals based on hate speech (which the government has done
in the past),

# The separation of church and state also prevents the Duich government
from creating a ban on foreign funding of religious organisations, as is the
case in Austria.

ATIONAL SECURITY INTERESTS

THREATS
# 8pread of anti-integration sentiments among Salafi groups, growth of
intolerance and anti-Western society sentiments.

# Risk of indirect or direct involvement in radical Islamic violence,* and
risk of violent jihadism and domestic terrorism stemming from returning
foreign fighters (according to AIVD, around 250 jihadists have travelled to
Iraq and Syria in recent years),”’

# Increased polarisation in Dutch society over immigration and integration
issues, which may result in the growth of support for extreme right-wing
movements,

EFFECTSE

# The effects below are a result of the rapid spread of Salafism, to which
Gulf funding contributed. A direct correlation between Guif funding and the
effects described is nearly impossible to pinpoint.

# Political polarisalion over the topic of Islam/Salafism.

# Growing polarisation also amongst different strands of Islam, occasion-
ally even viclent disputes.™

000289



.
July 2009

ThBaal anaa
Cyber operations

Haliahs v v o
Democratic Peoplie’s Republic of Korea (DPRE),

Republic of Korea (ROK), United States (US]

SUMMARY

Between 4-9 July 20089, a serles of coordinated cyber altacks took
place, atfecting 27 government and commercial websites in the Re-
public of Korea (ROK] and the United States (US). The attacks were
relatively unsophisticaled and, al their worsl, reduced funclionality
of rendered the website temporarily unavallable.! Tweaked versions
of extant malware were used by the attackers to execute Distribut-
ed Denial of Service {(DDo8) attacks to flood certain websites in the
ROK and the US with data traffic and make them unavailable. This
oulcome was achieved by hilacking unsecure unpalched computers
worldwide, The altack was directed at the websites of political, ad-
ministrative. miedis and commersial organisations in the BOK and af
political, entertainment and media websites in the US. The low impact
and ready countering of the 2000 cyber attack meant that function-
ality was not compromised and the impact was more abstract: the
atiacks attracted 4 large amount of media attention and forced the
ROK and US 1o react.

1he BOK quickdy attribited the altacks o the Democralic Peoples
Republic of Korea (DPRK),” which has been developing Offensive Cy-
ber Capabiiities (OCC) since the 19808 as a way 1o pvercome asym-
metries in conventional wartare capabilities between the DERK and
its adversaries. The use of OGC Is particularly advantageous for the
DEBK as it is relatively cheap and easy to deveiop and because it

KEY FOINIS

2 Due o the pature of the altack - the use of DDoS, the targeting of
websites rather than operational systems, and ihe fact thal the at-
tacks were not almed at galhering inlelligence - | 18 assessed thal
the cyber altacks were aimed at causing disruption, making a state-
mient of capability or intent and/or testing for international reaction
to cyber gitacks,

& Due to the difficulties in providing concrete evidence for effective
attriibution, the oplions available to the BOK and the US o respond 1o
the attacks were extremaly lmited

@ The attack highlighted the importance of consistent messag-
ing: BOK and US had differing narratives in terms of attribution and

CONTEXT

Distributed Denial of Service [DDo8) DDoS attacks ocour
when multiple hacked and compromised computer systems flood the
target websites or servers with access requests. The mass of incoming
messages and connection requests cause the target system to slow down
or even crash and shut down and therefore lead to a denial of service
for any legitimate users of the targeted resource. DDo§ attacks offer a

KEY ACIORS

DPRK Reconnaissance General Bureau believed o lead cyber achiviies, complementing its responsibility

for other provocative and asymmetic activities’

DPRK General Staff Depariment of the Kovean People’s Army Joads on more traditional eyber command’
ROK National Intelligence Serviee responsibie for investiating the cyber attack”

enables the DPRK 1o conduct low-level attacks against its highly net-
worked adversaries with relative anonymity. Further, the DPRK's un-
networked nature means it is not vilnerable 1o like-Tor-like attacks’

IMAGE ~ SHUTTERSTOCK

displayed different levels of reaction. ROK officials quickly blamed the
DERK. US officials initially declined to speculate about the attackers
idenlity, and in 2010 claimed they had "largely ruled oul” the DPRK,
hawever in 2011 experts concluded that clues in the coding pointed
to the DEAK.

o Disruption, even if only minor, can have larger effects i it caus-
es widesnread confusion or panic, Communication strategies need
1o be included in civil conlingency plans o caim the population and
distribute essential information immediately to mitigate the spread of
rumours and disinformation ©

relatively low-intensity method which has a high degree of deniability and
low likelihood of retaliation or escalation.” This is because at first iteration,
the infected computers which form the network of bois committing the
DDoS attacks, are owned by innocent and unwitting individuals with no
connection 1o the culprits. The culprits are also able to further hide thelr
identity by changing the language used in their code, among other tactics,

Kim Jong-ll Supvenie leoder of
DPRK (1994 - 2011}

Lee Myung-bak President of ROK
{2008 - 2013)

ROK Ministry of Defence increased funding for the security of ifs computer syster after the aitack'
US Department of Homeland Secunily the devariment s Conmpuler Emergency Beadiness Team worked with

federal deparimenis “to mitigate sgainst such attacks””
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ARRATIVES

DPRK government
# No comment specifically on 2009 attacks.

# Information war is the medium through which
the wars of this century will be waged.”

# The DPRK is “fully ready for any form of hi-
tech war.”"

# The DPRK strives for independence in poli-
tics, self-sufficiency in economics and self-reli-
ance in defence.

ROK government
# The attack appears to be planned and exe-
cuted by a specific organisation.”

# The attacks on the ROK seem to be connect-
ed to the attacks on the US."

# North Korea was behind the cyber attacks."”

# The attack did not cause signficant damage.

US government
# 1t is not possible to confirm the source of the
attacks.”

# The attacks did not cause any significant
damage.”

& Protection against cyber attacks is a matter of
great concern to the US.*¥

# The DPRK has been developing offensive cy-
ber operations since at least 2009,

KEY EVENTS

25 May 2009 12Jun

4.4ul 4Jul

7 Jul 9 Jul

DPRK conducts &
nuclear test.

UNSC votes to impose
further sanctions on
DPRKin response,

ballistic missites into wa-

DPRK jaunches seven First wave of cyber attacks;
27 websites in ROK and
UG tincluding White House

and Pentagon) are targeted

ters off its East coast,

Second wave of cyber
attacks; targets Soutn
Korean government
websites {e.g. MoD,

Final wave of cyber
attacks; targsts include
South Korean news
agencies, banks and

with ODoS attacks. presidential Blue Houss,

National Assembly).

government websites,
138 DoS websites.

STRATEGIC LOGIC

The 2009 cyber atiacks demonstrated the DPRK’s cyber capabilities and
monitored reactions to a distributed, deniable attack of predictably lim-
ited impact. Cyber attacks often tend to be covert and involve hacking
into computer systems to retrieve information or take control. However,

the 2009 attack ~ and similar DDoS attacks - tend to make a highly visible
political point.” It is likely that the attacks were designed to draw atten-
tion 1o the DPRK's capabilities, intimidate and increase citizens’ feeling
of insecurity, and instigate doubt in digital services and infrastructure,

IEASURES

DHPLAMATIC, No official statements were made by DPRK in connec-
tion with this cyber attack. 1t is possible that the cyber attacks were an
attempt to enhance the DPRK'’s negotiation position in public and covert
diplomacy, especially regarding nuclear tests.

INFPORMATION. Attempt to deny ROK and US citizens access to in-
formation from government, media and banking websites.

MILITARY. DPRK showed readiness to target the ROK and US through
civilian infrastructure. No evidence of coordinated military signalling, Mili-
tary assets do not seem 1o have been targeted.

FINANGIAL, OCC as very cost-effective way of gaining asymmetric
strategic advantage.

ENTELLIGENCE. Atacks were likely an act of reconnaissance to test
the response and resilience of ROK and US systems.

LEGAL. OCC carries low risk of legal repercussions due to weak interna-
tional laws and norms in this area.

CRITICAL FUNCTIONS
% The Internet and services that run over it have become part of the Critical
National Infrastructure {CNI) of every nation,

# Public confidence in the ability of the government to defend against
threats and maintain a functioning state.

VULNERABILITIES

# Growing connectivity in all areas {banking, military systems, electrical
power, public transport etc.), which presents significant vulnerabilities if
those systems are compromised.

# Internet interruptions could generale a lack of situational awareness,
command and control for the state.

THREATS

# Rapid development of the DPRK’s cyber capabilities. The 2009 attacks
were not assessed to be particularly threatening, but were interpreted as a
statement of intent and potential capability.

# Cyber attacks, even when not damaging, threaten to cause public in-
security and confusion, loss of confidence in the government, and (inter-}
national political embarrassment.

ATIONAL SECURITY INTERESTS

EFFECTS

# The 2009 attacks were not very damaging, but caused a great deal of
media attention, especially in the ROK,

# The attacks highlighted the uncoordinated nature of government re-
sponse, as some websites were able to fend off the simple attack while
others were not.”

# Political inertia and inconsistent narratives from the two affected nations
regarding atiribution; the US flip-flopped on whether or not the DPRK was
the perpetrator. This allowed others 1o frame the narrative.
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SUMMARY

In 2007, Peruvian olficials, including President Alan Garcla, actused
the Venezuelan government of using development aid to interfere in
its domestic affairs.| They claimed that Venerzuela, in concert with Bo-
livia, was supporting around 58 'ALBA Houses (Uasas de la Alianza
Buolivariana para los Pueblos de Nuestra America) in Pery, which were
informally established in 2006.° These AL BA Houses provided charita
ble work in education and healthcare to impoverished rural Peruvian
communities, particularly in the poor southern regions near the Bolivian
border The Peravian government arcued that the activities of the Al BA
Houses were nol motivaled by ourely humanitarian principles it o
cused the ALBA Houses of using the direct interaction with vuinerable
audiences to gather support for President Chavez Bolivarian vision of
a united Socialist South America as an allernative to the US model of
liberal capitalism and subvert Peruvian government authority.

A key element of the ALBA Houses work was to coordinate Mission
Miracie', a joint Cuban-Venezuelan initiative that provided free eye sur-
gery to impoverished Peruvians. As part of this initiative, patients were
treated oulside Peruvian territory in Bolivia and Venezuela, often via
unregisterad fights and without papsrwork 1o track the passengers.”

KEY POINTS

W The ALBA Houses were parl of 8 complex sel of intearaled measures
across the political, economic and social spectiums, rovted in the sim-
pie and unifying master narrative of a Bolivarian revpidtion. They were
also ambiguous in nature and systematically avoided officiad channels
and control mechanisms. ® Venezusla denied any formal connections
to the houses, claiming they were spontaneously set up by "private
sympathisers with the Bolivarian project

@ Development ald such ag healthcare, education and infrastructure
projects, can be an instrument of foreign policy ds a kind of ‘social
diplomacy. Social diplomacy can generate support for a political

CONTEXT

u Chaver Bolivarianism. Bolivarianism refers 1o a set of ideas that
promote a united socialist South America as an alternative to US-led global
capitalism and imperialism. It constitutes the core principles of Venezue-
lan domestic and foreign politics and provides the ideoiogical framework
for the ALBA Houses. Based on the thinking of 19" century independence
leader Simén Bolivar, it calls for a Bolivarian revolution to realise '21% cen-
tury Socialism’ based on social and participatory democracy. When Hugo
Chévez took office in 1899, Venezuela was namead the ‘Bolivarian Republic

of Venezuela'."

= Bolivarian Alllance for the Psoples of Qur America
{ALBA)L ALBA is essentially a loosely defined socialist economic alli-
ance initiated by Cuba and Venezuela, based on the core principles of
Bolivarian thinking. it was officially established in 2006 as a socialist alter-
native to the US-proposed Free Trade Area of the Americas (FTAA). ALBA

KEY ACTORS

Venezuelan Embassy in Peru

Bolivian Embassy in Peru

Bolivarian Alliance for the Peoples of
Our America (Allaniza Bolivariana para los
Puablos de Nuestes Americs, ALBA)
Congressional Investigation Commission
(2008 - 2009)

NMatlons v
Pery, Venszueln

The Peruvian government highlighted this as a particular concern, es-
pecially since pro-Chavez propaganda material, including videos and
books, was shown on these Hights” Evidence also indicated a con-
nection between the ALBA Houses and exiremist political aroups.” For
instance in February 2008 some Al BA House directors oarlicipated
in violent protests against pro-privalisalion leoislation in the Peruvian
Province of Cusco. According to eye-witnesses, Mission Miracle staft
also encouraged patients to participate in these protests ’ Coinciding
with the launch of the AL BA Houses Brecident Chaves nublicly st
ported farleft candidate Ollanta Humala, who narrowly missed power
in Peru’s 2008 presidential elections.” Humala himself was a public
supporter of the ALBA Houses,

in 2008, the Peruvian congress sel up an investigation into the ac-
Hvities of the ALBA Houses, and the following year, the final report
recommended the closure of all ALBA Houses, conciuding thal they
were a "political instrument of the Chavez governiment to achieve s
expansionist project.” While the Peruvian government decided not to
dissolve all ALBA Houses, many closed dawn on their own accord”
and the Venszuelan government suspsnded Mission Miracle in Pery, !

ideclogy by oroviding services that the host government has fajled o
deliver, aaining poliical consent in stralegically alioned counbries gt
undermining the ruling authority of others,

U Formal investigations can reduce ambiguity and help contiibute to
a comprehensive threat assessmient by identifying key vulnerabilities
that could be exploited by foreign actors. A high-profile government
{nvestigation also sends a signal of unity and resolve that can deler
foreign interference irrespective of any actual legal consequences,

opposes liberalisation and privatisation, and supports Ghavez’ aspiration
to a regional socialist bloc through political, economic and social integra-
tion. While Cuba, Venezuela, Bolivia and Nicaragua were member states,
Peru refused to join the organisation and instead signed a bilateral free
trade agreement with the US. The ALBA Houses were ideoclogically but not
functionally connected to the ALBA alliance.”

u Mission Miracle. A joint inftiative by Guba and Venezuela that
provides free eye surgery to impoverished people across South America,
launched in 2004, Countries include, among others, Guba, Bolivia, Nicara-
gua, Ecuador, Peru and Guatemala. Mission Miracle is only one example
of a wide set of Bolivarian Missions that provide development aid in a
variety of areas, ranging from health care to education and infrastructure
projects across South America. They are a key instrument of Venezuela's
social diplomacy approach.”

Alan Garcia Presicent of Pery (2008 - 2011

Allan Wagner Minister of Defense of Peru (2006 - 2007)

Walter Menchola Congressman (2006 - 2011}, head of congressional investigation

Hernan Fuentes Governor of Puno Province (2006 - 2010), supporter of ALBA Houses

Ollanta Humala L eader of the Peruvian Nationalist Party presidential candidate in the 2006 elections,
Prasident of Peru (2011 - 2016}, supporier of ALBA Houses

Virly Torres First Secretary of the Venezuelan Embassy (2005 - 2009)

Marcial Maydana Direcior of Peru’s ALBA Houses in southern Puno Province

Hugo Chavez President of Venezuela (1998 - 2013)
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ARRATIVES

Paruvian government

# ALBA Houses are not just charity instifutions, but promote Ven-
ezuelan Bolivarianism, support left-wing extremism and incite pro-
tests,”

# ALBA Houses poss a threat to Peruvian sovereignty; they are an
instrument of foreign interference in Peru’s domestic affairs aimed
at subverting the Peruvian government and replacing it with a pro-
Chavez leadership.'

# ALBA Houses form part of a broader strategy by Hugo Chavez to
establish a Bolivarian South America as an alternative to the US-led
liperal order.”

Per’s left-wing
apposition

# The investigation is not
objective; it i3 an altempt to
criminalise non-political char-
ity work and persecute oppo-
sition parties by associating
them with terrorist groups.”

Venezuslan government

# ALBA Houses do not receive funding from
Venezuela and have no connection to ALBA as
an organisation. They are spontaneously set
up by “private sympathisers with the Bolivarian
project,”

# Refusal to use the term ALBA Houses, fram-
ing them as "Venezuelan friendship houses” to
emphasise their informal status and undermine
the claim of a connection between ALBA as an
organisation and the ALBA Houses.™

KEY EVENTS

Apr 2006 Jun 2006 May 2007 Qct 2007 Feb 2008 Oct 2008 Mar 2008 . May 2009
Presidential elections © Ratification of Official inaugu- @ Peruvian Congress A psaceful strike FPreliminary Suspension Investigation
in Peru. Venezuelan | US-Peruvian ration of the first ©  votes to investigate against pro~privati- investigation report | of the Mission recommends
and Bolivian govermn- Free Trade ALBAHousein © ihe ALBA Houses. The sation legislation in finds that ALBA ;o Miraclein the closure
ments openly sup- Promation eru. The event is : first session of the the Peruvian Prov- Houses are an : Perubythe of ali ALBA
port far-left candi- Agresment. attended by Ven- ©  Congressional Inves- ince of Guscoturns  © “instrument of forsign | Venezuelan Houses.
date Olianta Humala, ezuelan diplomat @ tigation Commission violent when far-left interference by . government.

who narrowly joses

against Alan Garcia

in the second round
in June 2006.

Virly Torres, takes place in Apri

2008.

protesters step in, Venezuela.”
building blockades
and shutting down

the city of Gusco.

STRATEGIC LOGIC

The Venezuelan government pursues a geopolitical strategy which aims
to foster its position as a regional hegemon in South America and balance
against US dominance in the region.” This approach is rooted in the mas-
ter narrative of a Bolivarian revolution and implemented through a range
of integrated measures including ‘social diplomacy’, the direct delivery of

public services to other countries. These activities attempt to reinforce
consent for Venezuela’s foreign policy from the politicians of friendly na-
tions, and create networks of influence to undermine the ruling authority of
non-allied states such as Peru.

EASURES

DIPLOMATIC, ALBA House activities were supported by the Venezue-
lan and Bolivian embassies in Peru, especiaily by Venezuelan diplomat Virly
Torres. She was not only a key figure in coordinating the transportation of
patients to Bolivia and Venezuela and funding of the ALBA Houses, but
aiso had links to the Bolivarian Continental Coordinator (CORB), an umbrella
organisation for Bolivarian civil society groups with clear links {o left-wing
extremist groups.”™ President Chéavez also openly supported presidential
candidate Ollanta Humala in Peru's 2006 efection.”

ENFORMATION. ALBA Houss officials admitted that the educational
classes offered by the ALBA Houses were not politically neutral but pro-
moted Bolivarian ideas.” The Congressional Investigation concluded that
healthcare services, such as the free eye surgeries under Mission Miracle,
were combined with pro-Chavez information activities, For instance, dur-
ing the flights transporting patients to Venezuela, videos and campaigning
material were found that promoted the idea of a Bolivarian Revolution. This
was suppiemented by informal radic and TV channels set up {o further
disseminate pro-Chavez messages.”

MELITARY. Peruvian Congressman Rolando Sousa listed evidence in-
dicating that the education and healthcare activities of the ALBA Houses
were accompanied by paramilitary training in Peru, Bolivia and Venezuela.”

FINANCIAL, According to the Venezuelan embassy, the Venezuelan
government only provided the financial and logistical means for Mission
Miracle. However, the investigation and different media reports assessed
that Venezuela also funded the ALBA Houses, opposition parties in Peru,
especially Ollanta Humala, and left-wing extremist groups.

LEGAL. The legal status of the ALBA Houses was disputed. In Peny,
NGOs are required to register with the Peruvian International Cooperation
Agency (APCI) and report on their projects and funding arrangements. The
ALBA Houses were established as “non-profit civil associations”, thereby
avoiding the status of an NGO to circumvent the official registration and
moniioring processes.”

CRITICAL FUNCTIONS®

# Functioning healthcare and education system,

# Functioning democratic elections without foreign interference.

# Societal cohesion.

# Sovereignty, border security and control over migration movements.

VULNERABILITIES

# Structural deficit of southern region: lack of healthcare, infrastructure
and education; no targeted information and education for non-Spanish in-
digenous population.®

# Domestic left-wing violent extremism from 1980 - 2000, fimited activity
and resurgence in the early 2000s.

ATIONAL SECURITY INTERESTS

THREATS

# Radicalisation and polarisation of society and potential resurgence of
domestic terrorist activities,

# Interference in domestic political discourse and slections, aimed at un-
dermining the democratic government.

# Establishment of parallel informal government structures through infor-
mation, education and healthcare systems by foreign governments.

EFFECTSE

# Congressional investigation.

# Subsequent investigation of 38 Alba Houss directors.®

# Buspension of Mission Miracle in Peru by Venezuela.

# Revision of legal framework regarding the authorisation of humanitarian
aid provided by foreign states, as well as registration and monitoring of
non-profit civil associations.
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Awali, Elabe

From: Tara.Denham@international.gc.ca
Sent: Tuesday, May 21, 2019 4:.04 PM
To: thomasowen.ripley@canada.ca;

Andrew.Lefrank@cbsa-asfc.gc.ca; tamara.trotman@canada.ca;
Elise.Renaud@canada.ca; Ashley. MCCAULEY @forces.gc. ca

Lori.Wilkinson@rcmp-gre.gce.ca; chris.beall@canada.ca;
Emily.Geday@canada.ca; Diaczuk, Shane; Malette,
Ayesha; Paquet, Manon; joel-jean.beauchemin@canada.ca; andrew.barrett@rcmp-
grcge.ca

Cc:

Subject: RRM Canada - May 7 Meeting Report and Follow Up

Attachments: IB_LBP-#12133501-v1-Community of Experts Distribution List.xIsx; IB_LBP-#12213907-

v1-G7 RRM Distribution List.xlsx; IB_LBP-#12226041-v1-GoC Distribution List.xlsx;
IB_LBP-#12309015-v1-May 7 Meeting Report.docx

Dear Points of Contact,

Thank you for joining us at the May 7 RRM Points of Contact/Canada meeting. Attached you will find a report of the
meeting, which includes next steps (copied below for ease of reference). As agreed, you will also find the RRM
distribution lists attached. Please let us know about any additional stakeholders that may want to be included (and
highlight their names) and return to

Our next meeting is scheduled for June 7 from 10-11am (invite to follow). If you have any points you would like added
to the agenda, please let me know by June 3, 2019.
Next Steps

1. CSE: To share first SECRET-level report (end of May) on engagement with SM

2. PCO: To develop list of polarizing and controversial subjects to share with RRM Canada

As always, | appreciate any feedback you have on these meetings.

Thanks,
Tara

Tara Denham

Director, Centre for International Digital Policy | Directrice, Centre pour la Politique Numérique Internationale
tara.denham@international.gc.ca

Telephone | Téléphone: 343-203-2322

125 Sussex Drive | 125 promendade Sussex

Foreign Affairs, Trade and Development Canada | Affaires étrangéres, Commerce et Développement Canada
Government of Canada | Gouvernement du Canada
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Ensemble, célébrons le 70° anniversaire de la DUDH.
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Strategic Communications - Program Sectors and EMS, TBS

jonathan.Macdonald@tbs-sct.gc.ca

Information and Privacy Policy Division, TBS

kirsten.duke@tbs-sct.gc.ca

Information and Privacy Policy Division, TBS

Lesley.Kiely@tbs-sct.ge.ca

Strategic Communications - OCHRO, Regulatory Affairs

Lucas.Beal@tbs-sct.gc.ca

Analyst, Open Government and Portals, TBS

Mark.Stokes@tbs-sct.gc.ca

Strategic Communications and Ministerial Affairs, TBS

Michael.Murphy2 @tbs-sct.gc.ca

Information and Privacy Policy Division, TBS

Nathalie.Dussault@tbs-sct.gc.ca

Strategic Communications - Program Sectors and EMS, TBS

Sean.Sutton@ths-sct.ge.ca

Strategic Communications and Parliamentary Relations, TBS

Scott.MacIntosh@tbs-sct.ge.ca

Strategic Communications - Program Sectors and EMS

Véronique.Gauvreau@tbs-sct.gc.ca

Strategic Communications and Parliamentary Relations, TBS

William.McMahon@tbs-sct.ge.ca

Anna.Cichosz@pco-bcp.ge.ca

Strategic Communications and Parliamentary Relations, TBS

Christos.Sarakinos@pco-bcp.ge.ca

Cloe.Prieur@pco-bcp.ge.ca

Senior Analyst, Office of the Assistant Secretary to the Cabinet, PCO

Colum.Grove-White@pco-bcp.ge.ca

Senior Analyst, Results and Delivery Unit, PCO

David.Ott@pco-bep.ge.ca

Senior Policy Officer, Democratic Institutions, PCO |

Guylaine.hamel@pco-bep.ge.ca

Jean.Tessier@pco-bep.ge.ca

Executive Assistant to the Assistant Secretary, Office of the Assistant Secretary to the Cabinet, PCO
Director General, Office of the Assistant Secretary to the Cabinet (Communications and Consultations})

Jessica.Kingsbur co-bep.ge.ca
Kate.Binnie@pco-bcp.ge.ca

Senior Analyst, Office of the Assistant Secretary to the Cabinet, PCO

A/Director, Strategic Communications, PCO

Michael. Waters@pco-bcp.ge.ca

Analyst, Results and Delivery Unit, PCO |

Philippe-Andre.Rodriguez@pco-bcp.gc.ca

Raymond.Rivet@pco-bcp.ge.ca

Acting Executive Director, Office of the Assistant Secretary to the Cabinet, PCO

Rob.Ammerman@pco-bcp.ge.ca

Senior Analyst, Strategic Communications, PCO

Sandra.Boudreau@pco-bep.ge.ca

Manager, Office of the Assistant Secretary to the Cabinet, PCO

Valerie.Samaan@pco-bcp.gc.ca

Senior Analyst, Strategic Communications, PCO

Tracy.Dool@pco-bep.ge.ca

Results and Delivery Unit, PCO

David.Ennis-Dawson@canada.ca

Public Safety, National and Cyber Security Branch

Dennis.Giguere@canada.ca

Lead Planner, Public Safety

Gillian.Badger@canada.ca

Senior Communications Advisor, Public Safety

julie.grenier@canada.ca

Senior Communications Advisor, Public Safety

lynn.fournier2@canada.ca

Chief, Planning Division, Public Safety

mike.ashman@canada.ca

Planning Officer, Public Safety

stephanie.sprott@canada.ca

Public Safety Canada

N/A

Gabriel.TremblayGiroux@canada.ca

Janice.Keenan@forces.gc.ca

Gabriel Tremblay-Giroux, Senior Policy Advisor, National Security Policy Directorate, Public Safety Canada

Director General Marketing, DND

MARK.FARFANDELOSGODOS@forces.gc.ca DND
RICHARD.PERREAULT @forces.gc.ca DND
DOUGLAS.ALLISON @forces.gc.ca
DESMOND.JAMES@forces.gc.ca
jav.ianzen@forces.gc.ca
Stephanie.Kennedy@forces.gc.ca DND
SHANNON.ALFORD@forces.gc.ca DND

YVETTE.GRYGORYEV@forces.gc.ca

Amelia.brown@elections.ca

anne.lawson@elections.ca

Daniel.fischer@elections.ca

Darrell.Kekanovich@elections.ca

jane.dunlop@elections.ca

Senior Director, Elections Canada
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Melanie.Wise@elections.ca

Senior Strategic Communication Advisor, Elections Canada

Rahul.badami@elections.ca

serge.caron@elections.ca

bruno.bosse@elections.ca
reference@elections.ca
internationalaffairs@elections.ca

Analyst, Policy and Research

susan.torosian@elections.ca

Jacinthe.Dumont@cef-cce.ca
Mylene.Gigou@cef-cce.ca
Jane.Leeke@cef-cce.ca
Josee.Leblanc@cef-cce.ca

Policy and Outreach Officer

Amanda.Bellefeuille@rcmp-gre.ge.ca

Bill.Ricketts@rcmp-gre.ge.ca

Bill Ricketts, Program Manager, First Responder Terrorism Awareness Program

Christopher.Johnson@rcmp-gre.ge.ca

Dave.Rampersad@rcmp-gre.ge.ca

OIC Federal Litigation and Policy Unit

Deanne.Morgan@rcmp-grc.ge.ca

Holly.Richter@rcmp-gre.ge.ca

N/A

Maria.Gurina@rcmp-grc.gc.ca

Kirk.Chiasson@rcmp-gre.ge.ca

Steve.Strang@rcmp-gre.ge.ca

Director, Research and Innovation

eric.gordon@rcmp-gre.ge.ca

cameron.ortis@rcmp-gre.ge.ca

caitlin.cowan@canada.ca

danielbezalel.richardsen@canada.ca

Communications Policy and Strategy Division, Finance

Jack.Branswell@cic.ge.ca

Director, IRCC

james.lewis@canada.ca

Manager, Ministerial and Media Services, ISED

josee.sirois3@canada.ca

katherine.snow@canada.ca

Jr Communications Officer, INAC

Kirstan.Gagnon@justice.gc.ca

Deputy Director General, Strategic Operations Division, Justice Canada

Lisa.Scarizzi@cic.gc.ca

marie-eve.lamoureux@canada.ca

Executive Office Manager, ISED

michael.himsl@canada.ca N/A

paul.piasko@canada.ca N/A

ps.goc-cog.sp@canada.ca

raymond.snow2@canada.ca N/A

Ritu.Gill@drdc-rddc.gc.ca Defence Research and Development Canada
ryan.baker3@canada.ca N/A

samson.kan@canada.ca

taylor.bildstein@canada.ca

A/Director of Communications, ISED

Tony.Seaboyer@rmc-cmr.ca
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RAPID RESPONSE MECHANISM (RRM) CANADA
7 May 2019

Update on RRM Network, Tara Denham

One of the key objectives of the RRM network is information sharing; therefore, all RRM Canada
members and the broader GoC community are strongly encouraged to share information that may
be relevant to understanding and addressing foreign threats to democracy. Please send your
reports, products and insights to G7RRM@internationalgc.ca.

Part of information sharing is refining the RRM’s distribution lists on an ongoing basis; there are
currently over 350 contacts receiving RRM reports.

All RRM Canada members can leverage these distribution lists to share information and/or
identify/recommend experts for collaboration.

Planning a first meeting of the RRM Community of Practice on Open Data Monitoring and Analysis
on the margins of the Digital Sherlock’s conference on June 19 in London. Germany, France, UK and
US have already expressed interest.

Monitoring/Key Trends and Tactics Identified by RRM Canada

RRM Canada data analysts provided an overview of key findings related to foreign threats via social
media.

Key insights included conclusions from the Alberta elections monitoring, namely that it will be
difficult to disentangle domestic coordinated inauthentic activity from foreign activity. In relation to
the Alberta election, there was also a finding that activity is more visible or prevalent on the
conservative/right-wing side of the political spectrum as opposed to the liberal/left-wing side.

The Ukraine election monitoring work undertaken by RRM Canada concurs with secondary sources,
namely that Russia did try to interfere, but did not impact the Ukrainian elections results. Moreover,
the situation in Ukraine is politically complex, making the task of distinguishing domestic from
foreign disinformation especially difficult. Finally, a new tactic was discerned on the part of Russia
consisting of appropriating content as subject of Russian manipulation in order to either discredit it
or confuse the audience.

Next to monitor are the EU Parliamentary elections and into the fall, all focus will be on Canada’s
federal election.

Looking into several areas of research that are underexplored, including the gender dimension of
foreign interference.

Update on SITE,
Met with US counterparts to discuss adversaries’ operations and lessons learned.
The discussions focused on:
o observations of our adversaries’ operations;
o challenges related to definitions, mandates, and leads as well as the need to conceptualise
work along clear categories (buckets);
o communications with the public and within government, with a focus on getting political
actors to understand the threat;
o information operations targeting specific populations, such as diaspora communities; and,
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o challenges related to disinformation victim/target notification and distinguishing between
foreign and domestic actors.
= The Canadian electoral infrastructure is undoubtedly secure.
= Understanding that communication needs strengthening within GoC, SITE will be sending out Secret-
level reports outlining key elements of SITE’'s work..

4. Communications Approach, Tara Denham and Shane Diaczuk

=  Communications aspect of addressing foreign interference is a multi-year project; disinformation is a
new area for communications teams to be involved in that requires a new business line.

= |dentifying polarizing and controversial subjects that may be leveraged by our adversaries, which
will help determine where there is room to respond — to incorporate into SITE.

= Asubgroup of comms in SITE has been created and have also included IRCC.

5. Information Sharing Re: Potential Areas of Focus for RRM Canada Work
(threats, issues of concern, reports to share, etc.)

PCH
= Launch of funding opportunities (funding announced in Budget 2019} will be taking place. Seeking

input from RRM Canada contacts as to who may want to be involved in project/concept review
board.

PS

= Need to build comms strategy to include short-term, mid-term and long-term plans.

= Canberra Group on Strategic Communications will meet on June 26-28, 2019 at Wilton Park with
GoC representation sought.

=  There is also Riga StratCom Dialogue coming up in June.

6. Closing Remarks, Tara Denham

= OGP Global Summit (including session on disinformation)

s Uk-Canads Media Freedom Conference in London

= NSIA NATO meeting at the end of May to include a presentation on the work of the RRM

Next Steps

1. CSE: To share SECRET-level report by end of May

2. PCO: To develop list of polarizing and controversial subjects sourced from GoC comms
community to share with RRM Canada

3. GAC: To circulate distribution list
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Awali, Elabe

From: Xavier, Caroline

Sent: Friday, May 17, 2019 7:42 AM
To:

Subject: Fw: GAC analysis re alberta
Attachments: 1. Alberta Elections Analysis.docx
Importance: High

Caroline Xavier

From:

Sent: Friday, May 17, 2019 7:30 AM

To: David Vigneault; Bossenmaier, Greta; Xavier, Caroline;
Subject: Fw: GAC analysis re alberta

Attached is RRM we discussed yvesterday. PCO, would it be possible to have some printed copies for this
am? Please and thank you.

From:

Sent: Friday, May 17, 2019 07:26
To:

Cc:

Subject: RE: GAC analysis re alberta

Classification: UNCLASSIF

Good morning
Please find enclosed 2 soft copy of GAC s REM analysis on the recent Alberta election.

Thank you,

From:
Sent: May-16-19 9:05 PM
To:

Subject: Re: GAC analysis re alberta

Tks...if you get it, just send it directly to {and I} when you get it. Her brief is first thing tmrw and GAC
isn't there.

From:
Sent: Thursday, May 16, 2019 8:04 PM
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To:
Subject: Re: GAC analysis re alberta

Am checking with Tara at GAC.

From:
Sent: Thursday, May 16, 2019 6:19 PM

To:
Subiject: GAC analysis re alberta

Do any of you have an unclass copy of the gac rrm analysis on albera on this system? Can you please forward if

sO?
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OPEN DATA ANALYSIS REPORT
UNCLASSIFIED
RRM CANADA

ALBERTA ELECTION ANALYSIS
PURPOSE

This report analyses open source data gathered in the lead-up to the provincial elections in Alberta held
on April 16, 2019. Its purpose was to identify any emerging tactics in foreign interference and draw
lessons learned for the Canadian general elections scheduled to take place in October 2019. Prepared in
support of the G7 Rapid Response Mechanism (RRM), the report was penned by RRM Canada. The RRM
is mandated to strengthen G7 coordination to identify and respond to diverse and evolving threats to G7
democracies, including through sharing information and analysis, and identifying opportunities for
coordinated response.

KEY FINDINGS

Based on primary and secondary research, RRM Canada concludes that there were very likely no
significant foreign interference campaigns targeting the Alberta election in the online space in April
2019. However, coordinated inauthentic activity was detected:

¢ RRM Canada identified accounts that demonstrated coordinated inauthentic behaviour. RRM
Canada judges the activity is very unlikely to comprise one third of the online conversation as
reported by Press Progress on Agprll 11, 2019,

e RRM Canada identified cases of social media accounts, which were likely inauthentic,
coordinated behaviour! around online discussions about the Alberta election. However, the
majority of these accounts were very likely not foreign.

e RRM Canada identified known national far-right and hate group actors who have previously
disseminated material, using similar tactics as known malign foreign actors.

e RRM identified accounts tied to lobbying groups that were unaffiliated with a political party
spreading disinformation online in the run-up to the Alberta election.

e The Alberta election provides an example of a situation where there may be evidence of
coordinated inauthentic behaviour undertaken by Canadian actors, making the identification
of foreign interference more difficult.

Alberta Election Findings

[1] RRM Canada reviewed social media data to search for obvious cases of coordinated, inauthentic
behaviour with the objective of identifying any potential foreign activities. Based on available
information, it is very unlikely there was any foreign interference. The two largest components of the
graph are made up of supporters of the former Premier Notley and Premier Kenney, as expected in an
election campaign [Annex A).

[2] RRM Canada assesses that none of the major communities taking part in online conversations
related to the elections are driven by foreign interference. The presence of automated inauthentic
activities does not appear central or crucial to the overall conversation or activity.

1 scale of Estimative Language: Almost No Chance — [0 — 10]; Very Unlikely/Very Improbable — [11 — 29]; Unlikely/Improbable — [30 — 39];
Roughly Even Chance — [40 — 59] ; Likely/Probable — [60 — 69] ; Very Likely/Very Probable — [70 — 89]; Almost Certainly — [90 — 100]

1
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[3] RRM Canada’s findings stand opposite to the Aprii 11, Press Progress report, which claimed that a
third of accounts talking about the Alberta election were bots. RRM Canada’s findings, using multiple
tools and methods, judges that the online activity is very unlikely to comprise one third of bots. The
article appears to rely only on the online tool mentionsmap as a metric for “bot activity”, which is not a
proper means of assessment for inauthentic account behaviour or bot activity. RRM Canada therefore
does not support the findings articulated in the Press Progress Report.

[4] RRM Canada identified communities that demonstrated a suspicious account creation pattern that
is indicative of troll or bot activity. Recent spikes in account creation suggest the presence of accounts
developed for a specific purpose; however, the community was determined to very likely be domestic,
as it was mainly comprised of supporters of the United Conservative Party (UCP). A second small
community was identified as supporters of the People’s Party of Canada, which had similar suspicious
patterns of account creation. This pattern was not identified within communities of supporters of the
Alberta Liberal Party or Alberta New Democratic Party. The overall number of accounts is a small
percentage of a larger collection [Annex B]. This highlights a key point, namely that domestic actors are
also emulating the tactics used by foreign actors, within the context of provincial elections. This
behaviour will make it increasingly difficult to distinguish national from foreign interference efforts in
the upcoming Federal election.

[5] The RRM identified a small group of anonymous accounts pushing a pro-separation movement in
Alberta and the Prairies. Though Alberta has an official separatist party,
hitps://albertaindependence ca/, these accounts do not appear affiliated with this movement. Creating
false separatist movements or amplifying domestic ones is a known tactic in foreign interference.
Though unaffiliated, at this time, RRM Canada cannot tie this small group of accounts to any foreign
entity.

[6] In its review of the data of this election, RRM Canada found no evidence supporting a broad,
coordinated campaign to influence the Alberta election. RRM Canada assesses that automated
inauthentic behaviour and trolling activities are very likely domestic in nature;

Released: May 1, 2019

Disclaimer: G7 Rapid Response Mechanism Canada (RRM Canada) monitors and shares information consistent with Canada’s
privacy laws and the Rinisterial Direction for Avoiding Complicity in Mistreatment by Forelon Entities. The information sharing
practices of Global Affairs Canada are subject to review by the Privacy Commissioner, the Information Commissioner of Canada,
the Office of the Auditor General and the National Security and Intelligence Committee of Parliamentarians, among others.
Nothing in the present document shall be construed as adding any obligation or normative commitment under international or
national law for any G7 member.
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Annex A

This Annex is a visual representation of RRM Canada’s data collection illustrating a high level of
normality in the online conversation related to the Alberta provincial election. The analysis of activity
would have been noteworthy for RRM Canada if there were other communities that rivaled the main
political communities in size, but were predominately unknown actors, or actors from another
geographical location.
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Annex B

A review of the account creation dates of accounts in the community of UCP supporters. The size of the
final spike is an indicator of inauthentic activity. One indicator of bot activity is a large number of
recently-created accounts. In this case, a large spike in accounts created in Q1 2019 is suggestive of
inauthentic activity by either automated accounts or anonymous accounts. This combined with a
qualitative evaluation of the accounts by RRM Canada, as well as their posting behaviours and the social
network analysis; these are indications of likely inauthentic behaviour.
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Awali, Elabe

From: Shank, Stephane
Sent: Tuesday, August 20, 2019 3:01 PM
To: Malette, Ayesha; McAdam, Ryan; Paquet, Manon;
Xavier, Caroline; Sutherland, Allen; Wood, Kathleen;
Cc: Boudreau, Sandra; Bujold, Pierre-Alain; Diaczuk, Shane; Duchesne, Paul; Ellis, Lucy;

Madore, Christine; Massabki, Myriam; Nelson, Fiona; O'Nions, Christine; Paxton, Taylor;
Prieur, Cloe; Tessier, Jean
Subject: Media Request (CBC) re: RRM report on Alberta Election

Good afternoon,
GAL received two requests from CBC wishing to obtain RRM Canada’s report pertaining to the Alberta election.

Heporter:

Castlet: (BC

Issue: Rapid Response Mechanism report on Alberta Election

Details: The reporters are interested in reading a report prepared by Global Affairs Rapid Response Mechanism that
lovked at the Alberta election.

Deadline: TBD

Thank you,
Steph

Stéphane Shank

Manager, Media Relations

Privy Council Office | Government of Canada
stephane.shank@pco-bcp.ge.ca | 613-957-5407

Gestionnaire des relations avec les médias
Bureau du Consell privé | Gouvernement du Canada
stephane.shank@pco-bcp.ge.ca | 613-957-5407
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Awali, Elabe

From: Bujold, Pierre-Alain
Sent: Monday, September 9, 2019 3:14 PM
To: Malette, Ayesha; McAdam, Ryan; Stinson, Sarah;
Xavier, Caroline
Cc: Boudreau, Sandra; Bujold, Pierre-Alain; Delaney, Allison; Diaczuk, Shane; Duchesne, Paul;

Madore, Christine; McAdam, Ryan; Nelson, Fiona; O'Nions, Christine; Paxton, Taylor;
Shank, Stephane; Stinson, Sarah; Sutherland, Allen; Tessier, Jean; Patterson, Adine;
Collins, Carlotta

Subject: For awareness - GAC Interview request declined - CBC P&P - RRM Canada Alberta
Report

For awareness.

From: Guillaume.Berube®@international.gc.ca <Guillaume.Berube@international.gc.ca>

Sent: September 9, 2019 2:27 PM

To: O'Nions, Christine <Christine.O'Nions@pco-bcp.gc.ca>; Prieur, Cloe <Cloe.Prieur@pco-bcp.gc.ca>

Cc: Bujold, Pierre-Alain <Pierre-Alain.Bujold@pco-bcp.gc.ca>; Diaczuk, Shane <Shane.Diaczuk@pco-bcp.gc.ca>;
Duchesne, Paul <Paul.Buchesne@pco-bcp.ge.ca>; Massabki, Myriam <Myriam.Massabki@pco-bcp.ge.ca>; D-
LCBRSpokesPeople@international.gc.ca; Shank, Stephane <Stephane.Shank@pco-bcp.gc.ca>; media@elections.ca;
Media@cse-cst.gc.ca; media@international.gc.ca; media@ps-sp.ge.ca; media-medias@smtp.ge.ca;
RCMP.HQMediaRelations-DGRelationsmedias.GRC@rcmp-gre.ge.ca

Subject: For awareness - Interview request declined - CBC P&P - RRM Canada Alberta Report

Good afternoon Christine and Cloe,

We have received the following interview request from CBC’s Power and Politics to discuss RRM Canada’s Alberta
election report.

Note that we have declined the request.

Available to discuss should you have further questions.

CBC Power and Politics
RRM Alberta Election Report

Request/Question (GAC lead):

| was wondering if one of the authors of the report out from GAC's Rapid Response Mechanism on disinformation in the
Alberta campaign was available to come on Power and Politics to discuss the report. The interview would be conducted
from our Ottawa studio, or a CBC location across Canada. It could be live at about 17:20 ET, or pre taped between 14:30
and 16:30 ET. Please let me know what works best on your end. | need to know if this is possible by 3 p.m., and then we
can sort out details from there.

Deadline: September 9, 2019 @ 3PM

Status: Interview declined by GAC.
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Thank you,

Guillaume Bérubé

Spokesperson, Media Relations | Porte-parole, Relations avec les médias
Office: 343-203-1696

Media: 343-203-7700 - media@international.gc.ca

Global Affairs Canada | Affaires mondiales Canada

Government of Canada | Gouvernement du Canada

@CanadaFP | @CanadaTrade | @CanadaDev

I= |
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Awali, Elabe

From:

Sent: Tuesday, August 20, 2019 1:54 PM

To: Xavier, Caroline

Cc:

Subject: Fw: New Media Call/CBC/ RRM report on Alberta Election
Attachments: Alberta Elections Report (April 29_2019).docx
Info

From:

Sent: Tuesday, August 20, 2019 1:49 PM

To:

Cc:

Subject: FW: New Media Call/CBC/ RRM report on Alberta Election

Please see below from GAC. Does this factor into our approach?

From: Guillaume.Berube@international.gc.ca [mailto:Guillaume.Berube@international.gc.ca]

Sent: 20-Aug-19 12:57 PM

To: Christine O'Nions; mediacentre@pco-bcp.gc.ca; Stephane.Shank@pco-bcp.gc.ca; paul.duchesne@pco-bep.ge.ca;
Jean.Tessier@pco-bcp.gc.ca; shane.diaczuk@pco-bcp.gc.ca

Cc: Media@CSE-CST.GC.CA; media@ps-sp.gc.ca; media@international.gc.ca; media-medias; RCMP.HQMediaRelations-
DGRelationsmedias.GRC@rcmp-grc.gc.ca; Philippe.Charlebois@international.gc.ca; Gregory.Galligan@international.gc.ca;
media@international.gc.ca

Subject: New Media Call/CBC/ RRM report on Alberta Election

Good afternoon,

We have received two requests from CBC wishing to obtain RRM Canada’s report pertaining to the Alberta election —
attached for your convenience.

Note that we are holding on sharing the report.

Reporter:

Outlet: CBC

Issue: Rapid Response Mechanism report on Alberta Election

Details: The reporters are interested in reading a report prepared by Global Affairs Rapid Response Mechanism that
looked at the Alberta election.

Thank you,

Guillaume Bérubé
Spokesperson, Media Relations | Porte-parole, Relations avec les médias
Office: 343-203-1696
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Media: 343-203-7700 - media@international.gc.ca
Global Affairs Canada | Affaires mondiales Canada
Government of Canada | Gouvernement du Canada
@CanadaFP | @CanadaTrade | @CanadaDev
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ALBERTA ELECTION ANALYSIS
PURPOSE

This report analyses open source data gathered in the lead-up to the provincial elections in Alberta held
on April 16, 2019. Its purpose was to identify any emerging tactics in foreign interference and draw
lessons learned for the Canadian general elections scheduled to take place in October 2019. Prepared in
support of the G7 Rapid Response Mechanism (RRM), the report was penned by RRM Canada. The RRM
is mandated to strengthen G7 coordination to identify and respond to diverse and evolving threats to G7
democracies, including through sharing information and analysis, and identifying opportunities for
coordinated response.

KEY FINDINGS

Based on primary and secondary research, RRM Canada concludes that there were very likely no
significant foreign interference campaigns targeting the Alberta election in the online space in April
2019. However, coordinated inauthentic activity was detected:

¢ RRM Canada identified accounts that demonstrated coordinated inauthentic behaviour. RRM
Canada judges the activity is very unlikely to comprise one third of the online conversation as
reported by Press Progress on Agprll 11, 2019,

e RRM Canada identified cases of social media accounts, which were likely inauthentic,
coordinated behaviour! around online discussions about the Alberta election. However, the
majority of these accounts were very likely not foreign.

e The Alberta election provides an example of a situation where there may be evidence of
coordinated inauthentic behaviour undertaken by Canadian actors, making the identification
of foreign interference more difficult.

Alberta Election Findings

[1] RRM Canada reviewed social media data to search for obvious cases of coordinated, inauthentic
behaviour with the objective of identifying any potential foreign activities. Based on available
information, it is very unlikely there was any foreign interference. The two largest components of the
graph are made up of supporters of the former Premier Notley and Premier Kenney, as expected in an
election campaign [Annex A).

[2] RRM Canada assesses that none of the major communities taking part in online conversations
related to the elections are driven by foreign interference. The presence of automated inauthentic
activities does not appear central or crucial to the overall conversation or activity.

[3] RRM Canada’s findings stand opposite to the April 11, Press Progress report, which claimed that a
third of accounts talking about the Alberta election were bots. RRM Canada’s findings, using multiple
tools and methods, judges that the online activity is very unlikely to comprise one third of bots. The
article appears to rely only on the online tool mentionsmap as a metric for “bot activity”, which is not a

1 scale of Estimative Language: Almost No Chance — [0 — 10]; Very Unlikely/Very Improbable — [11 — 29]; Unlikely/Improbable — [30 — 39];
Roughly Even Chance — [40 — 59] ; Likely/Probable — [60 — 69] ; Very Likely/Very Probable — [70 — 89]; Almost Certainly — [90 — 100]

1
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proper means of assessment for inauthentic account behaviour or bot activity. RRM Canada therefore
does not support the findings articulated in the Press Progress Report.

[4] RRM Canada identified communities that demonstrated a suspicious account creation pattern that
is indicative of troll or bot activity (although not conclusive). Recent spikes in account creation suggest
the presence of accounts developed for a specific purpose; however, the community was determined
to very likely be domestic. The overall number of accounts is a small percentage of a larger analysis of
accounts. This highlights a key point, namely that domestic actors may emulate the tactics used by
foreign actors to create high volumes of inauthentic accounts within the context of elections. This
behaviour will make it increasingly difficult to distinguish national from foreign interference efforts in
the upcoming Federal election.

[5] RRM Canada identified a small group of anonymous accounts pushing a pro-separation movement in
Alberta and the Prairies. Though Alberta has an official separatist party,
Bttps://albertaindependence.ca/, these accounts do not appear affiliated with this movement. Creating
false separatist movements or amplifying domestic ones is a known tactic in foreign interference.
Though unaffiliated, at this time, RRM Canada cannot tie this small group of accounts to any foreign
entity.

[6] In its review of the data of this election, RRM Canada found no evidence supporting a broad,
coordinated campaign to influence the Alberta election. RRM Canada assesses that automated
inauthentic behaviour and trolling activities are very likely domestic in nature.

Released: May 1, 2019

Disclaimer: G7 Rapid Response Mechanism Canada (RRM Canada) monitors and shares information consistent with Canada’s
privacy laws and the Rinisterial Divection for Avoiding Complicity In Mistreatment by Forgign Entities. The information sharing
practices of Global Affairs Canada are subject to review by the Privacy Commissioner, the Information Commissioner of Canada,
the Office of the Auditor General and the National Security and Intelligence Committee of Parliamentarians, among others.
Nothing in the present document shall be construed as adding any obligation or normative commitment under international or
national law for any G7 member. The content of this report does not necessarily reflect policies of the Government of Canada
or G7 members.
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Annex A

This Annex is a visual representation of RRM Canada’s data analysis illustrating a high level of normality
in the online conversation related to the Alberta provincial election. The analysis of activity would have
been noteworthy for RRM Canada if there were other communities that rivaled the main political
communities in size, but were predominately unknown actors, or actors from another geographical
location.
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Awali, Elabe

From: Xavier, Caroline

Sent: Friday, May 17, 2019 8:33 AM

To: St-Pierre, Hughes; Sutherland, Allen; MacKillop, Ken
Cc: s.15(1) Caron, Serge

Subject: GAC analysis re Alberta

Attachments: 1. Alberta Elections Analysis.docx

Importance: High

From SITE...merci,

Caroline Xavier

Assistant Secretary to the Cabinet | Secrétaire adjointe du Cabinet
Security & Intelligence | Sécurité & renseignement

Privy Council Office | Bureau du Conseil privé

Telephone: 613-957-5386

facsimile / télécopieur: 613-948-7130
Caroline.xavier@pco-bcp.gc.ca
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ALBERTA ELECTION ANALYSIS
PURPOSE

This report analyses open source data gathered in the lead-up to the provincial elections in Alberta held
on April 16, 2019. Its purpose was to identify any emerging tactics in foreign interference and draw
lessons learned for the Canadian general elections scheduled to take place in October 2019. Prepared in
support of the G7 Rapid Response Mechanism (RRM), the report was penned by RRM Canada. The RRM
is mandated to strengthen G7 coordination to identify and respond to diverse and evolving threats to G7
democracies, including through sharing information and analysis, and identifying opportunities for
coordinated response.

KEY FINDINGS

Based on primary and secondary research, RRM Canada concludes that there were very likely no
significant foreign interference campaigns targeting the Alberta election in the online space in April
2019. However, coordinated inauthentic activity was detected:

¢ RRM Canada identified accounts that demonstrated coordinated inauthentic behaviour. RRM
Canada judges the activity is very unlikely to comprise one third of the online conversation as
reported by Press Progress on Agprll 11, 2019,

e RRM Canada identified cases of social media accounts, which were likely inauthentic,
coordinated behaviour! around online discussions about the Alberta election. However, the
majority of these accounts were very likely not foreign.

e RRM Canada identified known national far-right and hate group actors who have previously
disseminated material, using similar tactics as known malign foreign actors.

e RRM identified accounts tied to lobbying groups that were unaffiliated with a political party
spreading disinformation online in the run-up to the Alberta election.

e The Alberta election provides an example of a situation where there may be evidence of
coordinated inauthentic behaviour undertaken by Canadian actors, making the identification
of foreign interference more difficult.

Alberta Election Findings

[1] RRM Canada reviewed social media data to search for obvious cases of coordinated, inauthentic
behaviour with the objective of identifying any potential foreign activities. Based on available
information, it is very unlikely there was any foreign interference. The two largest components of the
graph are made up of supporters of the former Premier Notley and Premier Kenney, as expected in an
election campaign [Annex A).

[2] RRM Canada assesses that none of the major communities taking part in online conversations
related to the elections are driven by foreign interference. The presence of automated inauthentic
activities does not appear central or crucial to the overall conversation or activity.

1 scale of Estimative Language: Almost No Chance — [0 — 10]; Very Unlikely/Very Improbable — [11 — 29]; Unlikely/Improbable — [30 — 39];
Roughly Even Chance — [40 — 59] ; Likely/Probable — [60 — 69] ; Very Likely/Very Probable — [70 — 89]; Almost Certainly — [90 — 100]

1
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[3] RRM Canada’s findings stand opposite to the Aprii 11, Press Progress report, which claimed that a
third of accounts talking about the Alberta election were bots. RRM Canada’s findings, using multiple
tools and methods, judges that the online activity is very unlikely to comprise one third of bots. The
article appears to rely only on the online tool mentionsmap as a metric for “bot activity”, which is not a
proper means of assessment for inauthentic account behaviour or bot activity. RRM Canada therefore
does not support the findings articulated in the Press Progress Report.

[4] RRM Canada identified communities that demonstrated a suspicious account creation pattern that
is indicative of troll or bot activity. Recent spikes in account creation suggest the presence of accounts
developed for a specific purpose; however, the community was determined to very likely be domestic,
as it was mainly comprised of supporters of the United Conservative Party (UCP). A second small
community was identified as supporters of the People’s Party of Canada, which had similar suspicious
patterns of account creation. This pattern was not identified within communities of supporters of the
Alberta Liberal Party or Alberta New Democratic Party. The overall number of accounts is a small
percentage of a larger collection [Annex B]. This highlights a key point, namely that domestic actors are
also emulating the tactics used by foreign actors, within the context of provincial elections. This
behaviour will make it increasingly difficult to distinguish national from foreign interference efforts in
the upcoming Federal election.

[5] The RRM identified a small group of anonymous accounts pushing a pro-separation movement in
Alberta and the Prairies. Though Alberta has an official separatist party,
hitps://albertaindependence ca/, these accounts do not appear affiliated with this movement. Creating
false separatist movements or amplifying domestic ones is a known tactic in foreign interference.
Though unaffiliated, at this time, RRM Canada cannot tie this small group of accounts to any foreign
entity.

[6] In its review of the data of this election, RRM Canada found no evidence supporting a broad,
coordinated campaign to influence the Alberta election. RRM Canada assesses that automated
inauthentic behaviour and trolling activities are very likely domestic in nature;

Released: May 1, 2019

Disclaimer: G7 Rapid Response Mechanism Canada (RRM Canada) monitors and shares information consistent with Canada’s
privacy laws and the Rinisterial Direction for Avoiding Complicity in Mistreatment by Forelon Entities. The information sharing
practices of Global Affairs Canada are subject to review by the Privacy Commissioner, the Information Commissioner of Canada,
the Office of the Auditor General and the National Security and Intelligence Committee of Parliamentarians, among others.
Nothing in the present document shall be construed as adding any obligation or normative commitment under international or
national law for any G7 member.

000339



OPEN DATA ANALYSIS REPORT
UNCLASSIFIED
RRM CANADA

Annex A

This Annex is a visual representation of RRM Canada’s data collection illustrating a high level of
normality in the online conversation related to the Alberta provincial election. The analysis of activity
would have been noteworthy for RRM Canada if there were other communities that rivaled the main
political communities in size, but were predominately unknown actors, or actors from another
geographical location.
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Annex B

A review of the account creation dates of accounts in the community of UCP supporters. The size of the
final spike is an indicator of inauthentic activity. One indicator of bot activity is a large number of
recently-created accounts. In this case, a large spike in accounts created in Q1 2019 is suggestive of
inauthentic activity by either automated accounts or anonymous accounts. This combined with a
qualitative evaluation of the accounts by RRM Canada, as well as their posting behaviours and the social
network analysis; these are indications of likely inauthentic behaviour.
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Awali, Elabe

From: Sutherland, Allen <Allen.Sutherland@pco-bcp.gc.ca>

Sent: Thursday, October 31, 2019 12:07 PM

To: Bujold, Pierre-Alain; Malette, Ayesha; McAdam, Ryan; Paquet, Manon;
Stinson, Sarah; ‘ Xavier, Caroline

Cc: Boudreau, Sandra; Diaczuk, Shane; Massabki, Myriam; McAdam, Ryan; Nelson, Fiona;

O'Nions, Christine; Paxton, Taylor; Samaan, Valerie; Shank, Stephane; Stinson, Sarah;
Tessier, Jean; Patterson, Adine; Quenneville, Line
Subject: RE: For Sl and DI approval: CBC request - monitoring of interference re Wexit

Mo issues. Agree with idea of softening detect and counter 10 analyze and address,

From: Bujold, Pierre-Alain <Pierre-Alain.Bujold@pco-bcp.gc.ca>
Sent: Thursday, October 31, 2019 11:55 AM

To: Malette, Ayesha <Ayesha.Malette@pco-bcp.gc.ca>; McAdam, Ryan
<Ryan.McAdam@pco-bcp.gc.ca>; Paquet, Manon <Manon.Paquet@pco-bcp.gc.ca>; Stinson, Sarah <Sarah.Stinson@pco-
bcp.ge.ca>; Xavier, Caroline <Caroline.Xavier@pco-bcp.gc.ca>;

Sutherland, Allen <Allen.Sutherland@pco-bcp.gc.ca>

Cc: Boudreau, Sandra <Sandra.Boudreau@pco-bcp.gc.ca>; Diaczuk, Shane <Shane.Diaczuk@pco-bcp.gc.ca>; Massabki,
Myriam <Myriam.Massabki@ pco-bcp.gc.ca>; McAdam, Ryan <Ryan.McAdam@ pco-bcp.gc.ca>; Nelson, Fiona
<Fiona.Nelson@pco-bcp.gc.ca>; O'Nions, Christine <Christine.O'Nions@pco-bcp.gc.ca>; Paxton, Taylor
<Taylor.Paxton@pco-bcp.gc.ca>; Samaan, Valerie <Valerie.Samaan@pco-bcp.gc.ca>; Shank, Stephane
<Stephane.Shank@pco-bcp.gc.ca>; Stinson, Sarah <Sarah.Stinson@pco-bcp.ge.ca>; Tessier, Jean <Jean.Tessier@pco-
bcp.ge.ca>; Patterson, Adine <Adine.Patterson@pco-bcp.gc.ca>; Quenneville, Line <Line.Quenneville@pco-bcp.gc.ca>
Subject: RE: For Sl and DI approval: CBC request - monitoring of interference re Wexit

Thanks — 31, any concerns or thoughts?

From:

Sent: Thursday, October 31, 2019 10:33 AM

To: Bujold, Pierre-Alain <Pierre-Alain.Bujold@pco-bcp.gc.ca>; Malette, Ayesha <Ayesha.Malette @pco-bcp.gc.ca>;
McAdam, Ryan <Ryan.McAdam@pco-bcp.gc.ca>; Paquet, Manon <Manon.Pagquet@pco-bcp.gc.ca>; Stinson, Sarah
<Sarah.Stinson@pco-bcp.gc.ca>; Xavier, Caroline
<Caroline.Xavier@pco-bcp.gc.ca>; Sutherland, Allen <Allen.Sutherland@pco-bcp.gc.ca>

Cc: Boudreau, Sandra <Sandra.Boudreau@pco-bcp.gc.ca>; Bujold, Pierre-Alain <Pierre-Alain.Bujold@pco-bep.gc.ca>;
Diaczuk, Shane <Shane.Diaczuk@pco-bcp.gc.ca>; Massabki, Myriam <Myriam.Massabki@pco-bcp.gc.ca>; McAdam, Ryan
<Ryan.McAdam@pco-bcp.gc.ca>; Nelson, Fiona <Fiona.Nelson@pco-bcp.gc.ca>; O'Nions, Christine
<Christine.O'Nions@pco-bcp.gc.ca>; Paxton, Taylor <Taylor.Paxton@pco-bcp.gc.ca>; Samaan, Valerie
<Valerie.Samaan@pco-bcp.gc.ca>; Shank, Stephane <Stephane.Shank@pco-bep.ge.ca>; Stinson, Sarah
<Sarah.Stinson@pco-bcp.gc.ca>; Tessier, Jean <Jean.Tessier@pco-bcp.gc.ca>; Patterson, Adine <Adine.Patterson@pco-
bcp.ge.ca>; Quenneville, Line <Line.Quenneville@pco-bep.ge.ca>

Subject: Re: For Sl and DI approval: CBC request - monitoring of interference re Wexit

No objections, thanks. | would just suggest we start moving away from "detect and counter” - mavbe "analyze
and address” or "investigate and assess” - both are correct. Let me know if you have further questions. The
community may also have a preference.
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Sent from my BlackBerry 10 smartphone on the Bell network.

From: Bujold, Pierre-Alain

Sent: Thursday, October 31, 2019 10:29 AM

To: Malette, Ayesha; McAdam, Ryan; Paquet, Manon; Stinson, Sarah; Xavier, Caroline;
Sutherland, Allen

Cc: Boudreau, Sandra; Bujold, Pierre-Alain; Diaczuk, Shane; Massabki, Myriam; McAdam, Ryan; Nelson, Fiona; O'Nions,
Christine; Paxton, Taylor; Samaan, Valerie; Shank, Stephane; Stinson, Sarah; Tessier, Jean; Patterson, Adine;
Quenneville, Line

Subject: For SI and DI approval: CBC request - monitoring of interference re Wexit

Good morning,

CSE, CSI8 and GAL have recelved a request from of CBC. We propose to respond on behalf of all three,
using a para from our most recent response on forelgn Interference,

Reguest:

The report the RRM team put out looking at the Alberta election, noted "a small group of anonymous accounts trying to
amplify an Alberta separatist movement” and mentions how "creating false separatist movements or amplifying
domestic ones is a known tactic in foreign interference."

Given the ongoing conversation about western separatism and #wexit" in the aftermath of the election, will the SITE
team/CSIS continue to monitor the separatist movement online for interference?

Has there been any cases of interference/inauthentic accounts so far?

Proposed response:

The Security and Intelligence Threats to Elections (SITE) Task Force, comprised of officials from the Communications
Security Establishment, the Canadian Security Intelligence Service, the Royal Canadian Mounted Police, and Global
Affairs Canada, was established as a fully integrated team to help the Government assess and respond to foreign
threats.

Now that the election has concluded, SITE Task Force partners will continue to work within their respective mandates to

detect and counter possible foreign threats to Canada and its democratic institutions.

Reporter:
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Awali, Elabe

From:

Sent: Tuesday, September 3, 2019 5:02 PM

To:

Cc:

Subject: Draft Msg on RRM for NSIA

Attachments: RRM Canada - Comprehensive Report on the 2019 European Parliamentary
Elections.pdf; RRM Canada Ukraine Elections Final Report.pdf; 1. Alberta Elections
Analysis.docx

Hi

As discussed. A msg that can be sent to NSIA re the RRM.
| understand from comms that it did not launch Friday but may launch tomorrow and that the Wires will no longer be
part of the package and there may be some sequencing to the publishing.

Hi Greta,

As you may be aware, the Rapid Response Mechanism (RRM) intends to publish several of their reports on the
Canada.ca website. This is part of the RRM’s communications strategy and | understand has been briefed appropriately
within GAC and in conversation with PCO Comms. While there may be some sequencing to the publishing of the reports,
| understand that the two that may go up as early as September 4 are the 2019 European Parliamentary Elections report
and the 2019 Ukrainian Elections report. There is also potential for the Alberta Elections report to go at the same time or
sometime thereafter. These reports (attached for your reference) have already been distributed fairly broadly within
government but this will be the first public release of any RRM reporting, with the intent to continue the trend.

| would note that the timing for this material to go live has been fluid and may again change. We will keep you aware of
developments.

Kind regards,
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OPEN DATA ANALYSIS!

European Parliamentary Elections: Comprehensive Report

Issue: This open source data report outlines comprehensive findings by the Rapid Response Mechanism
Canada (RRM Canada) related to foreign interference during and leading up to the 2019 European Union
Parliamentary Elections, May 23-26, 2019. RRM Canada’s reporting is informed by in-house analysis and
consolidates insights from members of the RRM network. It is important to note that RRM Canada
monitors and analyzes all potential cases of foreign interference, regardless of the political party
affected or political nature of any given issue.

The objectives of this report are to:

e Shine light on any effort to artificially amplify unsubstantiated or false information challenging
the legitimacy and fairness of the UK, Irish or EU democratic and electoral systems; 2

e Identify key issues that were highly divisive and exploited within the context of the EU elections
in the UK, Ireland and Italy in order to identify narratives that may transcend borders and be
used in other contexts; and

e Identify notable tactics used by malign, foreign actors.

Key Findings

e RRM Canada did not observe significant evidence of state-based foreign interference, or any
large-scale, organized and coordinated efforts by non-state actors in any of the case studies
examined during the European Parliamentary Elections.

e RRM Canada identified national and transnational actors taking a page out of the Internet
Research Agency (IRA) playbook, using the same tactics the IRA used in previous elections, such
as the 2016 U.S. Elections.

e The use of foreign interference tactics by national actors makes it difficult to identify foreign
interference campaigns with a high degree of certainty.

e The disinformation identified by RRM Canada tended to use authentic information that had
been manipulated and distorted by means of misrepresenting its content or context (i.e. “de-
contextualization”). This tactic allows for the creation of divisive content aimed at undermining
social cohesion and reducing trust in democratic institutions by targeting communities
susceptible to divisive content, which is based on factual information. This is also in line with a
continuing trend where there is a shift from information warfare to manipulation and
amplification of divisive narratives through narrative competition.

e Strategic, inauthentic amplification of divisive and inflammatory content was found around
issues related to the following topics: immigration/migration, anti-religious sentiment (Muslim
and Jewish), nationalist identity, women’s health, gender-based harassment and climate change.
This was likely done by national or international non-state actors.

! The purpose of Open Source Data reporting is to assist in charting trends, strategies and tactics in foreign interference. Prepared by RRM
Canada, this work supports the G7 RRM — an initiative announced in 2018 in Charlevoix, mandated to strengthen coordination to identify and
respond to diverse and evolving threats to G7 democracies, including through sharing information and analysis, and identifying opportunities
for coordinated response

2 RRM Canada has selected 3 cases (UK, Ireland and Italy) based on initial research, linguistic limitations, and most importantly, it is an attempt
to fill in gaps in the RRM networks coverage and support cases looked at by partner organizations. This approach was meant to ensure a more
complete understanding of foreign interference within the context of the EU Parliamentary Elections.

3 Also noted by partner organizations, including a recent report from the Institute for Strategic Dialogue (2019).
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Challenging the legitimacy and fairness of the UK, EU and Irish democratic system

RRM Canada identified some incidents of coordinated inauthentic behaviour in relation to the artificial
amplification of disinformation on social media. However, the available data would appear to indicate
that this coordinated inauthentic behaviour does not stem from a foreign state, or large-scale organized
non-state actor. Rather, our findings show that national and international non-state actors, likely
originating from various far-right communities across Europe and the United States, have most notably
(though not exclusively) emulated approaches from the Russian sponsored IRA Playbook used during the
2016 American Presidential Election.

Twitter, Facebook and Reddit* accounts were used to spread divisive and false information to damage
and negatively impact social cohesion and trust in democratic processes and institutions. These efforts
also included the use of blogs and webpages to host disinformation, as well as coordinated networks of
Facebook groups, Reddit accounts and Twitter account networks to disseminate content.

An example of these activities include false and unsubstantiated information on vote rigging, noting
Counting Agents with the UK Brexit Party were barred from viewing the vote count. This was amplified
through a series of inauthentic and coordinated accounts/networks online® during the voting period to
challenge the legitimacy of the electoral process in Nottingham, UK, and the UK more generally.

Use of Divisive Narrative to Undermine Social Cohesion

RRM Canada identified a shift from information warfare® to narrative competition.” A key trend in the
data is the dissemination and amplification of divisive issues such as: immigration, Muslims in Europe,
climate change and liberal vs conservative values. What is notable is the strategic pushing of
inflammatory and divisive narratives across national borders and global political contexts to engage pan-
European, regional and international communities.

Migration/lmmigration

An example of this would be the story of “400 African illegal immigrants stormed in the terminal of the
Charles de Gaulle Airport in Paris”. This tweat was initially recounted by the NY Post “Footaze shows
hundreds of migrants occunying French alrport terminal”. When this story was picked up by national
and transnational far-right and Kremlin-affiliated news sites and blogs, it snow balled, being posted by
Yoice of Europe, Zerohedee, Westerniournal, Jihadwatch, Sputnik, Breithart, TheBlaze, InfoWars, etc. In
this instance, a transnational network of actors shared, copied and reproduced divisive content related
to a minor local protest with no noted incidents. Suspicious sites picked up this content to reach a
broader audience by manipulating what is called Search Engine Optimization or SEO® and artificially
amplified it days before the EU Parliamentary Election by both a network of dubious and unreliable

4 Focus on these specific platforms was due to limitations in access, and indicators of key points of engagement.

5 This incident showed no evidence of being linked to a foreign actor, according to information available to RRM Canada.

5 Please see: New Knowledge. 2019. “Tactics and Tropes of the Internet Research Agency,” for further information.

7 Competition for the way an issue is framed within public discourse, with each framing looking to become the dominant method of
conceptualizing said issue, is referred to as “narrative competition”. Please see the Institute for Strategic Design (2013). “2019 EU Elections
Information Operations Analysis” for further explanation.

& Search engine optimization is the process of affecting the online visibility of a website or a web page in a web search engine's unpaid results. It
is a measurable, repeatable process that is used to send signals to search engines that a webpage is worth showing in Google's index. Though
this process should occur organically by users visiting a website, this can be manipulated by multiple tactics to give an inauthentic SEO score
thus artificially amplifying content.
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websites, as well as a network of inauthentic accounts on Twitter and Reddit.’ This aided in increasing
reach and traction, using near identical, divisive framing of the event, playing on anti-immigrant, anti-
African and identity-based sentiment with sensationalized and inflammatory language, and referencing
the original content to provide the allusion of validation in reporting.

Health and Reproductive Issues®®

Another example is an attempt to sow division and further polarize communities around an already
highly charged topic. In the Irish context, RRM Canada found national and international non-state actors
manipulating and framing authentic information from the public Health Service of Ireland using
inflammatory and divisive rhetoric about abortion and pregnancy “remains." This information was
amplified and targeted at susceptible far/alt-right and conservative communities locally and
internationally'! through coordinated activity.

This tactic is valuable in transferring a narrative from one community to another, amplifying its
significance, and targeting those susceptible to inflammatory and sensationalized content in order to
affect discourse around divisive issue across states, Europe and internationally. A narrative may be
altered slightly for different audiences, but the core aspects of its framing and messaging are
transmitted regardless of the source.

Additional Tactics and Approaches of Note

RRM Canada observed a number of noteworthy tactics employed throughout the EU. One tactic is the
use of manipulated authentic information posted on untrustworthy websites, blogs, and by
guestionable journalists or inauthentic accounts to seed conversations. The information is then picked
up and framed using a divisive and inflammatory narrative by a broader network of accounts, websites
and blogs® referencing the original posting to substantiate their story. Finally, this information is
amplified by networks of inauthentic accounts in a coordinated fashion. This information targets
susceptible communities and may be translated to various languages to target broader political contexts
and audiences. RRM Canada describes this tactic as “de-contextualization,” as the basis of the
information is authentic content that is manipulated and distorted. A version of this tactic has been
observed as being used by Kremlin-linked actors and is a known tactic of covert, malicious foreign
actors.’®

A similar but notable tactic for amplifying content, and strategically translating and pushing it into new
communities, was observed in our Italian case study. In this case, the initial content focused on
Euroscepticism and anti-globalist sentiment and conspiracy. Using a speech by Italian Deputy Prime
Minister Matteo Salvini, content was initially spread and amplified through a set of inauthentic and
coordinated accounts. It was then strategically targeted at influential and well-known authentic online
actors in order to have it boost engagement. Finally, the content was translated into four different
languages and amplified again by systematically pushing it in these four separate communities
simultaneously, in order to increase reach and prominence in various far-right European discussions and
communities.

® The Twitter network of inauthentic accounts was observed as central to various attempts at amplification. Reddit posts targeted well-known
conspiracy and far/alt-right groups, including The_Donald, New Right and The_Europe.

10 According to Ireland Health Services Executive this falls under: Unplanned Pregnancy Support Services.

11 This incident showed evidence of being linked to a foreign actor, according to RRM Canada.

2 This includes several pro-Kremlin sites including, Zerohedge, RT, and Sputnik, as well as various alt-right or far-right sites.

13 See DRF Lab’s work on the EU Parliamentary Elections.
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RRM Canada also noted a small incident of inauthentic left progressive accounts,** engaging in left-
leaning discussions, while also being embedded in a far-right inauthentic network. What was notable
about these accounts was that they used hashtags, language characteristic of and played into the
general performativity of a left progressive actor, but also prominently displayed their Muslim identity
and the intention for a “Muslim takeover” of the west. They were then used as examples of the “radical
left” and “radical Muslims” by various far/alt-right groups presenting accounts online. RRM Canada
believes these to be experimentation with new tactics meant to provoke and act as a means to further
and artificially aid in polarizing the left and the right over wedge issues.

Concluding Remarks

Our findings are consistent in a number of ways with other experts in this field. Notable findings from
published reports illustrate the impact of tactics like narrative competition, and the emergence of new
actors using well-known information operation tactics, particularly non-state actors.'> Some experts
found instances of state-based foreign interference, including on platforms like Facebook, Reddit and
Medium, while noting amongst the various findings the emergence of the tactic of planting, seeding and
systematically amplifying false information across platforms and other information sources.'® In relation
to the EU Parliamentary Elections, a key insight from RRM Canada is that while no significant evidence of
state-based foreign interference was observed, the digital ecosystem is ripe and ideal for exploitation by
foreign malign actors.'’

Released: 18 July 2019

Disclaimer: Rapid Response Mechanism Canada monitors and shares information consistent with Canada’s privacy laws and the
Ministeria! Direction for Avolding Complicity In Mistreatment by Forelen Entities, The information sharing practices of Global
Affairs Canada are subject to review by the Privacy Commissioner, the Information Commissioner of Canada, the Office of the
Auditor General and the National Security and Intelligence Committee of Parliamentarians, among others. Nothing in the
present document shall be construed as adding any obligation or normative commitment under international or national law
for any G7 member.

4 Only two accounts were observed exhibiting this inauthentic and dubious behaviour, and were taken down in advance of the election period.
RRM Canada assesses that this is representative of the potential testing of a new tactic.

15 please see the Institute for Strategic Design (2019). “2019 EU Elections Information Operations Analysis.”
16 please See: Digital Forensics Research Lab. 2019. “Top Takes: Suspected Russian Intelligence Operations.” June 22, 2019.

17 It must be noted that the findings of this report may differ from other reports that have used or have access to other source data and
information, had different objectives or monitored for a longer period of time.
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ALBERTA ELECTION ANALYSIS
PURPOSE

This report analyses open source data gathered in the lead-up to the provincial elections in Alberta held
on April 16, 2019. Its purpose was to identify any emerging tactics in foreign interference and draw
lessons learned for the Canadian general elections scheduled to take place in October 2019. Prepared in
support of the G7 Rapid Response Mechanism (RRM), the report was penned by RRM Canada. The RRM
is mandated to strengthen G7 coordination to identify and respond to diverse and evolving threats to G7
democracies, including through sharing information and analysis, and identifying opportunities for
coordinated response.

KEY FINDINGS

Based on primary and secondary research, RRM Canada concludes that there were very likely no
significant foreign interference campaigns targeting the Alberta election in the online space in April
2019. However, coordinated inauthentic activity was detected:

¢ RRM Canada identified accounts that demonstrated coordinated inauthentic behaviour. RRM
Canada judges the activity is very unlikely to comprise one third of the online conversation as
reported by Press Progress on Agprll 11, 2019,

e RRM Canada identified cases of social media accounts, which were likely inauthentic,
coordinated behaviour! around online discussions about the Alberta election. However, the
majority of these accounts were very likely not foreign.

e RRM Canada identified known national far-right and hate group actors who have previously
disseminated material, using similar tactics as known malign foreign actors.

e RRM identified accounts tied to lobbying groups that were unaffiliated with a political party
spreading disinformation online in the run-up to the Alberta election.

e The Alberta election provides an example of a situation where there may be evidence of
coordinated inauthentic behaviour undertaken by Canadian actors, making the identification
of foreign interference more difficult.

Alberta Election Findings

[1] RRM Canada reviewed social media data to search for obvious cases of coordinated, inauthentic
behaviour with the objective of identifying any potential foreign activities. Based on available
information, it is very unlikely there was any foreign interference. The two largest components of the
graph are made up of supporters of the former Premier Notley and Premier Kenney, as expected in an
election campaign [Annex A).

[2] RRM Canada assesses that none of the major communities taking part in online conversations
related to the elections are driven by foreign interference. The presence of automated inauthentic
activities does not appear central or crucial to the overall conversation or activity.

1 scale of Estimative Language: Almost No Chance — [0 — 10]; Very Unlikely/Very Improbable — [11 — 29]; Unlikely/Improbable — [30 — 39];
Roughly Even Chance — [40 — 59] ; Likely/Probable — [60 — 69] ; Very Likely/Very Probable — [70 — 89]; Almost Certainly — [90 — 100]

1
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[3] RRM Canada’s findings stand opposite to the Aprii 11, Press Progress report, which claimed that a
third of accounts talking about the Alberta election were bots. RRM Canada’s findings, using multiple
tools and methods, judges that the online activity is very unlikely to comprise one third of bots. The
article appears to rely only on the online tool mentionsmap as a metric for “bot activity”, which is not a
proper means of assessment for inauthentic account behaviour or bot activity. RRM Canada therefore
does not support the findings articulated in the Press Progress Report.

[4] RRM Canada identified communities that demonstrated a suspicious account creation pattern that
is indicative of troll or bot activity. Recent spikes in account creation suggest the presence of accounts
developed for a specific purpose; however, the community was determined to very likely be domestic,
as it was mainly comprised of supporters of the United Conservative Party (UCP). A second small
community was identified as supporters of the People’s Party of Canada, which had similar suspicious
patterns of account creation. This pattern was not identified within communities of supporters of the
Alberta Liberal Party or Alberta New Democratic Party. The overall number of accounts is a small
percentage of a larger collection [Annex B]. This highlights a key point, namely that domestic actors are
also emulating the tactics used by foreign actors, within the context of provincial elections. This
behaviour will make it increasingly difficult to distinguish national from foreign interference efforts in
the upcoming Federal election.

[5] The RRM identified a small group of anonymous accounts pushing a pro-separation movement in
Alberta and the Prairies. Though Alberta has an official separatist party,
hitps://albertaindependence ca/, these accounts do not appear affiliated with this movement. Creating
false separatist movements or amplifying domestic ones is a known tactic in foreign interference.
Though unaffiliated, at this time, RRM Canada cannot tie this small group of accounts to any foreign
entity.

[6] In its review of the data of this election, RRM Canada found no evidence supporting a broad,
coordinated campaign to influence the Alberta election. RRM Canada assesses that automated
inauthentic behaviour and trolling activities are very likely domestic in nature;

Released: May 1, 2019

Disclaimer: G7 Rapid Response Mechanism Canada (RRM Canada) monitors and shares information consistent with Canada’s
privacy laws and the Rinisterial Direction for Avoiding Complicity in Mistreatment by Forelon Entities. The information sharing
practices of Global Affairs Canada are subject to review by the Privacy Commissioner, the Information Commissioner of Canada,
the Office of the Auditor General and the National Security and Intelligence Committee of Parliamentarians, among others.
Nothing in the present document shall be construed as adding any obligation or normative commitment under international or
national law for any G7 member.
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Annex A

This Annex is a visual representation of RRM Canada’s data collection illustrating a high level of
normality in the online conversation related to the Alberta provincial election. The analysis of activity
would have been noteworthy for RRM Canada if there were other communities that rivaled the main
political communities in size, but were predominately unknown actors, or actors from another
geographical location.
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Annex B

A review of the account creation dates of accounts in the community of UCP supporters. The size of the
final spike is an indicator of inauthentic activity. One indicator of bot activity is a large number of
recently-created accounts. In this case, a large spike in accounts created in Q1 2019 is suggestive of
inauthentic activity by either automated accounts or anonymous accounts. This combined with a
qualitative evaluation of the accounts by RRM Canada, as well as their posting behaviours and the social
network analysis; these are indications of likely inauthentic behaviour.
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2019 UKRAINIAN ELECTIONS FINAL REPORT
Purpose
[1] This open source report is the final report in a series prepared by Rapid Response Mechanism (RRM)
Canada on Foreign Interference (Fl) during the 2019 Ukrainian presidential elections. The aim of the
series was to enhance the global understanding of contemporary threats to democratic systems of
governance while informing Canadian efforts aimed at safeguarding Canada’s elections from FI. This
report is a summary of key findings from the series of reports that was produced with the objective of
identifying key lessons learned from the Ukrainian presidential elections. The reports were based on
secondary sources, including insight from the RRM network and the community of experts, as well as
primary research conducted by RRM Canada leveraging its open data monitoring and analytical capacity.

Overall Assessment
[2] Based on evidence summarized below and previous RRM reports, the Ukrainian presidential election
was likely the target of a Russian FI campaign aimed at undermining local and international confidence
in the Ukrainian democracy. Initial assessments by multiple observation teams conclude that this Fl
campaign did not achieve its aim.! Key findings include:

*  Russian speakers were a priority audience for accounts employing automation.
With the exception of the days following major incidents such as the July 2014 downing of
Malaysian Air flight MH-17, covert social media influence campaigns appear most active during
election periods in Ukraine as well as the days immediately following.
Along with the use of bot and troll accounts, other tactics included the use of networks of
disinformation websites and social media pages, and purported leaks.
“Meta-trolling” or content designed to be detected and called out as Russian propaganda in
order to discredit the information it contains may be a newly emerging tactic which RRM
Canada will continue to monitor.

General Observations — Secondary and Primary Sources

. . s.15(1)
Tactics/Strategies

[3] Reporting from

notes a high degree of automation
observed in social media posts about Ukraine’s elections. RRM Canada observed similar automated
accounts or bots. In addition to the use of bots, RRM Canada observed that many accounts used a
random string of alphanumeric characters as a username. These accounts were mostly created after
January 2019 and were posting in the Russian language about the Ukrainian elections. The usernames
and young age of these accounts indicates that a computer program was likely used to quickly generate
new accounts for use in bot networks. Additionally, RRM Canada notes that the highest degree in
automation was observed within communities discussing the Ukrainian elections in the Russian
language indicating that Russian speakers were likely a priority target audience.

[4] Historical Twitter based analysis has shown that accounts associated with the Kremlin have been
most active following the May 2014 elections. However, tweet volume was much smaller in comparison
to the July 2014 downing of Malaysian flight MH-17.2 While RRM Canada does not have a database of
accounts associated with the Kremlin, within our collection of accounts discussing the 2019 elections,

! Previous reporting
2 hitps://voxukraine. orgflongreads/twitter-database/index-en html
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our team observed a large spike in account creation dates from 2014. Further analysis of account
creation dates reveals another spike in January 2019. This spike was most pronounced among accounts
posting in the Russian language. This indicates that although far below the level of resources dedicated
to deflecting blame away from Russia for the downing of MH-17, covert social media influence
campaigns are probably most active during election periods in Ukraine. Our data also indicates a spike in
posting activity in the days immediately following the elections however, examination of the posts did
not reveal any specific narrative being amplified.

[5] Two tactics which have to date been less frequently reported, were observed much more
prominently during the Ukraine elections. These tactics were the purchase or renting of social media
accounts and the use of “meta-trolling.”

[6] New York Times and the Ukrainian Security Service (SBU) report that Russian intelligence agents had
been offering to purchase or rent established social media accounts from Ukrainian citizens for the
purposes of spreading divisive content or furthering other Kremlin narratives. Owners of these social
media accounts reported that they were unaware they were dealing with Russian intelligence personnel
or what purpose their accounts would ultimately serve once sold or rented. The number of accounts
purchased by Russian agents remains unknown at this time and description of this tactic stems from a
video-taped confession released by the SBU.? Given the financial and human resources required to find
and purchase established social media accounts from citizens willing to sell them, it is unlikely this tactic
was widespread during this election and unknown if it will be employed in other FI campaigns.

[7] Finally, Government of Canada (GoC) partners deployed to Ukraine to assist with cyber security
during the elections period reported a new meta-trolling technique. In this technique, certain content
was designed to be detected as Russian propaganda and publicly called out as such in an effort to
discredit the information it contained. While we cannot attribute the employment of this tactic to
Russia, it falls within the well-known concept of “reflexive control.” This concept, whereby specifically
prepared information is conveyed in order to incline an opponent to voluntarily take a certain course of
action, has a long history within Soviet and Russian military doctrine.* RRM Canada has no further
information or current examples of this technique and we cannot attribute it to any particular actor at
this time.

[8] RRM Canada cannot tie the employment of automated accounts or the spread of divisive content to
Russia. However, Facebook did shut down thousands of accounts posting about Ukraine which they
attributed to Kremlin-linked Internet Research Agency (IRA) and Sputnik News.> Based primarily on this
evidence, RRM Canada assesses that the Russian state was likely conducting a disinformation campaign
targeting the Ukrainian elections.

Narratives

[9] In addition to observations of automation, reports from the UK Foreign & Commonwealth Office’s
(FCO) Counter Disinformation Cell note divisive narratives being spread by these automated accounts.
AoD notes that much of this content ostensibly® emanated from Russia and, at least for a period in late

3 Previous reporting

4 hitp://eeorgetownsecuritystudiesreview.org/2017/02/01 /disinformation-and-reflexive-control-the-new-cold-
war/

® Previous reporting

% Alliance for Securing Democracies methodolody relies on user selection of location within preference settings.
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March,” dominated approximately 13% of the conversation on social media about the Ukrainian
elections. Previous RRM Canada reports have noted that divisive content was primarily along the
following themes:

o Ukraine was reverting to its Nazi past while chauvinism and xenophobia were current state

policy;

e Ukraine was becoming increasingly corrupt and becoming a banana republic.

¢ Ukraine was not capable of hosting free and fair elections; and

o The illegitimacy of the Ukrainian Orthodox Church was put forward.

[10] While the break of the Ukrainian Orthodox Church from the Moscow patriarch is uniquely
Ukrainian, claims of corruption, elections fraud, and otherwise divisive content are common tropes
within FI campaigns.® Along with the use of bot and troll accounts, other tactics included the use of
networks of disinformation websites and social media pages, and purported leaks.® The Atlantic
Council’s Digital Forensics Research Lab notes these tactics appear to be common across both foreign
and domestic disinformation campaigns targeting elections.?

On Gender

[11] On the gender dimensions of FI within the Ukrainian elections, RRM Canada observed crudely
Photo-shopped, degrading, highly sexualized imagery targeting the most prominent female candidate,
Yulia Tymoshenko. RRM Canada cannot attribute any of these images to any specific actor. We note that
this imagery dominated our collection of all images related to political candidates for a period in
February indicating the possibility of some level of coordinated ampilification; however, there are many
plausible explanations related to this imagery.

On Diasporas

[12] Lastly, RRM Canada detected and analyzed two multilingual groups discussing the Ukrainian
elections in the Ukrainian, Russian and English languages on Twitter. Within these groups, relatively few
indications of automated content spreading or accounts assessed to be possible Kremlin trolls were
observed. Based on the mix of languages, RRM Canada assesses these communities to likely be
Ukrainian diaspora communities from English speaking countries. Based on the lack of automated
content spreading within these communities, RRM Canada assesses they were likely not priority target
audiences for disinformation campaigns.!!

Released: 4 June 2019

Disclaimer: Rapid Response Mechanism Canada team monitors and shares information consistent with Canada’s privacy laws
and the Ministerial Direction for Avoiding Complicity in Mistreatment by Forelgn Entities. The information sharing practices of
Global Affairs Canada are subject to review by the Privacy Commissioner, the Information Commissioner of Canada, the Office
of the Auditor General and the National Security and Intelligence Committee of Parliamentarians, among others. Nothing in the
present document shall be construed as adding any obligation or normative commitment under international or national law
for any G7 member.

7 Other reports from the Alliance of Democracies did not mention the amount of content possibly emanating from
Russia.

8 As noted within research conducted by the Atlantic Council’s Digital Forensics Research Lab.

® Previous reporting

10 As presented by DFR Lab.

11 previous reporting
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Awali, Elabe

From:

Sent: Friday, September 6, 2019 9:28 PM

To: Xavier, Caroline;

Subject: Fw: : Alberta election plagued by ‘inauthentic activity,' disinformation, says report

Sent from my BlackBerry 10 smartphone on the Bell network.

From: MacKillop, Ken <Ken.MacKillop@pco-bcp.gc.ca>

Sent: Friday, September 6, 2019 4:27 PM

To: McCowan, Ian; Kempton, Laurie-Anne; Sutherland, Allen; McAdam, Ryan; Bossenmaier, Greta
Cc: Diaczuk, Shane; Tessier, Jean

Subject: RE: : Alberta election plagued by 'inauthentic activity,' disinformation, says report

Adding and Greta as well,

I spoke with GAC who indicated that the discussion was a good opportunity to inform the reporter.

From: McCowan, lan <lan.McCowan@pco-bcp.gc.ca>

Sent: September 6, 2019 4:25 PM

To: MacKillop, Ken <Ken.MacKillop@pco-bcp.gc.ca>; Kempton, Laurie-Anne <Laurie-Anne.Kempton@pco-bcp.gc.ca>;
Sutherland, Allen <Allen.Sutherland@pco-bcp.gc.ca>; McAdam, Ryan <Ryan.McAdam@pco-bcp.gc.ca>

Subject: : Alberta election plagued by 'inauthentic activity,' disinformation, says report

From: News / Nouvelles (PCO/BCP) <Mews-Nouvelles@poo-boep.go.ca>
Sent: Friday, September 6, 2019 4:25 PM
Subject: CBC: Alberta election plagued by 'inauthentic activity,’ disinformation, says report

Alberta election placued by inauthentic activity,) disinio tion, savs report

CBC News | Catharine Tunney

A government of Canada team says it identified a number of "inauthentic" social media accounts and
cases of disinformation in the run-up to the Alberta election — and is warning that similar tactics could be
used this fall during the federal campaign.

In new report dropped today, the Rapid Response Mechanism (RRM) team, housed at Global Affairs
Canada, says it identified accounts that demonstrated coordinated "inauthentic behaviour" during the April
provincial election

Government officials speaking on background told CBC News there is nothing to suggest the accounts
swayed the result of the election, which saw United Conservative Party Leader Jason Kenney elected
premier.

The report said the suspicious accounts appear to be mainly domestic, not foreign, as the community was
mainly driven by "supporters of the United Conservative Party (UCP)."
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RRM said a number of the inauthentic accounts commenting on the election supported the People's Party
of Canada, which is federal.

The government officials took pains to point out that that there is nothing to suggest the parties
themselves directed the accounts.

The RRM team also identified accounts tied to lobbying groups that were spreading disinformation online
in the run-up to the Alberta election. Officials would not say which groups were involved.

The team also found accounts associated with "known national far-right and hate group actors" spreading
disinformation on social media leading up to the Alberta election.

"The Alberta election provides an example of a situation where there may be evidence of coordinated
inauthentic behaviour undertaken by Canadian actors, making the identification of foreign interference
more difficult," says the report.

To draft this report, the team monitored open sources like Twitter.

It identified the Alberta election as being at risk of interference "because of the extent to which
environmental issues were debated."

Birthed out of the 2018 G7 summit in Charlevoix, the RRM unit was set up to coordinate efforts between
the seven leading industrialized nations to identify, prevent and respond to threats to democracy.

The RRM also plays a role in the Security and Intelligence Threats to Election (SITE) task force, conducting
open source research on global trends and data on threats to democracy.
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Awali, Elabe

From: Tessier, Jean

Sent: Wednesday, August 28, 2019 5:02 PM

To: Stinson, Sarah; Diaczuk, Shane; Paquet, Manon; Malette, Ayesha; Wood,
Kathleen;

Cc: Sutherland, Allen; McAdam, Ryan

Subject: RE: GAC website

GAC advises that the site is still being updated. Yes. Present planning does include posting of Alberta report.

Jean Tessier

Director General, Operations (Communications)
FPrivy Council Office / Government of Canada
Jean tassier@nco-bep gc . ca

Tel 813-848-8677 / Cell

Directeur général des opérations (Communications)
Bursau du Consell prive / Gouvernement du Canada
Jeartessier@oco-bon.gc.cs

Tél  813-848-6877 / Celiulaire

From: Stinson, Sarah <Sarah.Stinson@pco-bcp.gc.ca>

Sent: Wednesday, August 28, 2019 4:54 PM

To: Diaczuk, Shane <Shane.Diaczuk@pco-bcp.gc.ca>; Paguet, Manon
<Manon.Paquet@pco-bcp.gc.ca>; Malette, Ayesha <Ayesha.Malette@pco-bcp.ge.ca>; Wood, Kathleen
<Kathleen.Wood@pco-bcp.gc.ca>;

Cc: Tessier, Jean <Jean.Tessier@pco-bcp.gc.ca>; Sutherland, Allen <Allen.Sutherland@pco-bcp.ge.ca>; McAdam, Ryan
<Ryan.McAdam@pco-bcp.gc.ca>
Subject: RE: GAC website

Hi Shane,

We note that the Alberta report is not included on the draft site. While we do not want to push for it to be included,
Jean had mentioned that it would be. s there an update from GAC in this regard?

Thanks very much,

Sarah

From: Diaczuk, Shane <&hane Disczuk@poo-bopgoca>

Sent: Wednesday, August 28, 2019 4:13 PM

To: Paquet, Manon <Manon. Paguet@poo-bop.ge.ca>; Malette, Ayesha
<Avesha Maletie@pco-bop.go.ca>; Wood, Kathleen <Kathleen. Wood@poo-ben.ge.ca>;

Stinson, Sarah
<Sarah.Stinson@oco-bop.go.ca>
Cc: Tessier, Jean <lean. Jessier@uoco-hop.go.ca>
Subject: GAC website

Hi alf here s the link 10 the development server. You will need use the passwords below.
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Mote we had mentioned the REM wire was July and August but the site currently lists May and July.

Rapid Response Mechanism Canada - Protecting Democracy:

Lsername;
Passworg:

Let me know if vou have (s,
Shane
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Awali, Elabe

From:

Sent: Thursday, August 29, 2019 11:03 AM
To:

Subject: RE: RRM reports to flag to NSIA

Thanks, Wil flag today. Do vou have any concerns with the actual content going up? | notice Alberta is there,

From:

Sent: August 28, 2019 6:27 PM

To:

Subject: FW: RRM reports to flag to NSIA

—for NSIA awareness as she was tracking this issue, We will also review the final comms products which we have
seen yet,
Thariks.

From:

Sent: Wednesday, August 28, 2019 3:23 PM
To:

Subject: RRM reports to flag to NSIA

Hi
Per today’s discussion, | have attached the five reports that GAC intends to post to their external website this Friday as
part of the communications strategy for the RRM. We may wish to flag these to NSIA ahead of the site going live. We

have not reviewed final communications products.

Thanks,
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Awali, Elabe

From:

Sent: Friday, May 17, 2019 8:38 AM
To: Xavier, Caroline

Subject: Re: GAC analysis re Alberta

Just fyi, Dl and EC are on the RRM distribution as a matter of practice.

Sent from my BlackBerry 10 smartphone on the Bell network.

From: Xavier, Caroline

Sent: Friday, May 17, 2019 8:32 AM

To: St-Pierre, Hughes; Sutherland, Allen; MacKillop, Ken
Cc: Caron, Serge

Subject: GAC analysis re Alberta

From SITE...merci,

Caroline Xavier

Assistant Secretary to the Cabinet | Secrétaire adjointe du Cabinet
Security & Intelligence | Sécurité & renseignement

Privy Council Office | Bureau du Consell privé

Telephone: 613-957-5386

facsimile / télécopieur: 613~948-7130

Carpline xavier@oco-hon.go.ca
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Awali, Elabe

From: Malette, Ayesha

Sent: Wednesday, September 18, 2019 1:57 PM

To: Shank, Stephane;‘ Paquet, Manon; Stinson, Sarah; Sutherland, Allen;
Xavier, Caroline

Cc: Claude, Caroline; Boudreau, Sandra; Bujold, Pierre-Alain; Delaney, Allison; Diaczuk,

Shane; Duchesne, Paul; Le Gras, Gilbert; Massabki, Myriam; Nelson, Fiona; O'Nions,
Christine; Paxton, Taylor; Tessier, Jean

Subject: RE: NEW MEDIA REQUEST: Foreign Interference and Climate Change - Global News -
ASAP

Hi Stephane,
Correcting one typo, and suggesting the removal of one sentence that seems out of place now that the writ has been
issued,

Ayesha

From: Shank, Stephane <Stephane.Shank@pco-bcp.gc.ca>

Sent: Wednesday, September 18,2019 1:31 PM

Subject: RE: NEW MEDIA REQUEST: Foreign Interference and Climate Change - Global News - ASAP
Importance: High

Colleagues,

We have proposed the following high-level response to answer this request since CSE and CSIS are recommending PCO

respond. While discussing this request with partners, it was suggested that we address her main question, which refers

to RRM reporting, even if to say we can’t comment. It is believed that she’s already read the RRM report on Alberta and
knows the GoC is aware of the issue.

Please let us know if you have any concerns. The text in yellow is new text, the remainder has been used previously to
respond to enquiries.

Request to CSE:

Outlet: Global News

Issue: 2019 Federal Election Threat Assessments on Climate Change

Questions: Reporter is working on a story about potential ‘magnet’ topics for foreign interference attempts. She would
like to know if CSE has any assessments of whether climate change is one of the topic areas that could be used for
attempts at electoral interference, even from actors like Yellow/oilsands actors. Specifically, akin to what the Rapid
Response Mechanism identified as being the focus of bots and trolls in the Alberta elections in the report earlier this
month.

Deadline: Wednesday, September 18— 12 p.m.

Request to CSIS:

“I’'m working on a story about potential magnet topics for foreign interference attempts ... | think | remember you guys
and CSE both had a rep at the on-background press conference before the House rose outlining how the special
committee on foreign interference will assess attempts to influence our election.

1
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| wanted to ask CSIS has any assessment of whether climate change is one of the areas that could be ripe for attempts at
interference, even from domestic actors like Yellow Vest/oilsands actors. Specifically akin to what the Rapid Response
Mechanism identified as being the focus of bots and trolls in the Alberta elections in the report earlier this month.”

Proposed response:

The Security and Intelligence Threats to Elections [SITE) Task Force examines a wide array of issues but does not have any publicly
available assessments to share.

The SITE Task Force was established in September 2018 and is comprised of officials from the Canadian Security Intelligence Service
(CSIS), the Royal Canadian Mounted Police (RCMP), Global Affairs Canada, and CSE. As members of SITE, each agency leverages its
own mandate to bring to the table unique information and intelligence on threats to Canadians security {or Canada’s securityl.

This
approach allows the individual agencies represented to effectively share intelligence and minimize information gaps, contextualize
threats, and review together any potential actions to mitigate threats directed at Canadian democratic institutions. SITE has
delivered security briefings to Elections Canada and to Canadian political parties, at both the classified and unclassified levels, aimed
at promoting situational awareness and to help them strengthen their security practices.

Now that the 2019 General Election has been called, the Critical Election Incident Public Protocol is in force. SITE will continue to
share intelligence on security threats to the election with senior government officials, but the decision to speak publicly will rest with
the panel of Deputy Ministers should they be of the view that any incident or series of incidents threatens the integrity of the
election.

For more information: https://www.canada.ca/en/democratic-institutions/services/protecting-democracy/security-task-force.html

From: Shank, Stephane

Sent: Wednesday, September 18, 2019 10:55 AM

To: Malette, Ayesha <Ayesha.Malette@pco-bcp.gc.ca>; Paquet, Manon
<Manon.Paquet@pco-bcp.gc.ca>; Stinson, Sarah <Sarah.Stinson@pco-bcp.gc.ca>; Sutherland, Allen
<Allen.Sutherland@pco-bcp.ge.ca>;

Xavier, Caroline <Caroline.Xavier@pco-bcp.gc.ca>
Cc: Claude, Caroline <Caroline.Claude@pco-bcp.ge.ca>; Boudreau, Sandra <Sandra.Boudreau@pco-bcp.gc.ca>; Bujold,
Pierre-Alain <Pierre-Alain.Bujold@pco-bcp.gc.ca>; Delaney, Allison <Allison.Delaney@ pco-bcp.gc.ca>; Diaczuk, Shane
<Shane.Diaczuk@pco-bep.gc.ca>; Duchesne, Paul <Paul.Duchesne@pco-bcp.ge.ca>; Le Gras, Gilbert
<Gilbert.LeGras@pco-bep.ge.ca>; Massabki, Myriam <Myriam.Massabki@pco-bcp.gc.ca>; Nelson, Fiona
<Fiona.Nelson@pco-bep.ge.ca>; O'Nions, Christine <Christine.O'Nions@pco-bcp.gc.ca>; Paxton, Taylor
<Taylor.Paxton@pco-bcp.ge.ca>; Shank, Stephane <Stephane.Shank@pco-bcp.ge.ca>; Tessier, Jean <Jean.Tessier@pco-

bcp.ge.ca>
Subject: NEW MEDIA REQUEST: Foreign Interference and Climate Change - Global News - ASAP

FYI — CSE and CSIS have each received a request from Global News.
The proposed response will be circulated for review.
Request to CSE:

Outlet: Global News

Issue: 2019 Federal Election Threat Assessments on Climate Change

Questions: Reporter is working on a story about potential ‘magnet’ topics for foreign interference attempts. She would
like to know if CSE has any assessments of whether climate change is one of the topic areas that could be used for

2
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attempts at electoral interference, even from actors like Yellow/oilsands actors. Specifically, akin to what the Rapid
Response Mechanism identified as being the focus of bots and trolls in the Alberta elections in the report earlier this
month.

Deadline: Wednesday, September 18- 12 p.m.

Request to CSIS:

“I'm working on a story about potential magnet topics for foreign interference attempts ... | think | remember you guys
and CSE both had a rep at the on-background press conference before the House rose outlining how the special
committee on foreign interference will assess attempts to influence our election.

| wanted to ask CSIS has any assessment of whether climate change is one of the areas that could be ripe for attempts at
interference, even from domestic actors like Yellow Vest/oilsands actors. Specifically akin to what the Rapid Response
Mechanism identified as being the focus of bots and trolls in the Alberta elections in the report earlier this month.”

Thank you,
Steph

Stéphane Shank

Manager, Media Relations

Privy Council Office | Government of Canada
stephane.shank@pco-bcp.ge.ca | 613-957-5407

Gestionnaire des relations avec les médias
Bureau du Conseil privé | Gouvernement du Canada
stephane.shank@pco-bcp.ge.ca | 613-957-5407
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From:. S 3 ;'_': ;Ott Davrd R
‘Sent: - Thursday;. November28 2019 922 AM

To: - - _ Desriviéres, Nicolas; Fron, Matthew; Jarvis, Mark; Kalng, Dany, Malette Ayesha Paquet
- o e . Manon; Pearce, Andrew Pinto, Mmette RaSSI Mary, Stlnson Sarah Wood Kathleen
. Subject:~. . .- L FW RRM ere September 2019 : :

o m-c':'ase ‘you:do:n'Ot receive th:is, directly;'..' S

o ; From: G7RRM@|nternat|onaI gc ca <G7RRM@|nternat|onaI gc ca> ]
-~ Sent: Wednesday, November 27, 2019 5 25PM - ' R

. To G7RRM@|nternat|onalgc ca

L B Subject RRM ere September 2019

ffﬁjf‘RRM WIRE

The RRM ere strrves to hlghllght orlgmal msrght share new developments and pro;ects, and |dent|fy
2 potentlal partners worklng in defénce of democracy in support of the RRM’s mformatlon and analysrs sharmg
- . ~__mandate Contributions and feedback are weIcome Please send to the RRM Coordmatlon Unlt

o G7RRM@|nternat|onal gc. ca DN :

:_'Please note that RRM Canada drd not |ssue any reports durlng Canada s general electlon perrod September 11
s - October 21, 2019 We- are now resumlng wrth the September edItIOl"I of the W|re A comblned October-

- NOVember editlon of the ere Wl” follow soon

" -"Announcements

E : o On September 4 the Alllance for Securmg Democracy Iaunched the Hamllton 2. 0 dashboard trackmg
- ?,Russran propaganda on socral medla This. dashboard has made lmprovements on the orlgmal
'Hamllton 68 dashboard concept and has far more functlonallty e :

- e 0On August 28, Australla s Mlnlster for Educatlon announced that the Australlan government is
o :establlshlng a Umversntv Foreign Interference Taskforce to provrde better protect|on for umversntres ‘
I "agamst forelgn mterference The Taskforce will bring together unlversmes and Australian. Government
_f'_agencres to develop a set of best practlce gundellnes to support an envrronment -of trust and to gwde .' :
- decision makmg, based on potentlal rlsks 50 Australlan unrversrtles can contmue to produce world- SR
; _'class research B - C : SR o

O RRM |n Focus

Th|s artlcle dlscusses the RRM Canada May 2019 report on the Alberta provrncral electlons WhICh
, concluded that mauthentlc act|V|ty online:was. unllkely forelgn B a
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Surveylng the forelgn threats to. democracy emanatmg espeaally from Russra and Chma th|s art|cle ,
empha5|zes counter—measures taken by the Canadlan government mcludlng the foundlng of the G7

Rapld Response Mechamsm

'I;ffKev:RenortS:andPeve.lbpméntsﬁr;ﬁQ'-g.f-jif SR A

Defendmg Democracy

'."_Unllke U S, Canada plans coordmated attack on forelgn mterference Rt ol L
= .This artlcle exammes Canada S plan to proactlvely protect its eIectlons from fore|gn mterference m

L the aftermath of the 2016 u.s. election: It traces Ieglslatlve and tactlcal steps taken by the Canadlan

S 3_'government to respond to the threat of forelgn electlon meddllng

Mlsmformatlon Has Created a New World Dlsorder

B - E:ThlS artlcle explores how the publ|c s wrllmgness to share content W|thout thmkmg is explmted to

spread dlsmformatlon W|th grave consequences for soueﬂes and democracy It argues that unt|I the “.

R ; }‘.ampllflcatlon problem |s resolved the publlc W|ll be contmually weaponlzed by agents of

j 'd|smformat|on

. E:Shaplng IncIuswe Governance in vaerspace e e e e T L DR
*This- paper argues that the Unlted Natlons remams the best platform to shape global norms on state T
: 'Z:behawor m cyberspace to thls end cyber governance efforts need to be re- evaluated and new. .
- practices adopted The: paper makes SIX recommendatlons on how to mclude non governmental
: ';stakeholders mto dlscussmns :

SOUTCE HaCklng Medla Mampulatlon in Practlce B

' f_'-i-;:; 'ﬁ:ThIS report focuses ona subset of manlpulatlon campalgns that rer on a strategy WhICh the authors
S call source. hackmg a set of technlques for hldlng the sources of problematlc mformatlon in: order to
S ';perm|t rts crrculatlon in malnstream medla The report |dent|f|es four speC|f|c technlques of source

B :'hacklng V|ral sloganeermg, leak forgery, ewdence collages and keyword squarlng

: ':'Lavers of the Dlsmformatmn Ecosvstem : : L : o ~ »

5 “This : article. argues in favour of expandmg the.i mqwry about dlsmformatlon beyond soual med|a
:-platforms and focus on: dlsmformatlon ecosystems as complex, multldlmenswnal phenomena that

~include tradltlonal medla socral networks the blogosphere and dedlcated mformatlon areas in a

'Lwrtual mformatlon enwronment REERETR - ; . L e

:f'Protectmg electlons from soclal medla manlpulatlon _ VAR S R
“In thlS artrcle the researchers propose a four-step research agenda for estlmatmg the causal effects

:f E‘of socral medla mampulatron on. voter turnout and vote choice i in order to measure vulnerablllty of
ol -'“democratlc electlons The authors also drscus polltlcal Iegal and ethlcal |mpI|cat|ons of undertakmg
""»-_}-such research T SRR S e e e

. On the Internet Nobodv Knows You re a Bot Pseudoanonvmous Influence Operatlons and Networked

"Soaal Movements

"Thls artlcle explores how pseudoanonymlty allows for mampulatlon of networked soaal movements

‘ i-‘Pseudoanonymous mfluence operatlons are harnessed by-a range of polltlcal actors, mcludmg those
- linked to foreign governments |n order to degrade trust m democratrc mstltutlons and negat|vely

o f:affect soual cohe5|on
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, 'The changmg face of fake news . - : ; S
- ',,ThIS article argues that “fake news has many faces and that dlsmformatlon tactlcs are: fast evolvmg

© -and becommg harder to detect. The article. summarlzes these key shifts: from: onlme celebrltles to-

A '_mlcro mfluencers, from cllck balt to onl|ne communltles and from dlgltal operatlons bemg perlpheral
. to becomlng central- components of electoral strategles ' ¥ Lo

A -,_Here is What Forelgn lnterference W|ll Look Like:in 2020 S B S .
" This artlcle surveys forelgn mterference tactlcs used by forelgn actors to date |n order to antlclpate

.' L forelgn threats to 2020 us. electlons It argues that wh|le the smgle blggest threat to watch for is vote -
S ,.'altermg, off|C|als need to monltor the many- Iegal and quaS| Iegal ways forelgn governments and
o ;natlonals exert mfluence on the US polltlcal system < oo LT

o “Why 2020 d|smformat|on campalgns may: be outsourced to the Phlllppmes B R AR

‘4 The artlcle argues that several key developments p05|t|on the Ph|l|pp|nes as the possrble eplcenter of
;.future dlsmformatlon campalgns These developments mclude the rise: of sophlstlcated web of publlc

o ;relatlons flrms and soual medla contractors as well as the network of troll farms all seeklng global

L 1‘clrentele

i It s not |ust the Russrans anymore as Iranlans and others up dlsmformatlon efforts ahead of 2020 vote :‘. .' L
L ;:ThIS article argues that Ru55|a is not the. only country seekmg to mfluence US domestlc polltlcs ahead of

‘ ‘2020 electlons In addltlon to Iran a number of other countrres mcludmg Saud| Arabla, Chlna Israel
o .:the Unlted Arab Emlrates and Venezuela have the capaaty to wage Russran style mfluence operatlons

L. A Report ofAntl-Dlsmformatlon Imtlatlves B _' I

R f:In th|s report; BBC Monltormg s SpeC|al|st Dlsmformatlon Team mvestlgates dlsmformatlon Iandscapes

g around the world and analyses a range of measures adopted by governments to combat

‘:'dlsmformatlon T he anaIysns prowdes geopolltlcal context W|th tlmely, relevant examples from 19

o A::f'countrles |n four contlnents W|th a part|cular focus on European natlons and the EU

"Av01d|ng the Band A|d Effect in Inst|tut|onal Responses to. Dlsmformatlon and Hybrld Threats

S Based on'the. study of six key umlateral and- multllateral efforts in Europe to counter dlsmformatlon

: _-and hybrld threats th|s paper |dent|f' ies best practlces and pltfalls in establlshmg new bodles to -

. __'i: _3'address the complex problems of forelgn mterference in: democracnes

¥ fHow Technologv Platforms Should Deal W|th Hostlle State Owned Prop_ganda 0utlets o o .
- This statement from Adrlan Shahbaz Research D|rector for Technology and Democracy; Freedom
N ';‘House, outllnes recommended responses to hostlle forelgn mterference Shahbaz argues that any

: response. 10 dlsmformatlon operatlons and onllne propaganda must be carefully evaluated to ensure .
L .rthat it: is strlctly necessary to achleve a Iegltrmate aim (protectlng democracy) and carrled out |n a :.j '; o

o ;‘manner that I|m|ts unlntended consequences and collateral damage

";Trends in Onlme Forelgn Ianuence Efforts L : : - : : :

B fDrawmg on: data gathered from 460 medla reports thls study |dent|f|es forelgn mfluence efforts (FIE)
- used to mfluence politics i in24 targeted countries, from 2013 through 2018. Accordmg to this. study, _

e f’72% of the campalgns were conducted by Ru55|a, wrth Chlna, Iran and Saud| Arabla accountlng for s -’f,:i‘: .
' .‘“-most of the remalnder ' - : : ' Sl R

o The Cyber Cr|S|s of Anglo Amerlcan Democracv

'-'f,Thls artlcle argues that the mtegratlon of the lnternet and cyberspace |nto democratlc polltlcs has
" ~contr|buted to a cnsns |n Anglo-Amerlcan democracy, Wlth an mtensely polarlzed populatlon
' 7000367 -



' Russia

constantly dlstracted poI|t|cal debate a dellberately mlsmformed body pOlItIC and dysfunctlonal
pol|t|cal |nst|tut|ons

The Surkov Leaks The Inner Worklngs of Ru55|a S Hybrld War in Ukrame

This paper examines Russian hybrrd warfare by examlnlng three tranches of Ieaked emalls apparently
belonging to Kremlin officials — including, primarily and critically, Vladislav Surkov, - who have been

- closely mvolved in the Eastern Ukraine confllct The study demonstrates that Russia’s activity in
- Ukraine is a remventlon of ‘active ‘measures’, a form of polltlcal warfare p|oneered by the Soviet = -
" Union, ‘and closely linked to a concept known as reflexwe control’, a Sovret top- secret technlque to

manipulate an’ opponent |nto maklng deC|5|ons Ieadlng to thelr own defeat

The Evolutlon of a Ru55|an Troll

: .The artlcle exammes the actrvntles of the Ru55|an operatlve Alexander Malkevrch in order to shed llght o

_..on Moscow’s: ”grey zone' tactlcs a blend of proxies, paramllltarles dlsmformatlon campalgns and
polltlcal mfluence used to achleve Russm s strateglc goals around the world

Your frlendly Iocal pro -Kremlin outlet Russran dlsmformatlon net in Belarus 2

".ThIS article examines how the pro-Kremlln dlsmformat|on mcreasmgly epr0|ts Belarussmns trust in »
o local news to question the soverelgnty of Belarus and undermlne its people language and culture. One _

China

of the defining features of pro-Kremlin dlsmformat|on in Belarus i is that it relles heavnly ona

‘coordinated network of regional websrtes.seemlngly created to report: local news_. o

B Chinese Mallgn Influence and the Corr05|on of Democracv

The. report brings together research by experts from 12 vulnerable democraues — Cambodia, Paklstan

- Sri Lanka, Serbia, Ecuador Zambla Mongolla Hungary, The Gambla Myanmar, MalaySIa and the

, Maldlves — and prowdes Iocal perspectlves on-how China is |mpact|ng the polltlcs and economlcs of '

' ‘these countrles mcludmg, but not Ilmlted to, the manlpulatron of the |nformat|on space:

A'.The Chinese Influence Effort Hiding in Plaln Sight . : :
“This article explores how Beumg uses student and professmnal assocmtrons totry to mfluence not

. .'“just Chinese citizens abroad but outsiders, too. It zeros in speafcally on Chinese student aSSOCIatlons -
-~ in Germany and the role they play in Beulng S efforts to shape the Chma narratlve in Europe as welI as
“their role in cyberesplonage and data theft ‘ : ' : :

Geostrateglcally Motlvated Co Optlon of Soaal Medla the Case of Chlnese Lmkedln Spy Recrultment

' and . A :
' .-How Chlna Uses L|nkedIn to. Recrurt Sp|es Abroad

These two artlcles explore the use of the LinkedIn platform for mass spy recrmtment of Western

" citizens by thé Chinese authorities. Former U.S: and Western government employees are a

particularly vuInerable target because many former government employees advertlse that they

~have securlty clearances which enhances their recrultment prospects for legltlmate employers ‘This '

important shift from tradltlonal recruitment of ethnic Chinese in the West to non-Chinese Western
-nationals has been enabled and facrlltated by the prollferatlon of social media platforms

A Prellmmary Survey of CCP Influence Operatlons in Smgapore
This brief argues that the fundamental purpose of Chlnese propaganda and mfluence operat|ons in’
Smgapore is to impose a Chinese ldentlty on Slngapore Chinais usmg cultural organlzatlons clan -

4
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o assoc1at|ons busmess assoaatwns and youth programs to engage m mfluence operatlons in
T ,_Slngapore : : :

: o _"_Chmese Communlst Party Influence in Austrahan Umversmes R L
- ':.Thls Iecture exammes the channels through WhICh the Chlnese Communlst Party exerts mfluence at
_ "Australlan umver5|t|es, mcludmg direct’ Iobbymg from Chlnese d|plomat|c mlssmns threats of ’
: -',,W|thdrawmg support forjomt academlc |n|t|at|ves fundlng and controllmg Confucms Instltutes and
i f-usmg Chinese students to report on umver5|ty activities. Themes explored.in thls lecture were. j L
- previously'examined’ by Ann-Marie Brady in her ground breaking paper Magic Weapons: Chlna s i_- L
B f:-pol|t|cal mfluence activities under Xi Jlnplj, in WhICh the author explored China’s forelgn pol|t|cal
L lnfluence in New Zealand Slmllarly, A Prellmlnarv Studv of PRC Polltlcal Influence and Interference
e ":Actlvmes in Amerlcan ngher Educatlon authored by Anastasya Lloyd Damjanowc, found that PRC
. 5 fdlplomats and the communlty of PRC. natlonals enrolled as'students. at American unlver5|t|es have S
. ';-imfrmged on the academlc freedom of Amerlcan unlver5|ty faculty, students admmlstrators and staff o -

. MENA Reglon

i 'e __":Democracv in Danger Forergn Interventlon in Israel’s Electlons via vaer Attacks , : Sl
-~ This study exammes the threats posed by forelgn mterference in. Israel's Knesset electlons by means of ‘e
:'dlgltally-based technology It offers pollcy recommendatlons mtended to strengthen and lmprove the s
o ",fdefense of the electoral process W|th an eye on the mtegrlty of electlons and the malntenance of e
: f:_}jpubllctrust |nthem B - e SRR LT ;

S ',ov;".:'lsrael eases rules on cvber weapons exports desplte cr|t|C|sm - : s :
:':Israel is easmg export rules on offenswe cyber weapons desplte accusatlons by human rlghts and
‘-',fprlvacy groups that its technologles are used by some governments to spy on. polltlcal foes and crush S
o ':dlssent Israell companles lncludlng NSO Group and Vermt and defense contractor Elb|t Systems are: f'.:; '
_ ' -."among the world Ieaders in the growmg global market for cyber weapons NSO and Elblt have been '
- ;}Imked to esplonage campalgns N : - : : : ;

o '.o":"_fFacebook Dlsabled Assets L|nked 10. Egvpt and UAE Based Flrms S S R
©i0n. August 1, 2019, Facebook removed 387 assets engaged in: coordlnated mauthentlc behawor across _'_5;';' .
L its platforms some of WhICh were connected to two dlgltal marketmg compames publlshlng d|V|5|ve o
. i_souo polltlcal content in the Mlddle East Two companles were I|nked to th|s operatlon New Waves |n f;
'?Egypt and’ Newave in the Umted Arab Emlrates (UAE) The assets targeted alocal and reglonal :
, ,,audlence across Egypt the UAE and nelghborlng countrles |n the Mlddle East North Afrlca (MENA)
‘«reglon ' - S : - : S . :

o o ?f-Rovallv Removed Facebook Takes Down Pages Promotmg Saud| Interests ‘ S : :

e 'fOn August 1, 2019 as part of a broader takedown Facebook removed 387 assets that had ”l|nks to o
o ';_|nd|V|duals assouated W|th the government of Saudl Arabla and that propagated among other thlngs

. ) ’f'content de5|gned to undermlne Turkish Pre5|dent Recep Tayylp Erdogan to attack the rullng famlly of
- :_Qatar and to push anti- Iran narratlves to Arablc speakmg audlences O IR L

L . l-RUSSIan D|g|tal Med|a and Informat|on Ecosvstem in Turkev : S

- - “This’ report explores the |mpact and relevance of pro—Russnan |nformat|on operatlons in Turkey, by

. ) _'tracmg pro-Russnan mformatlon rows on Twntter across some of the most |mportant events in TUI’kISh-.":':' N
o .,Ru55|an relatlons The study concludes that compared to Ru55|an dlsmformat|on and oplnlon R
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manlpulatlon efforts in most Western countrles 5|m|Iar actlwtles in Turkey are both less expllat and o
overwhelmlngly |n5|gn|f|cant v L : : - :

Asla Pacrf'c S

Tracklng Dlgltal Dlsmformatlon in the 2019 Phlllppme Mldterm Electlon o - .
: _,Thls report presents the fmdmgs of the mqwry |nto the roIe of dlgltal dlsmformatlon in the 2019 '

B :'Phlllpplne mldterm election. The" report finds that dlgltal operatlons are becommg more prevalent
o strateglcally obscured and mfluentlal in shapmg polltlcal conversatlon It argues fora. regulatory
o ;reform gwded by boId ethlcal prmuples asa counter-measure to this trend W|th an eye on an

:_ _approach that does not compromlse prlncrples of free speech and tolerance o

. '-Chlna s Plavbook in Hong Kong Is Also Worklng in the Asna Pac|f|c . o S
: The artlcle argues that the ongomg protests in Hong Kong ought to be seen m the context of Chma 5- '
f:broader geostrateglc posrtlonmg in ‘Asia- PaleIC Beumg has sought to co opt’ pol|t|C|ans shape Iocal ‘. ‘_f‘: T
N medla narratlves and use’ masswe mvestment to mfluence Iocal poI|t|cs in the reglon o

- Z-TW|tter Analv5|s Identlny A Pro Indonesnan Propaganda Bot Network . .
- This: artlcle exammes how an actlve bot network dlssemmates pro government content through major

K fsoc:al med|a platforms in Indone5|a W|th an. eye on. supressmg the West: Papuan freedom movement

seelng mdependence from IndoneSIa The campalgn is fueIIed by a network of bot accounts on Twntter e

S T ‘:'Instagram, Facebook and YouTube SRR

South Amerlca

Thousands of SmaII Constant Rallles A Large-ScaIe AnalVSIS of Partlsan WhatsApp Groups

: :'After performlng the flrst large—scale analySIs of partlsan WhatsApp groups in the context of BraZ|I'
: '1'2018 eIectlons the researchers found that rlght-wmg users were more effectlve m usmg the socnal
: ‘..medla tooI to spread news, dlsmformatlon and oplnlons o Ll

= Bot lee Accounts and Pro Government Hashtagsm Colombla TR T
A group of accounts that exhlblted bot I|ke behavror ampllfled three pro government hashtags o 3

: _v,l"_i'CoIombla between May and JuIy 2019 as Colombla 3 rullng party sought to ampllfy hashtag campalgns
- .on soaal medla in: an effort to |mprove the publlc s perceptlon of the party S : :

Soc:ety and Dlsmformatlon o s -

How lVlISInformat|on Spreads - and Whv We Trust It SRR

-..Th|s artlcle summarlzes the research undertaken by the authors in thelr book The Mlsmformatlon Age

B _‘How False Bellefs Spread Drawmg on the network eplstemology framework the research examlnes

i'.‘”the spread and. per5|stence of false bellefs

:'Dlsmformatron and Dlsease Socnal Medla and the EboIa Epldemlc in the Democratlc Republlc of the

o ‘Thls artlcle exammes how the prollferatlon of dlsmformat|on onl|ne amldst the DRC’s outbreak ofthe
' _'_Ebola V|rus poses a serlous threat to global health Efforts to curb bad mformatron and consplracy

' ftheorles on somal medla about the d|sease and other health |ssues have been no more successful |n S

RN health thani |n other contexts Th|s is espeCIally srgnlflcant glven that spreadlng mlsmformatlon about :
s :‘dlsease was a ‘tactic of dlsmformatlon campalgns by governments before the soual medla era, '

6 TR
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'::. : Government of Ca,n_ada'[, Gouver‘nernent du Canada

- |nclud|ng the Sowet propaganda in the 19805 clalmlng that the Un|ted States was respon5|ble for the , ; )

' spread of HIV/AIDS in Afrlca
Tech Bytes

- '_3 ® Uncovermg the Who Why, and How Behmd Mampulate Medla

Defense Advanced Research PrOJects Agency (DARPA) announced. on August 23 the commlssmnlng of, L

L ':'the Semantlc Foren5|cs (SemaFor) program that will develop technologles to- automatlcally detect,

) "attrlbute, and characterize faIS|f|ed multl modal, med|a assets (text audlo lmage V|deo) to defend L

o '..agamst Iarge scale, automated dlsmformatlon attacks

B L . “The. language glves |t away How an algorlthm can help us- detect fake news " N :
I ';'Thus artlcle d|scusses the challenges of detectlng ”fake news onlme It aIso presents new research

B :.:,"whlch |dent|f|es Imgulstlc characteristics to detect ”fake news”. using. ‘machine learnmg and natural R ;

- .language processmg technology The- research suggests that a styl|st|c approach comblne Wlth
- ,'machlne Iearnmg mlght be useful |n detectlng susplcmus news o ' Ll

',2}l)lscla|nner L : . : | S o
1 The |deas and opmlons expressed in these reports belong to the authors and do not necessarlly reflect the

s vrews and oplnlons of the Government of Canada or G7 members By sharmg these reports RRM Canada does

not endorse or valldate thelr content. -

: RRM Canada collects and shares mformatlon con5|stent W|th Canada s prlvacy Iaws and the Mlnlsterlal
' ?‘Dlrectlon for Av01d|ng CompI|C|ty |n Mlstreatment by Forelgn Ent|t|es The. |nformat|on sharlng practlces of

T Global Affalrs Canada are subject to review by the Prlvacy Comm|55|oner ‘the Informatlon Comm|55|oner of

- '-ACanada the Offlce of the Audltor General and the Natlonal Securlty and Intelllgence Commlttee of

Parllamentarlans -among others. Nothmg in the present document shaII be construed as addlng any obllgatlon

- or normatlve comm|tment under mternatlonal or natlonal Iaw for any G7 member R

o G7 Rap|d Response Mechanlsm | Mecanlsme de reponse raplde du G7 o
Centre for International Dlgltal Pollcy ] Centre pour Ia pollthue numerlque |nternat|onal

- . GTRRM@international:gc.ca - -

S 125 Sussex Drive: | 125 promenade Sussex

‘ Global Affairs Canada | Affaires mondiales Canada
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Awali, Elabe

From: Bujold, Pierre-Alain <Pierre-Alain.Bujold@pco-bcp.gc.ca>
Sent: Tuesday, September 10, 2019 2:42 PM
To: Malette, Ayesha; McAdam, Ryan; Stinson, Sarah;
Xavier, Caroline
Cc: Boudreau, Sandra; Bujold, Pierre-Alain; Delaney, Allison; Diaczuk, Shane; Duchesne, Paul;

Madore, Christine; McAdam, Ryan; Nelson, Fiona; O'Nions, Christine; Paxton, Taylor;
Shank, Stephane; Stinson, Sarah; Sutherland, Allen; Tessier, Jean; Patterson, Adine;
Collins, Carlotta

Subject: FW: For awareness - Closed by GAC - Media requests - RRM Canada Alberta Report

For awareness,

From: Guillaume.Berube®@international.gc.ca <Guillaume.Berube@international.gc.ca>

Sent: Tuesday, September 10, 2019 2:36 PM

To: O'Nions, Christine <Christine.O'Nions@pco-bcp.gc.ca>

Cc: Bujold, Pierre-Alain <Pierre-Alain.Bujold@pco-bcp.gc.ca>; Diaczuk, Shane <Shane.Diaczuk@pco-bcp.gc.ca>;
Duchesne, Paul <Paul.Duchesne@pco-bcp.gc.ca>; Massabki, Myriam <Myriam.Massabki@ pco-bcp.gc.ca>; D-
LCBRSpokesPeople@international.gc.ca; Shank, Stephane <Stephane.Shank@pco-bcp.gc.ca>; media@elections.ca;
Media@cse-cst.gc.ca; media@international.gc.ca; media@ps-sp.gc.ca; media-medias@smtp.gc.ca;
RCMP.HQMediaRelations-DGRelationsmedias.GRC@rcmp-grc.gec.ca

Subject: For awareness - Media requests - RRM Canada Alberta Report

Good afternoon,

Please note that we have received and closed the following request for the PDF version of the RRM Canada
report. The request were received through the RRM portal over the last few days.

Toronto Star
Globe and Mail
CBC
L'Actualité
Global News
Post Millenial
Inside Climate News
RRM Alberta Election Report

Request/Question (GAC lead): Requesting the PDF version of the report which include the graphics.
Deadline: September 10, 2019

Status: PDF of report sent to reporters.

Thank you,

Guillaume Bérubé
Spokesperson, Media Relations | Porte-parole, Relations avec les médias
Office: 343-203-1696
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Media: 343-203-7700 - media@international.gc.ca

Global Affairs Canada | Affaires mondiales Canada

Government of Canada | Gouvernement du Canada
@CanadaFP | @CanadaTrade | @CanadaDev
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Awali, Elabe

From: Butcher, Amy <Amy.Butcher@di-id.gc.ca>

Sent: Thursday, October 31, 2019 1:14 PM

To: Bujold, Pierre-Alain

Cc: Jaques, Margaret; Malette, Ayesha; Boudreau, Sandra; Diaczuk, Shane; MacKillop, Ken;

Massabki, Myriam; McAdam, Ryan; Mukherjee, Mistu; Nelson, Fiona; O'Nions, Christine;
Paquet, Manon; Patterson, Adine; Paxton, Taylor; Samaan, Valerie; Shank,
Stephane; St-Hilaire, Marie-Eve; Stinson, Sarah; Sutherland, Allen; Tessier,
Jean;
Subject: Re: For Mino DI approval: CBC request - monitoring of interference re Wexit

Good

On Oct 31, 2019, at 12:11 PM, Bujold, Pierre-Alain <Pierre-Alain.Bujold@pco-bep.ge.ca> wrote:

Good afternoon,

82, C515 and GAC have received a request from of CBC. We propose to respond on
behslf of all three, Proposed response for approval is below. 1t's previously approved lines, with a minor
change.

Reguesi:

The report the RRM team put out looking at the Alberta election, noted "a small group of anonymous
accounts trying to amplify an Alberta separatist movement" and mentions how "creating false separatist
movements or amplifying domestic ones is a known tactic in foreign interference."

Given the ongoing conversation about western separatism and #wexit" in the aftermath of the election,
will the SITE team/CSIS continue to monitor the separatist movement online for interference?

Has there been any cases of interference/inauthentic accounts so far?

Proposed response:

The Security and Intelligence Threats to Elections (SITE) Task Force, comprised of officials from the
Communications Security Establishment, the Canadian Security Intelligence Service, the Royal Canadian
Mounted Police, and Global Affairs Canada, was established as a fully integrated team to help the
Government assess and respond to foreign threats.

Now that the election has concluded, SITE Task Force partners will continue to work within their
respective mandates to detect-and-counter analyze and address possible foreign threats to Canada and
its democratic institutions.

Reporter:
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Awali, Elabe

From: Diaczuk, Shane <Shane.Diaczuk@pco-bcp.gc.ca>

Sent: Tuesday, August 20, 2019 4:46 PM

To: McAdam, Ryan

Cc: Paquet, Manon; Malette, Ayesha; Wood, Kathleen;
Tessier, Jean; Boudreau, Sandra

Subject: RE: original report

Attachments: Alberta Elections Report (April 29_2019).docx

Adding lean — Apclogies

From: Diaczuk, Shane

Sent: Tuesday, August 20, 2019 4:31 PM

To: McAdam, Ryan <Ryan.McAdam®@pco-bcp.gc.ca>

Cc: Paquet, Manon <Manon.Paquet@pco-bcp.gc.ca>; Malette, Ayesha <Ayesha.Malette@pco-bcp.gc.ca>; Wood,
Kathleen <Kathleen.Wood@pco-bcp.gc.ca>;

Subject: FW: original report
Hi Ryan here is the report from GAC

Let me know if you have questions
shane
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ALBERTA ELECTION ANALYSIS
PURPOSE

This report analyses open source data gathered in the lead-up to the provincial elections in Alberta held
on April 16, 2019. Its purpose was to identify any emerging tactics in foreign interference and draw
lessons learned for the Canadian general elections scheduled to take place in October 2019. Prepared in
support of the G7 Rapid Response Mechanism (RRM), the report was penned by RRM Canada. The RRM
is mandated to strengthen G7 coordination to identify and respond to diverse and evolving threats to G7
democracies, including through sharing information and analysis, and identifying opportunities for
coordinated response.

KEY FINDINGS

Based on primary and secondary research, RRM Canada concludes that there were very likely no
significant foreign interference campaigns targeting the Alberta election in the online space in April
2019. However, coordinated inauthentic activity was detected:

¢ RRM Canada identified accounts that demonstrated coordinated inauthentic behaviour. RRM
Canada judges the activity is very unlikely to comprise one third of the online conversation as
reported by Press Progress on Agprll 11, 2019,

e RRM Canada identified cases of social media accounts, which were likely inauthentic,
coordinated behaviour! around online discussions about the Alberta election. However, the
majority of these accounts were very likely not foreign.

e RRM Canada identified known national far-right and hate group actors who have previously
disseminated material, using similar tactics as known malign foreign actors.

e RRM identified accounts tied to lobbying groups that were unaffiliated with a political party
spreading disinformation online in the run-up to the Alberta election.

e The Alberta election provides an example of a situation where there may be evidence of
coordinated inauthentic behaviour undertaken by Canadian actors, making the identification
of foreign interference more difficult.

Alberta Election Findings

[1] RRM Canada reviewed social media data to search for obvious cases of coordinated, inauthentic
behaviour with the objective of identifying any potential foreign activities. Based on available
information, it is very unlikely there was any foreign interference. The two largest components of the
graph are made up of supporters of the former Premier Notley and Premier Kenney, as expected in an
election campaign [Annex A).

[2] RRM Canada assesses that none of the major communities taking part in online conversations
related to the elections are driven by foreign interference. The presence of automated inauthentic
activities does not appear central or crucial to the overall conversation or activity.

1 scale of Estimative Language: Almost No Chance — [0 — 10]; Very Unlikely/Very Improbable — [11 — 29]; Unlikely/Improbable — [30 — 39];
Roughly Even Chance — [40 — 59] ; Likely/Probable — [60 — 69] ; Very Likely/Very Probable — [70 — 89]; Almost Certainly — [90 — 100]

1
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[3] RRM Canada’s findings stand opposite to the Aprii 11, Press Progress report, which claimed that a
third of accounts talking about the Alberta election were bots. RRM Canada’s findings, using multiple
tools and methods, judges that the online activity is very unlikely to comprise one third of bots. The
article appears to rely only on the online tool mentionsmap as a metric for “bot activity”, which is not a
proper means of assessment for inauthentic account behaviour or bot activity. RRM Canada therefore
does not support the findings articulated in the Press Progress Report.

[4] RRM Canada identified communities that demonstrated a suspicious account creation pattern that
is indicative of troll or bot activity. Recent spikes in account creation suggest the presence of accounts
developed for a specific purpose; however, the community was determined to very likely be domestic,
as it was mainly comprised of supporters of the United Conservative Party (UCP). A second small
community was identified as supporters of the People’s Party of Canada, which had similar suspicious
patterns of account creation. This pattern was not identified within communities of supporters of the
Alberta Liberal Party or Alberta New Democratic Party. The overall number of accounts is a small
percentage of a larger collection [Annex B]. This highlights a key point, namely that domestic actors are
also emulating the tactics used by foreign actors, within the context of provincial elections. This
behaviour will make it increasingly difficult to distinguish national from foreign interference efforts in
the upcoming Federal election.

[5] The RRM identified a small group of anonymous accounts pushing a pro-separation movement in
Alberta and the Prairies. Though Alberta has an official separatist party,
hitps://albertaindependence ca/, these accounts do not appear affiliated with this movement. Creating
false separatist movements or amplifying domestic ones is a known tactic in foreign interference.
Though unaffiliated, at this time, RRM Canada cannot tie this small group of accounts to any foreign
entity.

[6] In its review of the data of this election, RRM Canada found no evidence supporting a broad,
coordinated campaign to influence the Alberta election. RRM Canada assesses that automated
inauthentic behaviour and trolling activities are very likely domestic in nature;

Released: May 1, 2019

Disclaimer: G7 Rapid Response Mechanism Canada (RRM Canada) monitors and shares information consistent with Canada’s
privacy laws and the Rinisterial Direction for Avoiding Complicity in Mistreatment by Forelon Entities. The information sharing
practices of Global Affairs Canada are subject to review by the Privacy Commissioner, the Information Commissioner of Canada,
the Office of the Auditor General and the National Security and Intelligence Committee of Parliamentarians, among others.
Nothing in the present document shall be construed as adding any obligation or normative commitment under international or
national law for any G7 member.

000377



OPEN DATA ANALYSIS REPORT
UNCLASSIFIED
RRM CANADA

Annex A

This Annex is a visual representation of RRM Canada’s data collection illustrating a high level of
normality in the online conversation related to the Alberta provincial election. The analysis of activity
would have been noteworthy for RRM Canada if there were other communities that rivaled the main
political communities in size, but were predominately unknown actors, or actors from another
geographical location.
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Annex B

A review of the account creation dates of accounts in the community of UCP supporters. The size of the
final spike is an indicator of inauthentic activity. One indicator of bot activity is a large number of
recently-created accounts. In this case, a large spike in accounts created in Q1 2019 is suggestive of
inauthentic activity by either automated accounts or anonymous accounts. This combined with a
qualitative evaluation of the accounts by RRM Canada, as well as their posting behaviours and the social
network analysis; these are indications of likely inauthentic behaviour.
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Awali, Elabe

From:

Sent: Wednesday, June 19, 2019 2:32 PM

To:

Subject: Fw: P5 material - GAC

Attachments: RRM Canada Ukraine Elections Final Report.pdf; IB_LBP-#12412392-v1-RRM Canada -

Ethical and Methodological Framework (J....docx; 1. Alberta Elections Analysis.docx;
IB_LBP-#12427128-v1-Briefing to P5.DOCX; IB_LBP-#12427111-v1-Briefing to P5 -
June.ppt

Sent from my BlackBerry 10 smartphone on the Bell network.

From:

Sent: Tuesday, June 18, 2019 8:17 PM
To:

Subject: FW: P5 material - GAC

The 3 first docs are the RRM docs on the agenda

From: Tara.Denham@international.gc.ca <Tara.Denham@®@international.gc.ca>
Sent: Monday, June 17, 2019 2:10 PM

To:

Cc: eric.gordon@rcmp-gre.gc.ca;
Marketa.Geislerova@international.gc.ca; Shelley.Whiting@international.gc.ca
Subject: P5 material - GAC

Please find attached the material that DM approved to share with the P5 in advance of the briefing on June 20. The
Ukraine report, Ethical & Methodological Framework and the Alberta report can be shared in advance. | will then bring
hard-copies for the deck to share as visuals.

In addition are the talking points that would guide my intervention — focusing on tactics and trends that we see.
Thanks
Tara

Tara Denham

Director, Centre for International Digital Policy | Directrice, Centre pour la Politique Numérique Internationale
tara.denham@international.gc.ca

Telephone | Téléphone: 343-203-2322

125 Sussex Drive | 125 promendade Sussex

Foreign Affairs, Trade and Development Canada | Affaires étrangéres, Commerce et Développement Canada
Government of Canada | Gouvernement du Canada
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Ensemble, célébrons le 70° anniversaire de la DUDH.
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2019 UKRAINIAN ELECTIONS FINAL REPORT
Purpose
[1] This open source report is the final report in a series prepared by Rapid Response Mechanism (RRM)
Canada on Foreign Interference (Fl) during the 2019 Ukrainian presidential elections. The aim of the
series was to enhance the global understanding of contemporary threats to democratic systems of
governance while informing Canadian efforts aimed at safeguarding Canada’s elections from FI. This
report is a summary of key findings from the series of reports that was produced with the objective of
identifying key lessons learned from the Ukrainian presidential elections. The reports were based on
secondary sources, including insight from the RRM network and the community of experts, as well as
primary research conducted by RRM Canada leveraging its open data monitoring and analytical capacity.

Overall Assessment
[2] Based on evidence summarized below and previous RRM reports, the Ukrainian presidential election
was likely the target of a Russian FI campaign aimed at undermining local and international confidence
in the Ukrainian democracy. Initial assessments by multiple observation teams conclude that this Fl
campaign did not achieve its aim.! Key findings include:

*  Russian speakers were a priority audience for accounts employing automation.
With the exception of the days following major incidents such as the July 2014 downing of
Malaysian Air flight MH-17, covert social media influence campaigns appear most active during
election periods in Ukraine as well as the days immediately following.
Along with the use of bot and troll accounts, other tactics included the use of networks of
disinformation websites and social media pages, and purported leaks.
“Meta-trolling” or content designed to be detected and called out as Russian propaganda in
order to discredit the information it contains may be a newly emerging tactic which RRM
Canada will continue to monitor.

General Observations — Secondary and Primary Sources

Tactics/Strategies
[3] Reporting from

notes a high degree of automation
observed in social media posts about Ukraine’s elections. RRM Canada observed similar automated
accounts or bots. In addition to the use of bots, RRM Canada observed that many accounts used a
random string of alphanumeric characters as a username. These accounts were mostly created after
January 2019 and were posting in the Russian language about the Ukrainian elections. The usernames
and young age of these accounts indicates that a computer program was likely used to quickly generate
new accounts for use in bot networks. Additionally, RRM Canada notes that the highest degree in
automation was observed within communities discussing the Ukrainian elections in the Russian
language indicating that Russian speakers were likely a priority target audience.

[4] Historical Twitter based analysis has shown that accounts associated with the Kremlin have been
most active following the May 2014 elections. However, tweet volume was much smaller in comparison
to the July 2014 downing of Malaysian flight MH-17.2 While RRM Canada does not have a database of
accounts associated with the Kremlin, within our collection of accounts discussing the 2019 elections,

! Previous reporting
2 hitps://voxukraine. orgflongreads/twitter-database/index-en html
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our team observed a large spike in account creation dates from 2014. Further analysis of account
creation dates reveals another spike in January 2019. This spike was most pronounced among accounts
posting in the Russian language. This indicates that although far below the level of resources dedicated
to deflecting blame away from Russia for the downing of MH-17, covert social media influence
campaigns are probably most active during election periods in Ukraine. Our data also indicates a spike in
posting activity in the days immediately following the elections however, examination of the posts did
not reveal any specific narrative being amplified.

[5] Two tactics which have to date been less frequently reported, were observed much more
prominently during the Ukraine elections. These tactics were the purchase or renting of social media
accounts and the use of “meta-trolling.”

[6] New York Times and the Ukrainian Security Service (SBU) report that Russian intelligence agents had
been offering to purchase or rent established social media accounts from Ukrainian citizens for the
purposes of spreading divisive content or furthering other Kremlin narratives. Owners of these social
media accounts reported that they were unaware they were dealing with Russian intelligence personnel
or what purpose their accounts would ultimately serve once sold or rented. The number of accounts
purchased by Russian agents remains unknown at this time and description of this tactic stems from a
video-taped confession released by the SBU.? Given the financial and human resources required to find
and purchase established social media accounts from citizens willing to sell them, it is unlikely this tactic
was widespread during this election and unknown if it will be employed in other FI campaigns.

[7] Finally, Government of Canada (GoC) partners deployed to Ukraine to assist with cyber security
during the elections period reported a new meta-trolling technique. In this technique, certain content
was designed to be detected as Russian propaganda and publicly called out as such in an effort to
discredit the information it contained. While we cannot attribute the employment of this tactic to
Russia, it falls within the well-known concept of “reflexive control.” This concept, whereby specifically
prepared information is conveyed in order to incline an opponent to voluntarily take a certain course of
action, has a long history within Soviet and Russian military doctrine.* RRM Canada has no further
information or current examples of this technique and we cannot attribute it to any particular actor at
this time.

[8] RRM Canada cannot tie the employment of automated accounts or the spread of divisive content to
Russia. However, Facebook did shut down thousands of accounts posting about Ukraine which they
attributed to Kremlin-linked Internet Research Agency (IRA) and Sputnik News.> Based primarily on this
evidence, RRM Canada assesses that the Russian state was likely conducting a disinformation campaign
targeting the Ukrainian elections.

Narratives

[9] In addition to observations of automation, reports from the UK Foreign & Commonwealth Office’s
(FCO) Counter Disinformation Cell note divisive narratives being spread by these automated accounts.
AoD notes that much of this content ostensibly® emanated from Russia and, at least for a period in late

3 Previous reporting

4 hitp://eeorgetownsecuritystudiesreview.org/2017/02/01 /disinformation-and-reflexive-control-the-new-cold-
war/

® Previous reporting

% Alliance for Securing Democracies methodolody relies on user selection of location within preference settings.
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March,” dominated approximately 13% of the conversation on social media about the Ukrainian
elections. Previous RRM Canada reports have noted that divisive content was primarily along the
following themes:

o Ukraine was reverting to its Nazi past while chauvinism and xenophobia were current state

policy;

e Ukraine was becoming increasingly corrupt and becoming a banana republic.

¢ Ukraine was not capable of hosting free and fair elections; and

o The illegitimacy of the Ukrainian Orthodox Church was put forward.

[10] While the break of the Ukrainian Orthodox Church from the Moscow patriarch is uniquely
Ukrainian, claims of corruption, elections fraud, and otherwise divisive content are common tropes
within FI campaigns.® Along with the use of bot and troll accounts, other tactics included the use of
networks of disinformation websites and social media pages, and purported leaks.® The Atlantic
Council’s Digital Forensics Research Lab notes these tactics appear to be common across both foreign
and domestic disinformation campaigns targeting elections.?

On Gender

[11] On the gender dimensions of FI within the Ukrainian elections, RRM Canada observed crudely
Photo-shopped, degrading, highly sexualized imagery targeting the most prominent female candidate,
Yulia Tymoshenko. RRM Canada cannot attribute any of these images to any specific actor. We note that
this imagery dominated our collection of all images related to political candidates for a period in
February indicating the possibility of some level of coordinated ampilification; however, there are many
plausible explanations related to this imagery.

On Diasporas

[12] Lastly, RRM Canada detected and analyzed two multilingual groups discussing the Ukrainian
elections in the Ukrainian, Russian and English languages on Twitter. Within these groups, relatively few
indications of automated content spreading or accounts assessed to be possible Kremlin trolls were
observed. Based on the mix of languages, RRM Canada assesses these communities to likely be
Ukrainian diaspora communities from English speaking countries. Based on the lack of automated
content spreading within these communities, RRM Canada assesses they were likely not priority target
audiences for disinformation campaigns.!!

Released: 4 June 2019

Disclaimer: Rapid Response Mechanism Canada team monitors and shares information consistent with Canada’s privacy laws
and the Ministerial Direction for Avoiding Complicity in Mistreatment by Forelgn Entities. The information sharing practices of
Global Affairs Canada are subject to review by the Privacy Commissioner, the Information Commissioner of Canada, the Office
of the Auditor General and the National Security and Intelligence Committee of Parliamentarians, among others. Nothing in the
present document shall be construed as adding any obligation or normative commitment under international or national law
for any G7 member.

7 Other reports from the Alliance of Democracies did not mention the amount of content possibly emanating from
Russia.

8 As noted within research conducted by the Atlantic Council’s Digital Forensics Research Lab.

® Previous reporting

10 As presented by DFR Lab.

11 previous reporting
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Briefing to P5

June 21 8:30-11:30am

GAC/RRM’s role in SITE

s.21(1)(b)

s.16(1)(c)

The RRM came out of Canada’s presidency of the G7 last year, and is a concrete and
demonstrable effort by the G7 to respond to emerging threats to democracies
It will be led by Canada on an ongoing basis — Coordination Unit housed at GAC
At its core — it’s about open-source/unclassified information sharing and analysis across the G7,
to understand emerging threats to G7 democracies, and identify opportunities for coordinated
response as required.
Mandate is the full spectrum of threats to democracy (coercive, corrupt, covert and malicious
foreign interference that negatively impacts our democracies). Given the level of interest and
need to consolidate international expertise on the issue, disinformation is a central focus of the
RRM over its initial year of work — and particularly relevant to GAC’s contribution to SITE.
We also have a specialized expertise to undertaken SM analysis related to disinformation.
Focus: identify overarching tactics and trends in the disinformation landscape in order to
identify inauthentic activity and amplification of content, and based on a methodology, see if
there is evidence of potential foreign interference.

o We use publically available tools

o We don’t monitor for individuals (individuals may appear in searches — as it would do if

a person was looking through openly available data), but we don’t monitor or focus on
individuals when reporting on trends or tactics

o We only access openly available information (information anyone else could see)

o due to complexity of tactics used.

o Clear definition of mandates and authorities with other members of SITE.
Guided by ethical and methodological framework.
Products: monthly newsletter (the Wire); deep dive reports on particular issues or tactics; and
monthly social media trend analysis related to the upcoming federal election.
Given our ability to watch for trends in the social media landscape for inauthentic or amplified
content, our role is an ‘early warning’ system which may initiate further investigation by other
entities should there be sufficient information available to meet mandates and legal authorities

to educate GoC and others on the complexity of the landscape and

emerging trends (Alberta, Ukraine & EU elections); and not focused on attribution per se.

Examples of work

s.15(1)

US mid-term elections & Ukraine: “meta-trolling” — Openly claiming disinformation campaigns
Content designed to be detected and called out as Russian propaganda in order to discredit the

information it contains (Ukraine). This tactic is designed to call into question the legitimacy of an
election or any given piece of information by deliberately associating it with “Russian Trolls”
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Alberta: evidence of coordinated inauthentic behavior undertaken by Canadian actors — more
challenging to identify foreign interference. Tools include historical analysis of account creation
(spike with Twitter creation, again before election). News reports on high level of bot activity —
not validated by RRM Canada. Although did see use of amplification tactics by national actors.
Low barriers to entry for use of bots as tactic.

EU Parliamentary elections: transnational narratives on divisive issues (climate change,
immigration, LGBTQ, religious intolerance) being amplified across borders, but a mix of national
and international actors involved. See attempt to reproduce and repurpose narratives in
regional/international context, promoting similar narratives and sentiments around divisive
issues (mostly far-right community). Again, increased complexity to identify foreign
interference.
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ETHICAL AND METHODOLOGICAL FRAMEWORK FOR
OPEN SOURCE DATA MONITORING AND ANALYSIS?

Contents
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1 This document is meant to be iterative and sensitive to the evolving nature of digital technologies, foreign
threats, policy orientation, and social and political issues. In developing this document several stakeholders have
already been consulted, including multiple divisions at Global Affairs Canada, various other departments in the
Government of Canada, the Oxford Internet Institute, and others.

1
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Purpose

Contemporary international relations theory and practice must consider the rapidly evolving digital
information ecosystem. This ecosystem, including social media platforms and their content ranking
algorithms, is creating new opportunities for economic growth and connectivity, while also presenting a
range of new challenges for foreign policy. The threat from malign foreign actors, who seek to leverage
aspects of this ecosystem for nefarious activities that are detrimental to our democratic systems of
governance, is among the most pressing issues requiring attention by democracies such as Canada.
Governments are developing new capacities to better understand this threat, including by harnessing
open source data monitoring and analytical tools and approaches.

The purpose of this framework is to outline ethical and methodological principles and guidelines for
open source data monitoring and analysis undertaken by Rapid Response Mechanism Canada (RRM
Canada). These open source data activities support the G7 Rapid Response Mechanism (RRM) — an
initiative aimed at defending G7 democracies from foreign threats as well as Government of Canada
efforts aimed at safeguarding its own democratic institutions and processes, including its general
elections. The need for such a framework stems from the following three needs, among others:

1) Anchoring these relatively new activities in an existing policy, legal, and regulatory context.
2) Ensuring that the activities respect and reinforce human rights and freedoms.
3) Providing transparency and accountability to Canadians and the G7.

Background and Mandate

Supported by a team of policy and data analysts, RRM Canada is housed at Global Affairs Canada in the
Centre for International Digital Policy. The RRM was announced at the G7 Charlevoix Summit in 2018
and re-affirmed at the G7 ministerial meeting in Dinard, France, in 2019. Led by Canada on an ongoing
basis, its mandate is “to strengthen coordination to identify and respond to diverse and evolving
threats” to G7 democracies.? More specifically, the foreign threats that G7 members committed to
confront seek to undermine democratic institutions and processes through “coercive, corrupt, covert or
malicious means.”3

While the threat landscape covered by the RRM is broad, disinformation in digital context figures
prominently.? In the lead up to the RRM’s announcement, Foreign and Security Ministers recognised the
threat posed by “acts or measures by foreign actors with the malicious intent of undermining trust in
the independent media, manipulating public discourse, and violating privacy,” by including these
activities in the Toronto Commitment, among other key illustrative examples.

Additionally, RRM Canada supports the Government of Canada efforts to safeguard the 2019 general
elections. As part of the Security and Intelligence Threats to Elections (SITE) Task Force, RRM Canada
works with Canada’s Security and Intelligence organisations “to prevent covert, clandestine, or criminal
activities from influencing or interfering with the electoral process in Canada.” The other members of

2 Charlevoix Commitment

3 Toronto Commitment

4 Digital context in this note refers to the overarching network or framing environment generated by the digital
information ecosystem.

000389



the Task Force are: the Communications Security Establishment (CSE), Canadian Security Intelligence
Services (CSIS), and the Royal Canadian Mounted Police (RCMP).

#»  The aim of RRM Canada’s open source data activities is to support the RRM mandate to defend
democracies, and help safeguard Canada’s 2019 general elections, by better understanding foreign
threats in the digital context, shining light on them, and recommending effective response options.

Challenges and Obstacles

Among the central challenges in addressing foreign interference in the digital ecosystems of G7
democracies is determining the foreign nature of the online activities being undertaken. This challenge
reflects the limitations of employing open and publicly available information from social media
platforms for analytical purposes. This is because foreign states and state proxies exploit the anonymity
offered by digital platforms, “weaponise” elements of the digital information ecosystem, and
continuously adapt to strategies aimed at stopping them. While anonymity can be integral to facilitating
sensitive discussions online (where those discussions are discouraged or are otherwise dangerous to
individuals engaging in them), it is also the same mechanism exploited by foreign actors to conduct
coercive, corrupt, covert, or malicious activities.

Perhaps the most problematic aspect of distinguishing foreign interference from organic domestic
debate is that foreign actors target domestic audiences with content that may resonate with the
audiences’ pre-existing opinions and worldviews. This targeting, often undertaken clandestinely,
involves a foreign actor creating content that has been designed to sow discord or exploit existing
societal differences in the domestic population. When this foreign content is received by domestic
audiences, it then can be amplified further either wittingly or unwittingly. This sequence intertwines
foreign and domestic narratives in ways that are difficult to untangle. Foreign actors may also coerce or
induce Canadians to promote a given narrative, but these overtures are often hidden and difficult to
substantiate.

The challenge of separating foreign interference from domestic engagement raises the potential of
inadvertently affecting the enjoyment of human rights and freedoms of Canadians, in particular,
freedom of expression and privacy rights. To avoid this situation, open source data activities conducted
by RRM Canada are subject to clear thresholds and protocols for monitoring, analysis, and information
sharing.

> REM Canada thresholds and protocols ensure that its open source data monitoring and analytical
activities fall under the RRM mandate, safeguard and relnforce human rights and freedoms of
Canadians, comply with relevant legal and regulatory provisions, and meet high ethical standards.

Thresholds and Protocols

RRM Canada has developed thresholds for what are considered coercive, corrupt, covert or malicious
activities as well as protocols for open source data monitoring and information sharing activities. To be
the subject of RRM Canada monitoring activities, an account or network of coordinated accounts must
display a number of characteristics outlined in the RRM Canada methodology. The methodology sets
high thresholds established in cooperation with leading experts; computational social scientists; and

000390



security, intelligence, and law enforcement organisations. Additional factors for open source data
activities include concurrence with secondary sources and significant impact on public discourse.

These thresholds inform RRM Canada’s monitoring activities, including its approach to analysing
suspicious accounts and networks associated with foreign interference. These thresholds are not
impacted by the accuracy or perceived acceptability of content that any given account or network
disseminates. In the event that a foreign connection cannot be established within a reasonable period,
monitoring activities cease, and no data is retained. However, in cases when suspicious activities may
potentially meet criminal or national security thresholds, insight is shared with security, intelligence, and
law enforcement organisations. When activities may potentially contravene the Canada Elections Act,
the Commissioner of Canada Elections will be notified by RRM Canada. These organisations
independently determine whether or not an investigation is required pursuant their respective
mandates and legislative frameworks.

Furthermore, in January 2019 the Government of Canada announced a number of new measures to
protect the 2019 general election, including the Critical Elections Incident Public Protocol. This Protocol
lays out a clear and impartial process by which Canadians may be notified of a threat to the integrity of
the elections that occur within the writ period.

Methodology and Tools

RRM Canada examines trends, anomalies, and emerging narratives in online conversations across the
digital information ecosystem pertaining to potentially divisive issues and public political actors that
could be exploited by malign foreign actors. By observing baseline structures of what are considered
normal conversations surrounding issues, as they evolve over time, it is possible to identify
abnormalities that may indicate a concerted foreign information operation. RRM Canada examines
multiple indicators of coordinated foreign interference campaigns, some of which are indicative of
foreign coercive, corrupt, covert, or malicious behaviour.

Caution is exercised in divulging detailed indicators pertaining to threshold-setting in order to prevent
malign foreign actors from developing counter strategies. Nevertheless, indicators for covert behaviour
can include artificial or inauthentic amplification of narratives, for example. Narratives can be amplified
by employing different tactics including bots, botnets, and trolls. RRM Canada uses indicators to identify
bot and troll activity, as well as those to identify the foreign nature of suspicious activities. All
determinations are made based on a confidence scale and identified using estimative language.

To monitor and analyse potential foreign interference, RRM Canada uses tools that are publicly
available. The combination of these tools is not released in order to prevent malign foreign actors from
developing strategies in response. To complement their use, RRM Canada also experiments with open
source data modeling, natural language processing, social network analysis, machine learning and
algorithms all of which process only openly available public data. Any automated outcomes these
technologies render can be meaningfully explained.

#»  The methodologies and tools emploved by RRM Canada are consistent with those adopted and
emploved by varlous actors In the private and public sectors as well a5 non-government
organisations and advocacy groups. This is in Hine with a growing awareness of the digital
information ecosystem as an important political, social, economic, and cultural space.

4
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Human Rights Approach

Leading to the Charlevoix announcement of the RRM, all G7 Foreign and Security Ministers endorsed a
strategic approach to responding to foreign threats that is consistent with universal human rights and
fundamental freedoms. Canada is committed to respecting its international commitments and
obligations including being a party to the International Covenant on Civil and Political Rights. In Canada,
the Charter of Rights and Freedoms protects a number of rights and freedoms, including those most
evidently impacted by foreign interference in digital contexts, namely: privacy rights, freedom of
expression, and the right to equality.

Privacy

The subject of RRM Canada open source data monitoring and analysis is limited to publicly available
data. RRM Canada monitors, analyses, and shares information in a manner that is consistent with
Canada’s privacy laws, the Access to Information Act, and the Ministerial Direction for Avoiding
Complicity in Mistreatment by Foreign Entities. The information sharing practices of Global Affairs
Canada to which RRM Canada adheres are subject to review by multiple actors, including: the Privacy
Commissioner, the Information Commissioner of Canada, the Office of the Auditor General and the
National Security and Intelligence Committee of Parliamentarians. All RRM Canada analysts are required
to complete the Access to Information and Privacy Fundamentals course, in order to strengthen the
understanding of what is considered personal information and how best to protect it.

Moreover, RRM Canada takes care to limit unintended harms and therefore, is additionally guided by
firm ethical and principled considerations to facilitate responsible practices for handling personal data,
even if it is publicly available. The focus of RRM Canada’s open source data monitoring and analysis is
trends, tactics, and strategies undertaken by malign foreign actors. The questions RRM Canada seeks to
answer include: How do foreign states and their proxies exploit online discussions? What tactics do they
employ for coercive, corrupt, covert or malicious activities? How do they leverage tactics such as
artificial or inauthentic amplification to manipulate online discussions and what type of coordination
strategies do they employ? How do these tactics and strategies evolve over time?

Freedom of Expression

RRM Canada seeks to identify foreign activities with a coercive, corrupt, covert, or malicious dimension,
which attempt to sway public opinion to undermine Canadian democracy. To mitigate risks related to
the difficulty of separating foreign and domestic activities and unwittingly impinging upon the freedom
of expression of Canadians, RRM Canada:

e Focuses on the structure and context of conversations, as opposed to the content, to
understand what indicators may signal foreign interference.

e Relies on established open source data monitoring protocols that set out thresholds for foreign
activity and guide information sharing with Canadian security, intelligence, and law enforcement
organisations as well as the Commissioner of Canada Elections.

e Excludes personally identifiable information from public reports. In certain cases such as
national security considerations shares such information with responsible security organizations.

e Does not undertake active measures or engage in any way with content creators or those
sharing content.
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Gender Equality

RRM Canada adopts a Gender-Based Analysis Plus (GBA+) approach as it undertakes open source data
monitoring and analytical activities. Malign actors target, exploit, and sometimes co-opt women and
marginalized groups and issues in their activities to undermine social cohesion. Understanding how
these processes occur and how they differentially impact these groups is crucial to both countering
foreign interference and protecting human rights.

The methodological approach is also informed by academics and civil society organisations who are
experts on gender and intersectional identity issues. Several of these interlocutors are conducting
research that directly supports the RRM Canada mandate. Finally, all RRM Canada analysts are required
to take the Gender-Based Analysis Plus (GBA+) online course and integrate the approach systematically
into their work.

Principles and Ethical Considerations
RRM Canada has incorporated principles and ethical considerations beyond the existing legal and policy
considerations to enhance its approach to open source data monitoring and analysis that is effective in

protecting Canadians, while limiting undue and unintended harms.

Transparency and Accountability
RRM Canada is committed to working in a manner that prioritizes transparency and openness. Our
commitment is reflected in the following actions:

e Treatment of open and publicly available data only.

e Focus on tactics, strategies, and trends.

e Use of publically available tools, explainable algorithms and other technologies.

e Ethical and human rights respecting approach to monitoring and analysis.

e Established thresholds and information sharing protocols with Government of Canada
organisations and G7 partners.

e Systematic engagement with a wide network of experts, academics, and civil society actors.

Internal Oversight and Partnerships

RRM Canada has developed an internal review mechanism to ensure analytical accuracy and robustness.
Its multi-disciplinary team of social scientists, data experts and policy analysts allows for the agility and
capacity to address evolving threats, while incorporating broader perspectives into its open source data
activities. RRM Canada frequently engages in challenge functions or a peer-review process within the
Government of Canada. This allows final conclusions to be determined through a rigorous process
whereby results are challenged by fellow analysts and possibilities of cognitive and other bias are
reduced. Collaboration beyond the Government of Canada is essential for developing innovative open
source data monitoring and analytical capacity. RRM Canada relies on a growing community of experts
which includes representatives from other governments, academia, civil society, and non-governmental
organisations.
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Key Tactics/Trends

e “Meta-trolling”

— Example from Ukraine and US mid-terms

* Transnational narratives
— EU Parliamentary Elections
— Socially divisive issues

* National actors leveraging tactics

— Alberta Provincial election
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Meta-Trolling:

Content Designed to be Seen as Russian Propaganda

Internet Research Agency
American Department.

OFFICIAL STATEMENT OF THE INTERNET RESEARCH AGENCY

CITZENS OF THE UNITED STATES OF ANERICA! YOUR INTELUIGENCE AGENCIES ARE POWERLESRS,

DESHITE ALL THEIR EFFORTS, WE HAVE THOUSANDS OF ACCOUNTE REGISTERED ON FATERDOR, TWITTER AND REDDIY
SPREADNG POLITICAL PROPAGANDS, THESE ACCOUNTS WORK 24 HOURS A DAY, SEVEN DAYS A WEEK 10 ISCREDY
ANTLRUSSIAN CANDIDATES AND SUPPORY POLITIHUIANS MORE USERUL POR US THAN FPOR YOL

HUNDREDS OF YOUR FELLOW CITIZENS ARE QUR UNINTENTIONAL AGENTS UNAWARE OF THE PACT THAT THEY
ACTUALLY ACT POR THE GOOD OF THE RUSSIAN TROLL FARM . WE HAVE ALLIES AND SPOILERS INTERVENING THE
POUTHCAL CAMPAIGNS OF THE CANDIDATES FOR BOTH PARTIES, THE VICTORY OF THE DEROURATIC PARTY IS QIR TOP
PRIGRITY I THESE MIDTERM ELECTIONS.

YYHEN THE DEMOCRATE TALK ABOUT THUMP.AUSHA COLLUSION OR RUSSIANREPUBLICAN COLLUSION THAT'S
BECAUSE WE WANT THEN 10 SAY THIS HONSENSE 1T 15 4 PARY OF GUR PLAN.

SOON AFTER NOVEMBEN 6, YOU WILL REALIE THAT YOUR VOTE MEANS NOTHING, WE DECIDE WHO YOU VOTE FOR AND
WHAT CANDIDATES WILL WIN OR LOBE

WHETHER YOUVOTE OR NOT, THERE 18 NO DIFFERENCE A5 WE CONTROL THE VOTING AND COUNTING SYSTEMS.
REMEMBER, YOUR VOTE HAS ZERO VALUE. WE ARE THOOBNG FOR YOUL
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Transnational Narratives
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Account Creation Dates

Number of Accounts

User Creation Date by Quarter
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ALBERTA ELECTION ANALYSIS
PURPOSE

This report analyses open source data gathered in the lead-up to the provincial elections in Alberta held
on April 16, 2019. Its purpose was to identify any emerging tactics in foreign interference and draw
lessons learned for the Canadian general elections scheduled to take place in October 2019. Prepared in
support of the G7 Rapid Response Mechanism (RRM), the report was penned by RRM Canada. The RRM
is mandated to strengthen G7 coordination to identify and respond to diverse and evolving threats to G7
democracies, including through sharing information and analysis, and identifying opportunities for
coordinated response.

KEY FINDINGS

Based on primary and secondary research, RRM Canada concludes that there were very likely no
significant foreign interference campaigns targeting the Alberta election in the online space in April
2019. However, coordinated inauthentic activity was detected:

e RRM Canada identified accounts that demonstrated coordinated inauthentic behaviour. RRM
Canada judges the activity is very unlikely to comprise one third of the online conversation as
reported by Press Progress on April 11, 2019,

e RRM Canada identified cases of social media accounts, which were likely inauthentic,
coordinated behaviour! around online discussions about the Alberta election. However, the
majority of these accounts were very likely not foreign.

e RRM Canada identified known national far-right and hate group actors who have previously
disseminated material, using similar tactics as known malign foreign actors.

e RRM identified accounts tied to lobbying groups that were unaffiliated with a political party
spreading disinformation online in the run-up to the Alberta election.

o The Alberta election provides an example of a situation where there may be evidence of
coordinated inauthentic behaviour undertaken by Canadian actors, making the identification
of foreign interference more difficult.

Alberta Election Findings

[1] RRM Canada reviewed social media data to search for obvious cases of coordinated, inauthentic
behaviour with the objective of identifying any potential foreign activities. Based on available
information, it is very unlikely there was any foreign interference. The two largest components of the
graph are made up of supporters of the former Premier Notley and Premier Kenney, as expected in an
election campaign [Annex Al.

[2] RRM Canada assesses that none of the major communities taking part in online conversations
related to the elections are driven by foreign interference. The presence of automated inauthentic
activities does not appear central or crucial to the overall conversation or activity.

1 Scale of Estimative Language: Almost No Chance — [0 — 10]; Very Unlikely/Very Improbable — [11 — 29]; Unlikely/Improbable — [30 — 39];
Roughly Even Chance — [40 — 59] ; Likely/Probable — [60 — 69] ; Very Likely/Very Probable — [70 — 89]; Almost Certainly — [90 — 100]

1
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[3] RRM Canada’s findings stand opposite to the Aprii 11, Press Progress report, which claimed that a
third of accounts talking about the Alberta election were bots. RRM Canada’s findings, using multiple
tools and methods, judges that the online activity is very unlikely to comprise one third of bots. The
article appears to rely only on the online tool mentionsmap as a metric for “bot activity”, which is not a
proper means of assessment for inauthentic account behaviour or bot activity. RRM Canada therefore
does not support the findings articulated in the Press Progress Report.

[4] RRM Canada identified communities that demonstrated a suspicious account creation pattern that
is indicative of troll or bot activity. Recent spikes in account creation suggest the presence of accounts
developed for a specific purpose; however, the community was determined to very likely be domestic,
as it was mainly comprised of supporters of the United Conservative Party (UCP). A second small
community was identified as supporters of the People’s Party of Canada, which had similar suspicious
patterns of account creation. This pattern was not identified within communities of supporters of the
Alberta Liberal Party or Alberta New Democratic Party. The overall number of accounts is a small
percentage of a larger collection [Annex B]. This highlights a key point, namely that domestic actors are
also emulating the tactics used by foreign actors, within the context of provincial elections. This
behaviour will make it increasingly difficult to distinguish national from foreign interference efforts in
the upcoming Federal election.

[5] The RRM identified a small group of anonymous accounts pushing a pro-separation movement in
Alberta and the Prairies. Though Alberta has an official separatist party,
https://albertaindependence.ca/, these accounts do not appear affiliated with this movement. Creating
false separatist movements or amplifying domestic ones is a known tactic in foreign interference.
Though unaffiliated, at this time, RRM Canada cannot tie this small group of accounts to any foreign
entity.

[6] In its review of the data of this election, RRM Canada found no evidence supporting a broad,
coordinated campaign to influence the Alberta election. RRM Canada assesses that automated
inauthentic behaviour and trolling activities are very likely domestic in nature;

Released: May 1, 2019

Disclaimer: G7 Rapid Response Mechanism Canada (RRM Canada) monitors and shares information consistent with Canada’s
privacy laws and the Ministerial Direction for Avoiding Complicity in Mistreatment by Foreign Entities. The information sharing
practices of Global Affairs Canada are subject to review by the Privacy Commissioner, the Information Commissioner of Canada,
the Office of the Auditor General and the National Security and Intelligence Committee of Parliamentarians, among others.
Nothing in the present document shall be construed as adding any obligation or normative commitment under international or
national law for any G7 member.
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Annex A

This Annex is a visual representation of RRM Canada’s data collection illustrating a high level of
normality in the online conversation related to the Alberta provincial election. The analysis of activity
would have been noteworthy for RRM Canada if there were other communities that rivaled the main
political communities in size,<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>